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IP asanetwork technologyhasbeentraditionallyassociatedwith best-effort datanetworks. IP
is gettingmorepopularwithin telecomnetworks. Theseusagesrequireusuallyhigh reliabil-
ity. Traditionaltelecommunicationequipmentutilizesprotectionfor enhancingreliability, but
traditionalIP routerslack this feature.

In IP networksroutingprotocolsshouldbeprotectedto ensurethatpacketsaresentto thepro-
tectedrouterregardlessof componentfailures.CommonlyusedBGP-4protocolmusttherefore
beprotected.

This thesisinvestigatessuitablemethodsfor protectingBGP-4routingsessionsin protectedIP
routers.Overview of existing technologiesfor high availability networks is given. Both TCP
andBGP-4protocolsareintroduced.Severalmethodsfor protectingBGP-4routingsessions
arepresentedin detail.Their suitability is evaluatedandthemostsuitablemethodis selected.
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Chapter 1

Intr oduction

In recentyearsIP basednetworkshavechallengedtraditionaltelecommunicationnetworks(networks

orientedtowardsNx64services)in nearlyall applicationareas.Althoughoriginally designedfor best-

effort dataservices,IP networksarenowadaysusedin many moredemandingapplicationareas,such

asvoiceandvideotransfer. IP deviceshave historicallybeendesignedwith best-effort mind set,and

thereforeIP routersarenotasreliableastheir telecomcounterparts.

Migration from old telecommunicationtechnologiestowardIP basedsolutionshascreatedaneed

for morereliableIP baseddevices.Customersexpectthatvoiceover IP applicationsprovide thesame

reliability asthe traditionaltelephoneserviceprovides. Also new applicationareassuchasmission

critical eBusinessapplicationsandtelemedicinerequirehigh reliability.

A commonmethodof enhancingrobustnessof telecommunicationdevicesis protection– aredun-

dancy of hardwarewherein theeventof failurea backuphardwarecanreplacethefailedcomponent

with negligible effect on thelevel of serviceusersareexperiencing.

This thesisinvestigateshow BGP-4routingprotocolsessionscanbe incorporatedto a protected

IP router. Thepurposeof theBGP-4protectionis to ensurethathardwareandsoftwarefailuresand

upgradesof equipmentandsoftwaredo no affect routing connections.A failure in BGP-4routing

connectionleadsinevitably to temporarydisbandingof thefailedrouterfrom thenetwork andthere-

fore to lossof service.TheIP routerdesignusedasthebaseof thisstudyis anupcomingcarrierclass

routerplatform. Thepurposeof this thesisis to developa methodthatcanbeusedto switchBGP-4

sessionsto thebackuphardwarewhentheprimaryhardwarefails.

Thenext chapterpresentsthearchitectureof thecarrierclassrouterplatform. Thentransmission

controlprotocol(TCP),bordergatewayprotocol(BGP-4)andsocket interfacearepresentedin detail.

Chapter6 presentscurrentsolutionsfor highavailability routing.Chapter7 introducestheconceptof

protectionin detail. Previouswork is thenreviewed andrequirementsaresetfor evaluatingvarious

solutions. Chapter11 presentsprotectionmethodsin detail and evaluatestheir suitability against

the requirements.Chapter12 comparesadvantagesand disadvantagesof the presentedprotection

methods.Finally conclusionsarepresentedandasuitableprotectionmethodis named.
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Chapter 2

Systemarchitecture

This study is a part of the carrier classrouter platform developmentactivities. The router hasa

throughputin excessof severalgigabitspersecond.TheroutercombinesboththenormalIP routing

andmultiprotocollabelswitching(MPLS).Therouterhasahugenumberof interfacesandtunnelend

points.

The router is designedto provide the level of reliability andredundancy commonlyassociated

with traditionaltelecomequipment.All partsexceptthebackplaneareredundant.

Thecarrierclassrouterplatformhasthreemaincomponents:backplane,control cards,andline

cards.Thecontrolcardcanbeprotectedby addinganadditionalcontrolcard.Line cardscanalsobe

protectedeitherby link level protectionor by loadbalancing.Thethreemaincomponentsareshown

in thefigure2.1. In thefigurethefull meshconnectivity providedby thebackplaneis emphasizedwith

multiple connectivity arrows. Thenumberof line cardsperbackplaneis not limited to four shown in

thepicture.

Line
Card

Backplane

Line
Card

Line
Card

Line
Card

Control
Card

Control
Card

Figure2.1: Systemarchitecture

Theprocessorenvironmentof therouteris PowerPC.Typically thecontrolcardhasahighperfor-

manceG3 processorwith morethan300MIPS of computingpower. Line cardshave typically low

3



4 CHAPTER2. SYSTEMARCHITECTURE

endPowerPCprocessors,eachat leastcapableof 100MIPSperformance.Eachcontrolcardcontains

at least128megabytesof RAM.

2.1 Backplane

All cardsareconnectedto thebackplane.Thebackplaneis passive anddoesnot containa processor

or ASICs. It is responsiblefor providing thegigabit level low delaypoint-to-pointlinks betweenall

possiblecardpositions.Otherfunctionsof thebackplaneareto provideelectricityandcommunication

channelsto supportfacilities(powerunits,coolingequipment,etc).Thebackplanecontainshotswap

slotsfor two controlcardsandfor severalline cards.Any cardcanbeattachedor removedon thefly.

2.2 Control card

The active control cardis responsiblefor high level tasks. Its responsibilitiesincludeexecutingall

routing protocols,executingMPLS relatedsignalingprotocols(LDP and RSVP-TE),maintaining

managementconnections,andrunningothernodevide tasksnotdirectly relatedto forwarding.

Both control cardshave their own processors.As software upgradewithout disruptionto the

serviceis oneimportantapplicationof theprotection,it mustbeassumedthatsoftwareversionscan

differ betweencontrol cards. Control cardsdo not have a commonprocessorclock source,andall

clocking andtime-keepingis independent.Real-timeclocksaresynchronizedusingNTP protocol.

AlthoughNTP protocolprovidestheoreticalresolutionof
�����������
	���


s, poor local clock resolution,

available NTP servers and large NTP polling intervals degradethe actualtime keepingresolution.

It mustbe assumedthat the time differencebetweenthe active andthe passive cardcanbe several

milliseconds.[19]

2.3 Line cards

Line cardscombineswitchinglogic andactualphysicalinterfacemodules.Physicalinterfacesvary

from gigabit ethernetto ATM connections.Line cardsare responsiblefor performingactual for-

wardingandrelatedtasks,suchascollectingstatisticsfor the control card. Although line cardsare

dependenton theexistenceof thecontrolcardfor routinginformationandsystemmaintenancefunc-

tions, they areautonomouscomputersthat canperformmany taskswithout the help of the control

card.

All forwardingandswitching is doneby dedicatedhardwareon the line cards. This hardware

consistmainlyof ASICsandnetwork processors.Thehardwarecanperformregularswitching,filter-

ing, andbulk encryptionwithout theassistanceof theprocessor. Thewholeconsistingof hardware

andsoftwareparticipatingin theactualforwardingis calledastheforwardingplane.In a basiccase

forwardingdoesnot requirecontrol cardintervention– whenthe control cardhasprogrammedthe
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forwardingtableto theforwardingplaneandsetup theARP cache,no further interventionis neces-

saryunlesstherouting tableneedsto bechangedor theARP cacheneedsto beupdated.Obviously

thecontrolcardsdo collectvariousstatisticsfrom the line cards,but this hasno effect on theactual

forwarding.

Onceprogrammed,the forwarding planecontinuesrouting as long as thereexist at leastone

functioning control card. Switchover doesnot stop forwarding or resetthe forwarding tables. If

both control cardsmalfunction,the forwardingplaneautomaticallyshutsdown. Reasoningbehind

this behavior is that when there is no managementinterface, thereshouldnot be any forwarding

– otherwisetherecould be situationswhereforwarding planewould forward wildly and network

operatorwouldhave to go on-siteto stoptheforwarding.

2.4 Softwareenvir onment

AMX real-timeoperatingsystemis usedonall cards.AMX is manufacturedby aCanadiancompany

Kadak.Perhapsthebestknown useof AMX is asthebaseof PalmOSusedonPalmPilots.PalmOSis

alsoa goodexampleof versatilityof AMX – PalmOSis actuallyAMX with statictaskconfiguration

andcustominterfacelibrary on topof it.

AMX offersreal-timescheduling,messagepassingservices,synchronizationprimitivesandver-

satilememorymanagementservices. AMX is very small, andall aspectsof it canbe configured.

AMX in no way limits whatis doneby thesoftware.

All cardshave capabilityfor non-TCPbasedreliableinter-nodecommunication.Suchcommu-

nicationcanbe directedalsoasmulticastfor both control cards.This facility is hereon referredas

ITC.

2.5 TCP/IP stack

The TCP/IPstackis derived from a recentFreeBSDrelease.The TCP/IPimplementationis single

threadedandis executedasa separatethread.Thesoftwarestackis only usedfor connectionstermi-

natingon thecardwherethestackis running.

Most of thecommunicationto theTCP/IPstackis throughmessagepassing.The threepossible

inputsfor TCPstackare:

� TCPtick timer

� Network interfaces

� Socket calls

TCPstackalwaysactsdeterministicallyfor theseinputs.Only initial TCPsequencenumbersare

nondeterministic.First two of theseeventsaremessagesandareprocessedby the dedicatedTCP
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thread.Socket callsareperformedon caller’s thread.Only onethreadis allowedto beactive on the

TCPstackcode.Multiple threadsmaybesuspendedon variouscheckpointson theTCPstack.

TCPtick timer is aperiodicmessagethatinitiatesTCPstack’s timer processing.As expirationof

timer is throughnormalmessagepassinginterface,expiredtimer will not pre-emptrunningprocess-

ing. TCPtimersarehandledasorderedlists which will be inspectedwhenperiodictick messageis

received.

Network interfaces,suchasethernetdrivers,sendnotificationsof incomingpacketsthroughmes-

sagepassing.Thiscausesexecutionof properde-queuingprocedures.

Thisarchitecturederivesfrom thefactthatFreeBSDhada singlethreadedstack.

2.6 BGP-4daemon

BGPdaemonperformsall BGP-4relatedroutingoperations.LikeTCPstack,theBGP-4daemonhas

severaltypesof externalevents.Theseeventsare:

� BGP-4tick timer

� Socket events

� Routingevents

� Managementactions

BGP-4daemonmaintainsinternaltimersasorderedlists. Thesetimersareinspectedwhenever

BGP-4tick timer expires. Tick timer doesnot pre-emptexecutionof BGP-4daemon.BGP-4uses

timers for sendingkeep-alive messagesthat areusedto verify connectivity to peers. Expirationof

hold timer will causeconnectionto peerto beterminated.

Routingdaemonusesnonblockingsocket interface.Socket eventsareusuallydetectedby select

andmappedto a few internalevents,suchassocket writableor readable.

RoutingeventsinformBGP-4daemonof changesin routingtable.Theseeventsareusuallycaused

by otherconcurrentlyrunningroutingprotocols.For exampleif OSPFroutingprotocollearnssome

new route,BGP-4daemonwill receive routeevent andwill thenimport the routefound by OSPF.

BGP-4daemonsendsroutingeventsto routedatabaseabouttheroutesit haslearnedfrom its peers.

Thereexist aproprietarymethodfor synchronizingglobalroutingdatabaseandotherconnection-

lessroutingprotocols.No furtherinformationof theproprietarymethodis presentedin thispaper, but

it canbeassumedthatglobal routedatabaseis alwaysup to date. It canalsobe assumedthat route

notificationswill occurroughlyin thesametime onbothcards.

Network managementoperationsmaychangeBGP-4daemon’s settings.Theseeventscould,for

example,beaddingor removing anew BGP-4peeror creatinga routereflectorservice.

BGP-4daemondoesnot updatetheforwardingtable(routingtable).Theresponsibilityof updat-

ing forwardingtablesat IP stacksandat ASICsis or theotherroutingsoftwarethat receivesrouting

eventsfrom routedatabase.
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2.7 Routedatabase

Routedatabasewill be automaticallysynchronizedup-to-datewhen a passive card is bootedon a

nodethat alreadycontainsoneactive card. From the momentsoftware is started,responsibilityof

maintainingup-to-dateBGP-4routing information(by sendingeventsaboutBGP-4routechanges)

becomesresponsibilityof theBGP-4daemonrunningat theactive card.

Implementationof theroutedatabaseis not discussedin this paper, but we canassumethatroute

entriesfrom otherprotocolsarealwaysup-to-date.

2.8 Hardware protection

Oneof the control cardsis active, and the protectingcard is passive. If failure is detectedon the

active card,activity statusis passedto theprotectingcardby a subsystemnot discussedin thispaper.

Thereis, however, a mechanismthatdecideswhich of thecardsis active andinformsthesoftwarein

questionof statechanges.

All traffic destinedfor controlcardis duplicatedby dedicatedhardwareandreliably deliveredto

boththeactive cardandthepassive card.

Althoughthe line cardsaresometimesprotected,this paperwill not discussmechanismsrelated

to thatarea.Merely thefactof this possibilityis acknowledged.

2.9 Routing protocolprotection

Main routing protocol for external routing is BGP-4. Due to the useof MPLS andrelatedvirtual

privatenetworks,asingleroutercancontainmultiple instancesof IGPdaemon– all routingdaemons

are virtualisedfor eachVPN. Usually routershave a capability to act as a BGP-4 route reflector.

Thesefactorsensurethat thenumberof simultaneousBGP-4connectionscan,andis likely to riseto

thousands.Routingtablesareexpectedto consumeover100megabytesof memory.

The routerhasalsonon-BGP-4TCP traffic. This traffic mainly consistsof CLI (commandline

interface)management,nodeintercommunicationandfile transfers.During developmentphasealso

heavy loadof debug traffic with proprietaryTCPbasedtraceprotocolis transported.As bothcontrol

cardsoriginatedifferenttracestreams,thesestreamsmustnotbeprotected.

A situationwhereactive cardchangesis calledswitch-over. Suchsituationcanbe expectedor

unexpected.Expectedswitch-overshappenwhencontrolcardis rebootedbecauseof softwareupdate

or card is removed for other reasons. Unexpectedswitch-overs occur if the active card becomes

inoperabledueto hardwareor softwarefailure.

To preventBGP-4peersfrom noticingswitch-over, openTCPconnectionsto BGP-4peersmust

remainopen,andall necessaryroutingstatemustbetransferedto thepassive card.
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2.10 Summary of systemarchitecture

The routerplatform is inherentlymodularandredundancy hasbeenbuild in to the design. The ar-

chitecturereliesheavily in useof massive ASICs.Advancedhardwareandsoftwarecapabilitiesexist

for building protection. Large amountsof CPU cycles,memoryandcommunicationbandwidthis

availablefor theprotectionpurposes.
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TransmissionControl Protocol

This chapterpresentsthe fundamentalsof TCP. As TCP is a well known protocol, only the parts

relevant for thediscussionon this paperarepresentedthoroughly. A moredetaileddescriptionof the

TCPprotocolis availableat RFC793andRFC1122.[22, 4]

TransmissionControlProtocol,TCP, is a protocolthatprovidesreliableconnectionbasedtrans-

port serviceover unreliableIP networks. Reliability meansthatTCPhasre-transmitmechanismfor

lost segmentsandmechanismfor droppingduplicatesegments.Also mechanismfor re-orderingout-

of-ordersegmentsexists.TCPalsoperformsrudimentaryflow control.

As the notion of connectionbetweencommunicatingpartiesplaysmajor role in TCP protocol,

eachconnectionhasa stateassociatedwith it. Eachconnectionmustbecreatedandterminatedwith

specialhandshakingprocedures.TCPconnectioncanbeseenastwo waypipebetweencommunicat-

ing parties– all dataput in to thepipeappearssooneror laterat theotherend.Recordboundariesare

not preserved on TCP connections.All TCPsegmentsbelongto someconnection,andonly certain

controlflagsarelegal. TCPalsoprovidesmultiplexing betweencommunicatinghosts– eachmachine

hasseveralportsfor connections.A connectionis identifiedby a 4-tuple(sourceIP, sourceport,des-

tination IP, destinationport). Individual TCP segmentsbelongingto a connectionare identifiedby

sequencenumbers.A segmentwith incorrectsequencenumberis dropped.

Although TCP is a connectionbasedprotocol,all staterelatedto the connectionresideson the

communicatingpeers.Network is totally stateless.Network is notevenawareof TCPsessions,asits

only responsibilityis to distributeIP packets.

3.1 TCP header

TCPheadercontainssourceanddestinationports,sequencenumber, acknowledgmentnumber, some

flags,window advertisement,checksum,urgentpointerandsomeoptions.Theexactarrangementof

thesefieldshasno relevancefor us.

Flagsof TCPheaderhave following meanings:

9



10 CHAPTER3. TRANSMISSIONCONTROL PROTOCOL

ACK Acknowledgmentfield is valid. Usedfor acknowledgingreceivedsegments.

FIN Flagindicatinghalf-duplex closureof connection.

PSH Flagfor forcing buffer flush.

RST Flagfor resetingconnection.

SYN Synchronize.Usedfor initiating new connections.

URG Flagindicatingoutof banddata.

Optionsarenot particularly relevant for the purposesof protection. The mostcommonoption

is MSS,which is usedto negotiatemaximumsegmentsizethatboth peerssupport.Othercommon

optionsareusedto enableselective acknowledgmentsandkeepalive timers [18]. The only impact

theseoptionshave on protectionis to add somevariablesandbuffers to the set of protectedstate

information.

3.2 TCP statemachine

The figure 3.1 shows the TCP connectionstatemachineaspresentedin RFC 793 with corrections

from RFC1122.Thereexist onestatemachinefor eachTCPconnection.[22, 4]

A statewhereconnectiondoesnotexist is representedontheconnectionstatemachineasthestate

CLOSED.PracticallythismeansthattheTCPstackhasno stateat all for thoseconnections.

3.2.1 Embryonic states

Termembryonicis usedto referthestateswhereinitiation of connectionis in process,but connection

hasnot fully beenformed.

Thestatesare:

LISTEN The statein which host acceptsactive connectionattempts. This stateis the resultof a

passive opencall (listencall of socket interface).

SYN SENT Thestatein which a hostis, if it hasinitiated anactive openattempt.This stateis the

directresultof aconnectcall of socket interface.

SYN RCVD Thestatein whichthehostwaitstheconfirmationof establishmentof anewly negotiated

connection.Theconfirmationcomesin theform of apacketacknowledgingthesentSYN,ACK

packet.

Embryonicstatesaregenerallynot interestingfrom theviewpoint of protection,asno connection

hasyet beencommitted.
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CLOSED
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SYN RCVD SYN SENT
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FIN WAIT-1
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CLOSE WAIT
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rcv ACK
of FIN

rcv ACK
of FIN

rcv FIN
->snd ACK

CLOSE

active OPEN
->snd SYN

rcv RST

rcv FIN,ACK

Figure3.1: TCPconnectionstatemachine

The move from SYN SENT and SYN-RCVD stateto ESTABLISHED statedoesnot exist in

normal stackswith BSD traits. Insteada new connectionis createdin ESTABLISHED stateand

old statemachineis returnedto LISTEN state.This behaviour is consistentwith theprotocolandis

normalfor stacksthatusesocket interface.[25]

3.2.2 Connectedstates

Connectedstatescontainopencommunicationchannelat leastto onedirection.Connectedstatesare:

ESTABLISHED The normalstateof connection.Communicationchannelsto both directionsare

open.

FIN-WAIT -1 Thestatein which a hosthasrequestedthetransmitchannelfor this connectionto be

closedandwaitsfor anacknowledgmentfrom theremotepeer.

FIN-WAIT -2 A Host hasclosedthe transmitchannelfor this connection.The receive channelre-

mainsopen.



12 CHAPTER3. TRANSMISSIONCONTROL PROTOCOL

CLOSE WAIT A statein which theremotehosthasclosedits transmitchannelfor this connection.

Our transmitchannelremainopenuntill we closeit.

Usually peerclosesits transmitchannelwhenit hasnothingmoreto send.Thesesituationsare

commonin everydayprotocols,suchasFTP andHTTP. Thesesituationsdo not normally occur in

routingprotocols,suchasBGP-4.

3.3 Retransmit and flow control

TheTCPflow controlhastwo purposes:to preventa fastmachineoverwhelmingaslow machine,and

to preventcongestionon thenetwork. TCPusessliding window protocol,andreceiver advertiseson

eachacknowledgmentpacket,how muchdatait is willing to receive.

Thefirst goal is accomplishedeasily: receiver only advertisesasmuchwindow asit is willing to

receive. To avoid toosmallsegments(situationknown alsoasSilly Window Syndrome),thereceiver

will advertisewindow only in largeincrements.

The secondgoal is accomplishedby having additionalcongestionwindow. Whensegmentsare

lost,thiscongestionwindow ishalved.Whensegmentsaresuccessfullyacknowledged,thecongestion

window is slowly increased.The transmitwindow is never larger thancongestionwindow, even if

receiver had advertisedlarger one. As congestionmanifestsitself as packet loss, this mechanism

reactsto theeffectsof congestionandthereforemitigatesit.[21, 7]

TCP automaticallycalculatesroundtrip time estimatesfrom sentpackets. Roundtrip timesare

usedto calculateresenttimers.Thisallows retransmittime to beappropriatefor all typesof networks

andnetwork loads. If segmentis lost, roundtrip estimateis increased.Usually Karn’s algorithmis

usedfor calculatingroundtrip estimates.[14]

All dataandcontrolsegmentsarere-sentif noacknowledgmentsarereceived.Acknowledgments

areunnumberedandarenotacknowledged.

3.4 Segmentationand re-assembly

TCP stacksegmentsoutgoingstreambasedon the advertisedwindow andthe congestionwindow.

TCPimplementationtriesto collectdatato makesegmentsaslargeaspossible,within limits of MTU

andwindow.

TCPacknowledgmentindicatesthesequencenumberof thenext unreceived octetof data. That

meansthatwhenTCPreceivespackets,it acknowledgesonly continuoussegments– if themiddleone

of threesegmentsis lost, only first is acknowledged.This behavior limits complexity of re-transmit

algorithm.This behavior canbeutilized in protection,asprotocolallows TCPimplementationwhere

re-assemblybuffer never containsacknowledgeddata(all datacan be moved to applicationlevel

buffersbeforesendingacknowledgment).
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3.5 Openingconnection

TCPconnectioncanbeopenedwith two possibleways. First is thecasewherea server performsa

passive open(application’s indicationfor stackof willingnessto acceptincomingconnections)and

clientperformsanactiveopen.Theotherrarelyusedwayis simultaneousconnectionwherebothcon-

nectionpartiesperformactiveopensimultaneously. BothsituationscanoccuronBGP-4connections,

asall routersareequal:every routeris bothclient andserver.

A connectionis openedwith athreewayhandshake. Thenamecomesfrom thefactthatthreeTCP

segmentsaresentbetweenparties.Therespective packetscontainsflagsSYN, SYN-ACK andACK.

If the handshake is successful,connectionstatemachinemoves to stateESTABLISHED. During

thefirst two packetsof thehandshake bothpartieschoosetheir initial sequencenumbers.Sequence

numbersarenowadayschosenwith strongrandomnumbergeneratorsto avoid easyTCPconnection

hijacking[3].

3.6 Closingconnection

A newly createdTCPconnectionis alwaysfull-duplex. Eitherof communicatingpartiesmayat any

time closeoutgoingchanneljust by sendinga packet with FIN flagon. TheTCPconnectionis main-

taineduntil bothpeershaveclosedtheir transmitchannels.Closingconnectionchannelonly affectsto

sendingdata– acknowledgmentsegmentsareunaffected.Connectionis alsoterminated,if acknowl-

edgmentis not receiveddespiteof repeatingretransmit.TCPis quitepersistent,andconnectionhas

to bedown for severalminutesto this timeoutoccur.

3.7 Err or behavior

If packetwith RSTflagis receivedatany statewhereaTCPconnectionis opento atleastonedirection

(statesESTABLISHED, FIN-WAIT-1, FIN-WAIT-2 andCLOSE-WAIT) andsequencenumberof the

resetis in acceptablerange,theconnectionis terminatedimmediately. Ontheotherstatesresetcancels

connectionopening.Whenpacket with RSTflag is received,a responseis never send.RSTis used

only on errorsituationsandwhenfar endis notwilling to receive connections.

If an incoming segmentcontainsunacceptablesequencenumber, the TCP stackmust sendan

ACK packet with the next expectedsequencenumber. Nowadaysreasonablyimplementedstacks

avoid thisbehavior asthespecifiedbehavior cancauseACK storms,if maliciousattacker managesto

desynchronizeTCPconnection.Commonlyobservedbehavior is to terminateconnectionwith RST,

if a segmentwith too largesequencenumberis received. Behavior exhibitedwhena TCPsegmentis

receivedwith anunacceptablesequencenumbervariesbetweenTCPimplementationsandtherefore

no generalrulemaybederived.

As many stacksdonotcloselyfollow theRFCs,or any othercommonbehavior, thisbehavior can

notbetrustedto beconsistent.
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If incomingsegmentwith incorrectACK numberis received,thesegmentis dropped.If acknowl-

edgmentrefersto somethingthathasnot yet beensent,apacket with ACK flag andcorrectsequence

numbermustbesent.

All segmentswith incorrectsequencenumbersaredropped.All segmentswith incorrectchecksum

areignored.

3.8 Summary

TCP is a complicatedprotocol that hasa complex behavior. TCP offers reliableconnectionbased

communicationservice.Althoughuseof TCPis simplefor application,at network layer it involves

complicateddataexchanges.MaintainingTCPconnectionrequiresdetailedknowledgeof thestateof

theTCPconnectionstatemachineandassociatedvariables.

TheTCPconnectionstatemachineutilizestimersandthereforestatetransitionscanoccurwithout

outsideinput.
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BGP-4

BorderGatewayProtocol4, BGP-4,is anexteriorgateway routingprotocol.Its purposeis to transmit

reachabilityinformationbetweenautonomoussystems.BGP-4protocolis successorto EGPprotocol

andis widely usedfor routingin Internetbackbones.[24, 23]

BGP-4is a link stateprotocol.BGP-4usesTCPasits transportprotocol.BGP-4connectionsare

alwaysterminatedto port 179on bothends.BGP-4supportsclasslessinter-domainrouting. BGP-4,

unlike its predecessors,allows arbitrarytopologies,andalwaysproducesloop free routes. Support

for complex topologiesis essential,sincenowadaysInternetcontainsseveralmoreor lesscompeting

backbones.

Although BGP-4is mainly usedfor inter-AS routing, it canalsousedwithin singleAS asIGP.

Internal BGP (IBGP) offers several advantagesover traditional IGPs. Most importantadvantages

arepossibility to controlexit point from AS andalwaysconsistentpictureof AS for externalBGP-4

speakers.

Autonomoussystemsareadministrative areas,andcommonlyoneorganizationhasoneAS. Each

autonomoussystem,AS, is identifiedby anuniqueAS number. AS numbersareassignedby regional

registratsof IANA.

EachBGP-4 router hasthreeconseptualroute information bases:Adj-RIBs-In, Loc-RIB, and

Adj-RIBs-Out. Abbrevation adj is shorthandfor word adjacentandindicatesthat a RIB bearingit

containsinformationspecificto a singleneighbour. Instancesof both adjacentRIB exists for each

connectedBGP-4peer. Adj-RIBs-In containsall routesreceived from otherrouters. The Loc-RIB

containsall theroutesthattherouterhasselectedfrom Adj-RIBS-In for localuse.Selectionof routes

is basedon local routingpolicy, which is usedto calculatedegreeof preferencefor eachof theroutes.

Local policy is usedto constructAdj-RIBs-Out from Loc-RIB andfrom routeslearnedfrom other

routingprotocols,suchasfrom OSPF. Routesin Adj-RIBs-Outareadvertisedto otherpeers.

Policy routingis oneof themoreinterestingfeaturesof theBGP-4.Thepurposeof policy routing

is to bring real-lifeconsiderationsto routeselection.For examplepolicy routingcanbeusedto allow

all traffic to andfrom our AS, but only allow transittraffic for payingcustomers.In similar fashion

onecouldusepolicy routingto avoid our traffic from goingthroughcompetitor’s AS.

15
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BGP-4useshop-by-hopparadigm: routermay only advertiseroutesit would use. Eachroute

advertisementcontainslist of autonomoussystemsthe advertisementhastraversed. The AS path

informationis usedfor avoiding routing loopsandfor policy routing. Eachrouteadvertisementalso

containspath attributesassociatedto the route. In addition to AS path thereare someother path

attributes,suchasnext hopaddressandtheorigin of theroutepreffix. Someattributesaremandatory,

but BGP-4alsoallows optionalpathattributes.Additional attributescanbedefined,andthereexists

definedbehavior for dealingwith unknown attributes.

BGP-4triesto minimizeroutingrelatednetwork traffic, asroutingtablesizesandnumberof peers

arehugeon thecorerouters.To furtherthis end,BGP-4exchangesroutingdatabasesonly once,and

afterthatsendsincrementalupdateswhentopologychanges.Unlike in OSPFor in RIP, routesarenot

periodicallyadvertised.Insteadaspecialkeep-alive messageis usedto testconnectivity. If keep-alive

messagesarenot receivedatpre-determinedinterval, or if TCPconnectivity is lost,all routeslearned

from themissingrouterareremoved.As rapidlychangingtopologiescouldcauseimmenseamountof

routingtraffic, BGPalsoinstantiateslimits onminimal timebetweenrouteadvertisementsconcerning

routesto singledestinations.Usually routeflapping(rapidcycling betweenconnectivity andlack of

connectivity) hasa penaltydelayup to 30 minutesconfiguredto beimposedfor BGP-peersthat lose

connectivity. BGP-4also reducesrouteadvertisementsizesby using routesummarization.Route

summarizationreducesrouting table sizesby combiningseveral routesas a single route with less

specificprefix. [12, 26]

BGP-4supportsuser-definedauthenticationalgorithms.Authenticationfacilitiesofferedby BGP-

4 protocolarenot supportedby large manufacturers(Cisco,Juniper, Riverstone)andthereforethey

arerarelyusedin real-world. InsteadMD5 basedauthenticationof TCPsegmentsis used.Themethod

is not strong,but is consideredrobustenough.[10]

4.1 Peer relationships

Unlikemany IGPs,suchasOSPFandRIP, BGP-4doesnothaveapeerdiscoverymechanism.Instead

all BGP-peersmustbemanuallyconfiguredfor eachBGP-4speaker. Peerdiscovery is not vital, nor

alwaysfeasiblefor BGP-4protocol– connectionsbetweenASs arerarely multicastcapableLANs.

Implementingpeerdiscovery would alsorequirenon-TCPbasedsolution.

TCP is usedastransportprotocol,becausereliabletransferof messagesmuchlarger thanMTU

is often required. As TCP is used,peerrelationshipsalways containtwo parties. Neither of the

partiesis server in the traditionalsenseof TCP application. Insteadboth partiestry to opena TCP

connectionto the otherandat the sametime acceptnew connectionsfrom peers. BGP-4protocol

containsdeterministicdecisionprocessfor closingtheextra connectionthatcanoccurif bothparties

manageto openconnection.

WhenTCP connectionis opened,both partiessendBGP OPENmessage.Openmessageiden-

tifies AS of the sender, valuesof hold time, BGP identifier of the senderanda numberof optional
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parameters.As with all othermessages,MD5 authenticationis oftenusedto verify the integrity and

theorigin of themessages.

The hold time indicatesthe maximumtime that may elapsebetweenpackets received from the

peer. Hold timescanbe differentto both directions. The purposeof the hold time is to allow con-

figurationaccuracy of link statedetection– with smallhold time thepeerhasto sendoftenkeepalive

messages,whereaswith largehold time keepalive messagesaresentrarely, if ever. Obviously quick-

nessof detectingfailedlinks dependsonhow shortthehold time is.

Optionalparameterscanbe usedto extendthe protocolin a mannerthatdoesnot causeincom-

patibilities with otherBGP-4peers.RFC1771definesonly oneoption, authenticationinformation,

whichcanbeusedto selectauthenticationalgorithm.Theoptionis rarelyused.

If parametersspecifiedin OPEN the packets are acceptablefor both peers,the connectionis

confirmedby both partiesby sendinga keepalive message.Thereaftercontentof Adj-RIBs-Out is

transferedto the remotepeer. Routeinformation is transferedin UPDATE message.After initial

synchronizationUPDATE messagesare only sent if route changesare detected. A route may be

withdrawn at any time,but frequency of routechangeadvertisementsis limited. Keepalive messages

aresent,if specifiedhold time wouldelapsewithoutUPDATE messages.

4.2 Topology

Externalpeers(peersthat belongto differentASes)mustsharecommonnetwork or point-to-point

link. Traffic betweenexternalpeersmustnotdependonIGPs.SingleAS can,andusuallyhas,several

BGP-4speakers. BGP-4requiresthatall BGP-4speakerswithin AS mustpresentconsistentpicture

of routesofferedby theAS. In practicethis meansthatBGP-4speakersmustwait until IGP routes

convergebeforesendingrouteadvertisementsof new routes.

4.3 Route reflection

InternalBGP-4hasa rule thatnoroutelearnedby IBGPmustbedistributedto otherBGPspeakersin

thesameAS. In practisethis rule meansthatIBGP speakersmusthave fully connectedmeshof peer

relations.Suchconnectionmeshis possiblefor smallAS, but asthenumberof neededconnections

grows squarelyasa function of the numberof the IBGP speakers within AS, this presentsa huge

problemfor largerAS.

Routereflectoris aspecialIBGP nodethatis allowedto distributerouteslearnedby IBGP. Route

reflectorhastwo kindsof peers:clientsandnon-clients.ClientsareBGP-peersthatareawareof the

routereflector, andinsteadof full meshto otherclients,have connectiononly to the routereflector.

Non-clientsareBGPspeakersthatarenotawareof theroutereflectorandhave full meshbetweenall

othernon-clients.Nonclientshavealsoconnectionto theroutereflector. Theroutereflectorforwards

routesfrom non-clientsto all of its client. Theroutereflectoralsoforwardsroutesfrom clientsto all
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otherclientsandnon-clients.In a way a routereflectorreplacesfull meshof ������� �������
connection

with ��� �
connections.Although it meansthat the numberof connectionsper routeris small, the

numberof connectionsperroutereflectoris significant.

Although routing messagespassthroughthe routereflector, normal IP traffic usuallydoesnot.

Routereflectorsdo not changenext hoppathattribute,andthereforeno next hopinformationis lost

on routereflection.

A groupof clientsanda routereflectoris calleda cluster. AS canhave several clusters.When

multiple clustersexists in singleAS, peerrelationsbetweenroutereflectorsformsa fully connected

mesh.Thearrangementis analogousto thebackboneareaof OSPFprotocol. A singleclustermay

have morethanoneroutereflector.

Routingloopsareavoidedby definingnew pathattributesORIGINATOR_IDandCLUSTER_LIST.

RoutereflectoralwaysdefinesORIGINATOR_IDto berouterid of therouterthatoriginatedtheroute.

If a routerreceivesa routewith ORIGINATOR_ID equalto its routerid, therouteis ignored.Route

reflectoralwaysaddsits clusterid to CLUSTER_LISTpathattribute. If a reflectorreceivesa routein

whichCLUSTER_LISTattributecontainsrouter’s clusterid, therouteis discarded.[2]

4.4 BGP-4statemachine

BGPmaintainssinglestatemachinefor eachpeer. It shouldbeobservedthatalthoughtheremomen-

tarily canbetwo transportconnectionsbetweenpeers,thereis alwaysonestatemachineperpeer. The

BGP-4statemachineis presentedon figure4.1. In the interestof clarity not all self-transitionhave

beendrawn.

4.4.1 Before transport session

Initially BGP-4connectionstatemachinesareinitialized to bein stateidle. Connectionstatemachine

is on the idle stateonly initially andafterseriousuncoverableerror. Whenmanagementapplication

bringsconnectionup, peerstatemachinemovesto stateconnect.Managementapplicationdoespe-

riodically bring connectionsup from idle states.This periodicbehavior restoresconnectivity after

seriouserrors.

Stateconnectis the statewhereBGP-4daemonhasrequestedTCP stackto actively opencon-

nections.Also passive connectionsareaccepted.If eitherof active or passive connectionattempts

success,peersstatemachinemovesto thestateopensent.If connectionattemptfails, peerstatema-

chinemovesto thestateactive. Connectionattemptis repeatedwith predeterminedintervals.

In theactive stateBGP acceptsconnectionattemptsbut doesnot try to actively connect.When

predeterminedinterval haspassedwithoutconnection,peerstatemachineassumesstateconnectagain.

Purposeof theactive stateis to limit frequency of connectionattempts.

If a TCPconnectionis establishedin eitheractive or connectstate,BGPopenmessageis sentto

theremotepeer. Thepeerstatemachineassumesthestateopensent.If theconnectionis not from the
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Figure4.1: BGP4peerstatemachine

expectedaddress,thepeerstatemachineis resetedto thestateactive.

Although in theory this procedurealwaysguaranteesconnection,in reality thereappearsto be

problemswith several implementations.Slight incompatibilitiesin TCP andBGP-4stacksandun-

fortunatetiming may causeunexpectedlossof connections.It might take several tries andminutes

beforeconnectionsareestablishedbetweenroutersof differentbrands.

4.4.2 NegotiatingBGP-4 connection

During thetransitionto thestateopensent,theBGPdaemonsendsBGPopenmessageover thenewly

openedTCPconnection.A BGPopenmessageidentifiesthesendingpeerandtransmitsoptionsto be

negotiated.

If a notification messageis received from a remotepeeror a fatal TCP error occurs,the peer

statemachineassumesthestateidle. If theopenmessageis receivedwith unknown optionsor with
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incompatibleconnectionparameters,anotificationmessageis sentandthestatemachineassumesthe

stateidle. A widely usedBGP-4extensionspecifiedin RFC2842allows advertisementof optional

capabilitieswithoutdroppingconnectionwhenunknown optionis encountered[5].

If transportis closed,thepeerstatemachineassumesthestateactive. Whenanopenmessageis

received,thereceivermustfirst checkif therealreadyexistsaconnectionto routerwith thesameBGP

identifier. If suchconnectionexists,andtheBGPidentifierof thereceiving routeris lessthansender,

the existing connectionis closed. Otherwisethe new connectionis closed. The acceptableopenis

acknowledgedwith keepalive message.Thestatemachineassumestheopenconfirmstate.

In theopenconfirmstatetheBGP-4daemonwaitsfor theconfirmationof theconnectionfrom the

remotepeer. A connectionestablishmentcanonly fail dueto anetwork erroror becausearemotepeer

consideredouropenmessageinvalid.

4.4.3 Full BGP-4 connection

Whenkeepalive messageis received in the openconfirmstate,connectionto the peeris considered

to beestablished.In theestablishedstatethreetypesof messagesareexchanged:updates,keepalive

messagesandnotifications.

Updatemessagestransmitrouteinformationwith associatedpathattributes.Notificationsareused

to inform of fatalerrors.Keepalivesareusedto testconnectivity whenever thereis a longidle interval

in regularupdatetraffic.

4.5 Summary

AlthoughBGP-4is a highly versatileandcomplex routingprotocol,its connectionrelatedportionis

simpledueto theuseof theTCPasthetransportprotocol.BGP-4withdraws all routeslearnedfrom

aremotepeer, if theTCPconnectionto thepeerfails.

TheBGP-4peerstatemachineutilizes timers. Statetransitionsaretriggeredby informationre-

ceived from otherIGPs,by BGP-4packets received, by timersthat expire, andby TCP connection

statechanges.
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Socket interface

Socket interfacewasoriginally developedfor BSD UNIX. Socket interfaceoffershigh level abstrac-

tion of interfacesuitableto variousnetwork services.Socket interfacewasoriginally conceived be-

causetraditional“everythingis a file” approachdid not fit very well with network communications

whereoperationssuchas“createconnection”arenecessary. Socket interfaceis basedon theconcept

of a socket, which is basicallya file descriptorwith the additionalpropertyof beingable to exist

without associationto aspecificfile. [25]

Socket interfaceis fully protocolindependent.Socket interfaceis alsovery portableandall no-

tableTCPstackssupportit to someextent.

Thesocket operationsthatarediscussedin detailon this thesisareintroducedbelow. Only small

subsetof socket functionsare introducedand specificationsare summarilywritten. In addition a

new interface is specifiedfor creatingsockets for protectedTCP sessions.Excluding addition of

SOCK_PROTECTED_STREAMservicetype,interfacedescribedhereis identicalto theregularBSD

sockets.

5.1 Creatingsockets

Call socket of thesocket interfacecreatesa new socket. Thesocket call takesthreeparameters:

domain,typeandprotocol.A domainspecifiestheprotocolfamily in whichprotocolbelongs.As our

productimplementsonly IPv4andIPv6, thedomainis eitherPF_INETor PF_INET6.

Parametertypespecifiesthetypeof theservicerequested.Availableservicetypesincludereliable

stream,unreliabledatagramserviceandreliabledatagramservice.Not all of theseservicesarealways

available. For exampleIP protocol family hasonly reliablestreamservice(SOCK_STREAM)and

unreliabledatagramservice(SOCK_DGRAM).Protocoltypeexist in thisinterface,becauseit enables

anapplicationto selectaprotocolwith suitablecharacteristicswithoutdetailedknowledgeof protocol

family.

The protocolfield allows an applicationto specify the exact protocol to usewithin the family.

Usuallythisparameteris left to zero,andthedefault protocolfor therequestedserviceis used.
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To facilitatecreationof protectedsockets,a new servicetypeis defined.A servicetypeSOCK_-

PROTECTED_STREAMcreatesprotectedsocket. Theservicethatisofferedissameaswith SOCK_-

STREAM,but in additiontheconnectionis protected.Thesameinterfacecouldalsobeusedfor other

protocols.

Call socket returnsasocket number, which for all practicalpurposesis afile descriptor.

Variousparametersof a socket are configuredwith the functionssetsockopt, ioctl and

fcntl. Thesefunctionsaretheleastestablishedpartof thesocket interface.

5.2 Establishingconnections

Call connect of thesocket interfacetries to establishconnectionto a remotepeer. Connect call

is only necessaryfor connectionbasedservices,suchasTCP. Connecttakesa socket identifier and

a remotepeeraddressasparameters.Thedetailsof theremotepeeraddressarenot relevant for this

discussion,but it sufficesto saythataddressis in protocolindependentform. Resultof theconnection

attemptis returned. By default connectfunction blocksuntil connectionis establishedor error is

received.

A call listen is usedto inform the protocolstackthat an applicationis willing to respondto

active connectionattempts.A connectionis acceptedwith call accept. Thesetwo callsareusedto

accomplishpassive TCPopen.Semanticallyaccept for socket listeningconnectionsis identicalto

read from connectedsocket. Accept call createsa new socket, andthe original listeningsocket

continuesat thestatelisten.

5.3 Receiving and transmitting

Callssend andrecv areusedto transmitandreceive data.A specialversionof thesecalls,which

allows destinationto bespecified,existsfor connectionlessservices.

Call recv blocksuntil thereis thespecifiedamountof datato bereceived,or aspecialcondition

occurs.Blockingof send call is subjectto flow control.

5.4 AsynchronousI/O

Socket calls supportasynchronousI/O. If asynchronousIO is configuredfor a socket with ioctl

function, all of socket functionshandlingit return immeaditely. Statusof socket operationcanbe

polledwith getsockopt.

As polling is not very efficient, the socket interfaceoffers two additionalchoices:signalsand

select. A signalis basicallyacall-backfunctionthatgetscalledpre-emptively whenoperationhas

finished.Becauseusuallyreal-timeoperatingsystemsdonot implementUNIX signals,this facility is

notavailable.
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Select callsallow a threadto wait for differentkindsof eventsfrom severalsockets. As se-

lect alsosupportstimeouts,it is no surprisethatselect call is a thecenterof event loop in most

routingdaemons.Select canbeusedfor all socket events,including for waiting new conenctions

anderrors.

5.5 Closingconnections

Network connectionis normallyterminatedby closingthesocket associatedwith it. Actual behavior

of terminationdependsmuchof protocolbelow socket layer. In connectionlessprotocolscall close

justclosesinterfacebetweentheapplicationandthestack,whereaswith connectionorientedprotocols

close call usually initiates closing of the connection. With TCP connectionclose call closes

transmitsideof theconnection,but datacanstill bereceived (datawill not reachtheapplication,as

socket descriptoris not valid after close). TCP connectioncanbe terminatedmoreselectively with

methodshutdown, which allows alsoterminationof both directionsof TCP connection.Whena

socket is closed,socket descriptoris released,andthedescriptorthenbere-usedby thestack.

5.6 Inheritance of sockets

Socketsarealwaysassociatedwith tasks.Whena new taskis created,all opensocketsof theparent

processwill be inheritedby the new task. Due to peculiaritiesof the RTOS used,proprietarycall

existsthatallows unrelatedtasksto duplicatesocketsto eachother.

Whentwo tasksshareasocket, thereactuallyis only onesocket andtwo pointersto it. Both tasks

may performsocket operations.A commonarrangementis that onetaskperformsreadsthe socket

andanothersendsto it. A referenceto the underlyingsocket structureis locatedon file descriptor

tableof eachtaskthathasthesocket open.
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Chapter 6

Curr ent solutionsfor high availability

routing

IP protocol family was originally designedfor networks that could withstanda full scalenuclear

strike. IP protocoltolerateserrorsvery well: in best-effort IP networks’ nodescontainno stateandit

is acceptableto losesomepacketshereandthere.

AlthoughIP network is statelessfrom theprotocolperspective, all routershave muchstateinfor-

mationin theform of routingtables.

If IP network is built in redundanttopology, suchasring or mesh,routeror link failuresdo not

preventoperationof therestof thenetwork. Thereis asmallcatch:to circumventafault,routersmust

noticeit andreroutepacketsaroundit. [13]

Thenext fivesectionsintroducevariouscurrentpracticesfor achieving fault tolerantIP networks.

As shown below, they provide sufficient resiliencefor best-effort IP service.Thetechnologiesbelow

areincapableof offering realcarrierclassresilienceassociatedwith traditionaltelecomnetworks.

6.1 Routing protocols

Dynamicroutingprotocols,suchasRIP, OSPFandBGP-4areusedfor distributing routinginforma-

tion on IP networks. All of theseprotocolshave a way of noticinginoperative links androuters.RIP

requiresroutesto berefreshedconstantly. OSPFandBGP-4usespecialmessagesto verify connec-

tivity to neighboringnodes.Whena faulty link or nodeis detected,thenext bestrouteis used– as

soonasinformationof thebrokenlink hasreachedothernodes.

By default OSPFwill considerneighbordowned,if no hello is detectedwithin 40 seconds.Con-

vergenceis then reachedalmostinstantaneously. BGP-4 may take minutesto detectan error, but

convergenceis almostinstantaneous.RIP might take anything from 30 secondsto several hoursto

converge.During thetimebetweenoccurrenceof a fault andconvergenceof routinginformation,not

all of the routersin the network sharesameimpressionof the network topology. During that time

routingloopsanddeadendsmayoccurin somepartsof thenetwork. [20]
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An IP network runninga non-RIProuting protocolrecoversrelatively soonfrom link andnode

errors,assumingnetwork topologyis sufficiently redundant.Many vendors,suchasCisco,offer also

routersthat canusedial-on-demandlinks to replacefailed connectivity. Sucharrangementscanbe

usedto reduceneedfor redundancy on smallnetworks.

As regular IP networksrecover from errorswithin a few minutes,they offer cheapandrelatively

robustsolutionfor non-criticaldatatransfer. For mostpurposesafew minutesof outageis acceptable.

Sufficiently redundantnetwork topology, andproperselectionof routingprotocolsis all thatis needed

to guaranteethis level of service.[13]

6.2 HSRP

The TCP/IP protocol family is basedon the assumptionthat hostsare simple and all intelligence

regardingrouting is on therouters.In practicethis philosophymeansthatmosthostshave a default

router that handlesforwarding of the packets from the local network. Although this architecture

reducesmanagementoverhead,it causesa singlepoint of failure. If the default router fails, hosts

within therouter’s network areunableto communicatewith therestof theworld.

Cisco Hot StandbyRouterProtocol,HSRPsolves this problemby creatingclusterof default

routers.Whenoneof theroutersfails, anotherwill stepin andtake careof thetasksthatbelongedto

the failed router. This solutionelegantly preservesoriginal paradigmof dumphostwhile removing

thesinglepointof failure.[17]

Eachnetwork hasoneor moreroutersthatbelongto oneor moreHSRPgroups.EachHSRPgroup

formsa singlevirtual router. Thevirtual routerhasanuniqueIP addressanda virtual network level

address.TheHSRPprotocolallows routersto voteanactive anda standbyrouter. Theselectionof

theroutersis basedonpre-configuredpriority. After electiononly thesetwo routerstransmitHELLO

packetswhile othersremainsilent.This behavior savesnetwork bandwidth.

Whenthe active router fails, it stopssendingHELLO packets. The standbyrouterassumesthe

dutiesof theactive router, if no HELLO messageis receivedwithin thepre-configuredinterval. Usu-

ally this interval is threeseconds.Whenthestandbyrouterassumestheroleof theactive router, anew

standbyrouteris selected.

HSRPcanalsobe usedto protectupstreamlinks – if the active routernoticeslossof upstream

links, it canrelinquishits positionto thestandbyrouterwhichstill hasworkinguplink connections.

AlthoughHSRPis aworkingsolution,it hasseveredisadvantages.Althoughthreesecondrecov-

ery time is acceptablefor WEB browsing, it is hardlyacceptablefor voice over IP traffic. HSRPis

alsoinsecure,asonly simplepasswordauthenticationis used.Thekey conceptsof HSRParepatented

by Cisco.
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6.3 Virtual Router RedundancyProtocol

Virtual RouterRedundancy Protocol(VRRP)is anIETF standardthatis in purposeandin functional-

ity similar to HSRP. Unlike HSRP, VRRPis anopenstandard.VRRPachievessamegoalsasHSRP,

but doesit in moresecureandflexible manner.

AlthoughVRRPandHSRPsharemostof thefunctionality, therearesomeimportantdifferences.

Perhapsthemostimportantdifferenceis thatVRRPsupportsstrongauthenticationmethodswhereas

HSRPdoesnot. The strongauthenticationof VRRPusesAH headerto authenticatepeerswhereas

HSRPcanonly useplain text password.

Anotherinterestingdifferenceis thatVRRPusesraw IP datagrams,while HSRPusesUDP data-

grams.VRRPprotocolis alwaysusedto protectarealIP addressof anactualinterface.As mentioned

in previouschapter, HSRPcanonly beusedwith virtual IP address.Thisdifferencehasafew practical

consequences,but presentsasignificantdifferencein designprinciples.

A groupof routersparticipatingin theprotectionof asingleinterfaceof asinglerouteris identified

with virtual routerid (VRID). Onegroupprotectsonly oneinterfaceidentifiedwith oneIP address.

Oneroutercanparticipateto severaldifferentprotectiongroups.Thisarrangementenablestwo routers

to protecteachother. Sucharrangementcanbeusedto protectloadbalancedconnection.

Although VRRP is a goodsolution for the targetedproblem,it only solves the problemof the

failing routersat network’s edge.[15]

6.4 Redundancy

Althoughno manufacturercurrentlyoffers fully protectedIP routingsolutions,somemanufacturers

offer systemswith partially redundanthardware.

Almost all manufacturersoffer bothredundantpowersuppliesandredundantcoolingsystemsfor

their high endrouters.Thesecomponentsarethemosttrivial to protect,andarealsomostproneto

errorsasthey containmoving partsandhighvoltages.

Routersintendedto core networks, suchas devices manufacturedby JuniperNetworks, often

offer redundantforwardingplane.Deviceswith redundantforwardingplanearecapableof continuing

forwarding,even if someof theswitchinghardwarebreaksdown. Thesecomponentsarealsooften

hot swappable.Redundantforwardingplaneis common,becauseit is fairly simpleto implement–

all packetsareforwardedaccordingto staticroutingtablethatis now andthenupdatedby thecontrol

plane.

The mostadvancedrouterscontainalsoa hot swappablecontrol card. Whena control card is

removed,routingprotocolconnectionsaredisrupted,but in somedesignstheactualforwardingmay

still continue.Thesedesignsallow limited operation,but only aslong astheold forwardingtableis

valid andno otherrouterstopsforwarding. Inevitably after a while otherroutersnoticethe lack of

responsefrom routedaemonsonthefailedrouter, andnopacketsareany moreforwardedto thefailed

router. Hot swapablecontrol cardenablesfast,but distrubtive replacementof thecontrol card. For
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uninterruptedserviceredundanthot swappablecontrolcardis amust.

6.5 Resilient transport

A commonway of ensuringconnectivity in IP networks is to run IP over anothermore resilient

network technology. IP packets are often run over SDH and ATM core networks. Both of these

technologiesoffer highly maturesolutionsfor resilience.

Although usingresilientnetwork technologiesunderIP solvesthe problemwith link failures,it

alsointroducessomeotherproblems.Stackingprotocolsexcessively reducesbandwidth,especially

if technologiesdiffer. For exampleATM cell tax reducessuitability of ATM for transportingIP

datagrams.Thiswasteof bandwidthraisescostsassociatedwith theconnections.[11]

Anotherproblemis, that resilientnetworksmustat somepoint interfacewith IP routers.Unless

theseroutersareprotected,thereis still thepossibilityof a failure.

6.6 Summary

Currentlyusedhigh availability routing solutionsareseverly lacking. ProtocolssuchasHSRPand

VRRPallow primitive clusteringof routers.Someof thebestrouterhardwareis partially redundant.

Resilienttransfernetworks, suchasSDH rings enhancereliability of links betweenrouters. These

solutionscannot protectcontrolplanesof routerswithin network, andthereforefailuresarehandled

by slowly converging routingprotocols.
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Protection

7.1 Concept

Protectionis atermthatis usedto referto aparticulartypeof highavailability solutionsthatatebased

onanarchitecturewhereoneor moreadditionalcomponentscanbeusedalmostinstantlyto takeover

thefunctionalityof thefailedcomponent.

Protectionis commonlyusedin telecommunicationnetworksto providehighavailability telecom-

municationsservices.Mostof PDH,SDHandATM devicesprovideat leastsomeprotectionfeatures.

Protectionis oftendividedto equipmentprotectionandto line protection.Equipmentprotection

refersto the duplicationof the critical hardwarecomponentson nodes,suchas line cards,control

cardsandswitchcards.Line protectionon theotherhandmeansthat several pathsarereserved for

the traffic to singledestination.Usually pathsgo geographicallyseparateroutes,so that no single

localizedeventmaycausetotal failureof communications.

Line protectioncanbeimplementedwith severalseparatemechanisms,thatvary in bothcostand

switchover speed.

The1+1protectionmeansthatthetraffic is sentwith two pathsandreceiving nodeselectsthebest

of the two signals.The1+1 protectionoffersextremelyfastswitchover times,but is alsoexpensive,

asdoublecapacityis needed.

The1:1 protectionmeansthattherearetwo alternative pathsfor thetraffic. Only oneis usedat a

timeandwhentheconnectionis disrupted,thetraffic is directedto thealternatepath.Thisprotection

methodallows thesecondarypathto beusedfor low priority traffic, suchasbest-effort IP, which is

droppedwhenswitchover occurs.Unlike in 1+1 protection,theoriginatorof datamakesswitchover

decision.The switchover decisionis basedon signalingtraffic. Obviously the relianceto signaling

traffic for the switchover decisionmakes1:1 protectionrelatively slow. This methodoffers slower

switchover timesthan1+1protection,but is muchcheaperto use,asextra capacitycanbeutilized to

someextent.

A variationof 1:1 protectioncalledn:m protectionexists. Then:m refersto situationwherefor n

paththereexistsm alternative paths.Themethodcanbeusedfor higherredundancy ( ����� ) or for
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morecosteffective protection( �� !� ). Obviously in latercase,if all primary pathsfail, not all of

the traffic canbetransferedto thealternatepaths.Usually telecommunicationindustrybasesfailure

scenariosto probabilities,andthereforen:m is theprefferedprotectionmethod.

7.2 Applications

The obvious applicationof protectionis to guaranteecommunicationcapacitiesin the momentof

unusualevent, suchas equipmentor line failure. Line failure may easily occur, for exampledue

to constructionwork. Equipmentfailuresoccur becauseof manufacturingerrors,software errors,

andenvironmentalcatastrophes.As communicationnetworks consistof thousandsof devices, it is

very likely that someof the devices becomeinoperablenow and then. If network is large, these

probabilitiesaddup andit is probablethat thereexist oneore moreactive failureson the network.

In properlydesignednetwork thesefailureshave very minor effect to the serviceprovided by the

network.

Theothercommonusefor protectionis softwareupdatesandothermaintenancework. Operators

updatesoftwareconfigurationquiteoften.They alsorestructureandexpandtheirnetworks.Although

changeis occuringoften, it is hardly acceptablethat traffic would be interruptedfor long periods

becauseof it. Protectionenablesmakingchangesto linesandequipmentwithout interruption,aslong

asat leastsingleprotectionpathfor eachdestinationremainsoperable.

Theincentive for telecommunicationoperatorsto ensurehighreliability comesfrom bothbusiness

reasonsandfrom legislation.Obviouslycompaniesthatneedreliableconnectivity for missioncritical

applicationsarepreparedto paypremiumfor theconnections.As telecommunicationis acornerstone

of theinformationsociety, many countrieshave legislationsthatrequirecertainlevel of reliability for

thetelecommunicationinfrastructure.It seemsthatwhentheenvironmentis mostharsh,for example

duringaflood or fire, communicationconnectionsareneededmost.

Althoughmostof the telecommunicationequipmentsupportprotection,it is not always,or even

often used. Protectionis somewhat expensive technology, andit is not usedfor everything. While

mostof trunk connectionsareworthprotecting,it wouldbeforbiddingly expensive to protectthelast

milesof thePOTSlines.

7.3 Protection in traditional envir onment

Protectionin traditionaltelecomtechnologies,suchasPDH, SDH andATM is relatively straightfor-

ward,astraffic follows in pre-determinedpathsandsignalingprotocolsarerelatively simple.

Equipmentprotectionis usuallyimplementedby placingseveral identicalcomponents,anddis-

cardingoutputfrom passiveones.For exampleaTDM nodecouldhaveasystembuswhereall datais

sent,andtwo switchcardstake datafrom thebus,andperformtheswitching.Outputfrom theother

switchcardis discarded,andoutputfrom theotheris used.Similararrangementcanbeaccomplished
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for controlcards.

Line protectionis eveneasier, asoneonly hasto programadditionalpathsto switchinghardware.

Main complexity of protectionwith traditionaltelecommunicationequipmentis relatedto man-

agement:how to managetwo protectedcardsin ameaningfulway.

7.4 Protection in IP envir onment

Theactualroutingin IP networksis noharderto protectthanwith traditionaltechnologies.As longas

routingtablesremainsynchronized,forwardingcaneasilybereplicated– theonly thingsthataffects

wherea packet is forwardedareforwardingtableandthepacket itself. The IP protocolitself stores

no stateinformationin thenetwork.

Protectionof IP routing protocolsis muchharderto implement: thereis a multitudeof routing

protocolsto protect,andall of themhavestate.Most routingprotocolshaveseveralinputsandtimers,

andit is notpossibleto guarantee,thatby giving sameinputsto two controlcardsthey wouldproduce

the sameoutput. As a direct resultof this difficulty, thereareno protectedroutersavailable from

majorvendorsat thetime of writing.

7.5 Benefitsof protection

Protectionoffers unparalledswitchover times to any other available technology. Protectionoffers

switchover timesfrom almostzeroofferedby 1+1 protectionto a few millisecondsofferedby lesser

protectiontechnologies.Competitive methodsbasedon routing procedurescanoffer timesvarying

from secondsto severalminutes.

Protectionis in mostcasesthemostcostefficientwayto build highavailability networks.Costof

acquiring,maintainingandmanagingredundantnodeswould beimmense.For non-criticalnetworks

protectionis often unnecessary, aspropernetwork topologyplanningand routing techniquesoffer

sufficient level of servicefor muchcheaperprices.
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Chapter 8

Previous work on TCP protection

The chaptersbelow review the previous work concerningthe protectionof applicationsusingTCP

asthetransportprotocol.All work reviewedhereis orientedtowardsplatformswhereprotectedunit

rebootsandresumesoperations.Methodsbasedon this assumptionareapplicable,evenif insteadof

reboot,switchover is performed.

8.1 Protocolextensions

Onewidely usedmethodfor solvingtheproblemof protectionfor TCPbasedapplicationsis to extend

theapplicationlayerprotocolto allow re-establishingTCPsessions.Suchenhancementshave been

publishedfor LabelDistribution Protocol(LDP) andfor BorderGateway Protocol4 (BGP-4). In the

chaptersbelow thesemethodsarepresentedin detail.

8.1.1 Graceful restart mechanismfor BGP

A relatively recentIETF draft titled “GracefulRestartMechanismfor BGP” extendsBGP-4to allow

re-establishingconnectionsafter controlplanereboot. Thedraft is intendedfor architectureswhere

actualforwardingcontinueswhile thecontrolplanecontainingroutingprotocolsis booted.[6]

Routerswith this protocolextensioncanform peerrelationswith regularrouters,but connection

re-establishmentis possibleonly if alsothepeersupportsgracefulrestartextension.

Theideaof thegracefulrestartis simple– while thecontrolplaneof a routerreboots,therouting

continuesunaffected. When control planeis fully operational,BGP-4 connectionsare re-opened.

TherestartingBGPspeaker waitsuntil all theotherroutershave transferedall routesto therestarting

speaker. The restartingBGP speaker will then replaceits existing routesin the forwardingplane.

The restartingspeaker will thenadvertiseits routesto otherpeers.Thechaptersbelow describethe

gracefulrestartextensionin moredetail.
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Graceful restart capability

A new BGP capability is definedto indicatesupportfor gracefulrestart. A peeradvertisinggrace-

ful restartcapabilityon the BGP openmessageagreesto generatean end-of-RIBmarker. A BGP-

4 speaker advertisinggracefulrestartcapabilitymay also in additionof generatingthe end-of-RIB

marker supportforwardingduringrebootsfor oneor moreaddressfamilies.Thecapabilityadvertise-

mentcontainsalsothefollowing fields:

� Restarttime

� Restartflags

� Flagsfor addressfamilies

Therestarttime indicatesthemaximumtimethattherestartingof theBGP-4daemonmaytake in

theworstcasescenario.Usuallythis valueis aboutoneminute.

Oneof thebits in the restartflagsfield is defineda therestartstatebit. Therestartbit is usedto

indicatethatthepeerhasrestarted.Otherbits in therestartflagsfield arecurrentlyundefined.

Eachaddressfamily thatsupportsforwardingduringa reboothasseparateflag thataftera restart

canbeusedto indicatewhetheror not forwardingactuallytook placeduring the restart.Theflag is

calledasforwardingstatebit.

Gracefulrestartcapabilityis negotiatedperconnectionbasis.Thereis no requirementthatall of

connectionsof a routershouldsupportgracefulrestart– supportingandnon-supportingconnections

canbemixedfreely.

End-of-RIB marker

A BGP-4 speaker usesthe end-of-RIB marker to indicatethat it hasno more routesto advertise.

Justificationfor theexistenceof theend-of-RIBmarker is that it allows a BGP-4speaker to indicate

thattheinitial routingupdateis over– thatis all routeshave converged.

For the traditionalIPv4 addressfamily theend-of-RIBcomesin the form of minimal lengthup-

datemessage:updatemessagewith nonew routeandnowithdrawn routes.For otheraddressfamilies

marker is anupdatemessagewith MP_UNREACH_NLRI pathattributeof thatfamily with no with-

drawn routes.

Initial connectionestablishment

WhenaBGP-4speaker supportinggracefulrestartstartsnormally, it will try to establishconnections

to oneor morepre-configuredpeers.WhentheBGP-4speaker sendsopenmessage,it will advertise

gracefulrestartcapability. Therestartstatebit on thegracefulrestartcapabilityadvertisementis setto

1 to indicatethattherouterhasno previousroutinginformation.Forwardingstatebits for all address

familiesaresetto zeroto indicatethatno forwardingtook placeduringtheboot.
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If theotherBGP-4speakerdoesnotadvertisegracefulrestartontheopenmessageit sends,neither

BGP-4speaker will useit.

Thepeeringroutersproceedto exchangeroutedatabasesin the regularmanner. Whena BGP-4

speaker hassentall routesit is goingto advertise,it sendstheend-of-RIBmarker to indicateit. When

an end-of-RIB marker is received by a BGP-4 speaker, route selectionis performed,andselected

routesareadvertisedto otherpeers.Theuseof theend-of-RIBenhancesBGP-4performance,asno

additionalintermediaterouteselectionsor additionaladvertisementsaresent.

Unlessacrashoccurs,restof thesessionis identicalto regularnon-extendedBGP-4.

Rebootof BGP-4speaker

Whenoneof BGP-4speakersreboots,it maycontinueforwardingof packetsfor someaddressfami-

lies. WhentherestartedBGP-4speaker hasbooted,it marksall of its routeson theforwardingplane

asstale.TheBGP-4speaker thentriesto re-establishits peerrelationships.

Thereceiving speaker (remotepeer)maynoticerebootbasedon errorinformationreceivedfrom

theTCPstack. Whenit noticesthe lossof theconnection,it will mark all routesreceived from the

restartingspeaker as stale. Normal BGP-4 speaker would in similar situationwithdraw all routes

originatedby therestartingspeaker. Markingarouteasstalehasnoeffecton theforwarding.A timer

is primedwith aperiodof thepreviously advertisedrestarttime.

If the receiving BGP-4 speaker hasnot noticedthe loss of the TCP connection,it will act as

if previous connectionwas lost, when a new TCP connectionis openedby the restartingspeaker.

An obviousdenialof serviceattack,droppinglegitimateroutingconnectionsby openingbogusTCP

sessions,is avoidedby usingtheoptionalMD5 authenticationin all TCPsegments.

WhentherestartedBGP-4speaker sendsanopenmessage,it will settherestartstatebit as1. The

receiving BGP-4speaker will settherestartstatebit in its openmessageas0, asit hasnot restarted.

The restartedspeaker will only set forwarding statebit for thoseaddressfamilies that were really

forwardedduring the restart. The receiving speaker withdraws all staleroutesfor addressfamilies

witch werenot forwardedduringtherestart.

BGP-4sessionsto peersthatdonotsupportgracefulrestartareestablishedaccordingto traditional

BGP-4mechanism.

Re-establishingroute databases

All remotepeersof therestartedspeaker advertisetheir routesto therestartedspeaker. Therestarting

peerwaitsuntil it hasreceivedend-of-RIBmarkersfrom all its peersthatsupportgracefulrestart.

Whenthe end-of-RIBmarkersarereceived, the restartingspeaker performsthe routeselection.

New routesareinstalledto theforwardingplane,andall routesmarkedasstaleareremoved. If end-

of-RIB marker is notreceivedwithin reasonabletimefrom all connections,therestartingspeakermay

performrouteselectionwithout receiving someof theexpectedend-of-RIBmarkers.



36 CHAPTER8. PREVIOUSWORK ON TCPPROTECTION

The restartingspeaker proceedsto advertiseAdj-RIBs-Out to all of its peers. It thensendsthe

end-of-RIBmarker. The remotepeerswill now performrouteselectionandinstall refreshedroutes

to theforwardingplane.Remainingstaleroutesarewithdrawn. Therestartingspeaker hasnow fully

recoveredfrom therestart.

If IBGP is not usedasIGP within AS of the restartingspeaker, it is sensiblefor the restarting

speaker to delaytherouteselectionuntil IGPhasconverged.

Multiple reboots

Gracefulrecovery canonly beusedwhenBGP-4speakersareinitially in full operation.If therestart-

ing speaker rebootsduringre-establishmentof thesession,thereceiving speaker withdraws all routes

originatedby it. Droppingis performedwith a simplerule: all staleroutesoriginatedby restarting

speaker arewithdraw, whenconnectionis re-established.

Both speakers reboot

It is possiblefor two peeringBGP-4speakersto rebootsimultaneously. Onsuchoccasionbothspeak-

ers will set restartbit to indicaterestartthat hashappened.The presenceof restartbit preventsa

deadlock,wherebothspeakerswouldwait for theotherto start.

This situationsdoesnot alwaysprevent recovery, as it is unlikely that restof the BGP-4peers

wouldhave rebooted.

Timeout

If the restartingspeaker doesnot re-establisha BGP-4sessionto the receiving speaker, all routes

originatedby therestartingspeaker will bewithdrawn by thereceiving speaker. Thesessionbetween

restartedandreceiving speaker canbere-establishedlater, but traffic disruptionhasalreadyoccurred.

Connectionterminated by notification

If BGP-4speaker sendsnotificationmessageat any point of session,it mustbehandledwith normal

BGP-4procedures.Gracefulrecovery is not possiblefor sessionsthat have beenterminatedwith a

notificationmessage.

8.1.2 Fault tolerant LDP

LabelDistributionProtocol,LDP, is roughlythesamethingfor multiprotocollabelswitching(MPLS),

what BGP-4is for IPv4 routing. LDP is usedto distribute pathinformationbetweenMPLS nodes.

LikeBGP-4,LDP usesTCPastransportprotocol.Also rulesregardinglost connectionsarethesame

– if connectionto MPLSswitchis lost,all labelsreceivedfrom it arewithdrawn. As MPLSis designed

for corenetworks,fault toleranceis of premiumimportance.
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Modificationsto LDP protocol arealmostidentical to thoseintroducedby the gracefulrestart

mechanismfor BGP-4.Fault tolerancy extensionsfor LDP introducethefollowing additionsto regu-

lar LDP:

� An optionto negotiatefault tolerantconnectionsin backwardcompatiblemanner.

� A rule: if aLDP sessionhasbeennegotiatedasfault tolerant,labelstransportedover it arekept

in useevenif theunderlyingTCPconnectionfails.

� A rule: if TCPsessionis notre-establishedwithin shortperiodwith restoreoption,LSPsformed

with theconnectionaretorndown.

� A mechanismto replaymessagesthatwerenot sendbecauseof TCPconnectionfailure.

Althoughgracefulrestartfor BGP-4seemssimilar to fault tolerancy enhancementsfor LDP, there

is alsoan importantdifference– LDP hasmechanismfor replayinglost messages,whereasgraceful

restartfor BGP-4is basedon rebuilding routedatabases.Reasonfor differentapproachesis obvious:

LDP hasstrongATM rootsandis mostlya signalingprotocol,whereasBGP-4is a routingprotocol.

LDP is muchmoredynamicin naturethanBGP-4.

Both approacheswould beapplicablefor BGP-4. TheapproachLDP takesis fasterto converge,

but alsorequiresthat control planestateinformation is not lost. The slower BGP-4approachonly

requiresthat the stateof the forwardingplaneis retained. In this respectLDP approachwould be

moresuitablefor redundantBGP-4routers.[8]

8.2 Wrapping TCP stack

A new ideato protectTCPstackwaspresentedin IEEEInfocom2001.Theideais basedonwrapping

TCPstackwith all sidesandusingthesewrappersto performswitchoversby tricking theTCPstack

to thecorrectstate.Themethoddoesnot requireany modificationsto theTCPstack,asall protection

functionalityis in theloggerandwrappers.[1]

The Infocom paperpresentsa simplified model for oneapplicationwith a TCP stackthat only

supportsoneconnection.Themethodpresentedin thepaperis describedbelow.

The Infocom papermakes the assumptionthat the applicationover the TCP stackbehaves de-

terministically– any executionhistorymustberepeatableby restartingtheapplicationandensuring

thatread calls issuedby theapplicationproduceidenticalresultswith theoriginal execution. It is

assumedthateitherswitchover is samethingasbooting,or backupcardis connectedto thesamelink

astheprimarycard.

Thebasicideaof this methodis to usewrappersto log socket calls issuedby theapplicationand

datasentby the remotepeer. During thepossibleswitchover wrappersareusedto fabricatepackets

that will in practicereplay the TCP sessionprecedingswitchover. The replay is doneboth at the

socket interfaceandat theTCP-IPinterface.
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Wrappingmethodintroducesthreenew componentsto theprotocolstack:northsidewrap,south

sidewrap andlogger. The north sidewrap monitorsandmodifiessocket call betweenapplications

andTCPstack.ThesouthsidewrapmonitorsandmodifiescommunicationsbetweentheTCPstack

andtheIP stack.Theloggeris locatedonaseparatecard.Figure8.1shows how thesecomponentsfit

in to thesystem.

Application

TCP

IP

Logger

Nort Side Wrap

South Side Wrap

Figure8.1: WrappingTCPstack

8.2.1 North sidewrap

North sidewrapmonitorsandmodifiessocket operationsthattheapplicationissuestowardstheTCP

stack.Thenorthsidewrapis locatedbetweentheprotectedapplicationandtheTCPstack.Responsi-

bilities of thesouthsidewrapare:

� Sendlengthsof all readoperationsto thelogger.

� Ensurethatreplayedreadlengthsareidenticalto originalones.

� Discardall sentdataduringswitchover.

Readlengthsreferto lengthof datareturnedby callsto socket interfacefunctionread. Thenorth

sidewrapmonitorsonly lengthandorderof socket operations– it doesnot interpretor modify actual

data.Loggingreadlengthsis performedasynchronouslyto guaranteethebestpossibleperformance.

8.2.2 Southsidewrap

Southsidewrapmonitorsandmodifiestraffic betweentheTCPstackandtheIPstack.Responsibilities

of thesouthsidewrapare:
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� Sendcopy of all receivedpacketsto thelogger.

� Ensurethatnounloggeddatais acknowledgedto theremotepeer.

� Translatesequencenumbers.

� GeneratepacketstowardsTCPstackduringtheswitchover.

Thesouthsidewrapsendsdatato be loggedto the logger. Thesouthsidewrapperalsoreceives

informationabouttheamountof loggeddatafrom thelogger. To reducedelays,loggingof received

datais asynchronous.When necessarythe southside wrap rewrites, discardsand generatesTCP

packets.

8.2.3 Logger

Loggeris locatedon separatecardor processor, so that failure in theprotectedcomponentdoesnot

destroy loggedinformation.Theloggeris responsiblefor loggingreceiveddataandreadlengths.The

loggeris alsoresponsiblefor managingTCPconnectionduringtheswitchover.

Theloggeris connectedwith boththesouthsidewrapandthenorthsidewrapwith fastnetwork

connection.

8.2.4 Normal operation

WhentheTCPconnection(only oneconnectionis allowed by themodelpresentedby thepaper)is

opened,thesouthsidewrap logs initial sequencenumbersto the logger. Thesouthdelaysoutgoing

acknowledgmentuntil the logger hasloggedinitial sequencenumbers. The north side wrap only

passesthroughtheconnector listencalls.

When packet is received from the IP stack,the southside wrap forwardsit to the logger. To

preventdelays,thesouthsidewrapperalsoimmediatelysendsthepacket to theTCPstack.

Whenanacknowledgmentis receivedfrom theTCPstack,thesouthsidewraprewritesacknowl-

edgmentnumbersothatonly datathattheloggerhasacknowledgedasloggedwill beacknowledged

to the remotepeer. Although this behavior enablessafeasynchronouslogging, it preventsefficient

operationof TCP flow control. The problemmanifests,becausethe remotepeerbelieves that the

bytesnot acknowledgedby thesouthsidewrapareconsumingTCPstackbuffer andthereforemust

bereducedfrom sendwindow. Theflow controlproblemis avoidedby rewriting window advertise-

menton theacknowledgmentto includeasmany bytesof extra asthereis dataunacknowledgedby

thelogger. Obviously IP checksumneedsto berecalculated.

Thenorthsidewraplogslengthof all readoperations.Also this loggingis doneasynchronously.

Write operationsareonly allowed whenthe loggerhasacknowledgedall write operationsthat had

precededthe readoperation. Write operationsareblocked until they areallowable. Ensuringlog

consistency beforewritesis important,aswritescanalsoaffect log contentfrom thesouthsidewrap.



40 CHAPTER8. PREVIOUSWORK ON TCPPROTECTION

Loggeronly receivesreadlengthsfrom thenorthsidewrapandreceived packetsform thesouth

sidewrap.Receivedmessagesareimmediatelyacknowledgedto their senders.

8.2.5 Switchover

Whenloggernoticesswitchover, it will assumeresponsibilityof theprotectedTCPconnection.The

loggerwill sendanacknowledgmentswith zerowindow advertisementasanresponseto all incoming

packets.Theacknowledgmentonly acknowledgesreceiveddataupto thepoint it haslogged.Sending

zerowindow acknowledgmentsensuresthatno furtherdatahasto behandled.

The control of TCP sessionis relinquishedto the southsidewrap of the protectingcard(in the

original paperto thesouthsidewrapof rebootedcard).Thesouthsidewrapcontinuesgenerationof

zerowindow acknowledgments.

Theapplicationperformseitheraccept orconnect call toestablishthelostconnection.In case

of theaccept thesouthsidewrappergeneratesTCPsegmentcontainingSYN bit. Initial sequence

numberis sameassequencenumberof the last successfullyreceived TCP segment. The segment

is thendispatchedto theTCP stack. Responseto theSYN is dropped.Necessaryacknowledgment

is generatedfor the SYN. If the applicationperformedconnect call, the TCP stacksendsTCP

segmentthathasSYN bit set.Thesouthsidewrapdropsthesegmentsandgeneratesproperresponse.

The acknowledgmentfrom the TCP stackis dropped.In both casesthe initial sequencenumberof

connectionTCPstackwastrickedto openis saved.

TheTCPstacknow believesit hasopenconnection.Althoughthesequencenumbersarecorrect

for incomingtraffic, they arenot correctfor theoutgoingtraffic.

Theapplicationwill now go throughthesamesequenceit did whenit first started.Thenorthside

wrap ensuresthat both lengthanddataof read operationsare identical to the original execution.

Thenorthsidewrapalsocatchesall writes,anddiscardsthem.Discardingwritesis stoppedwhenthe

applicationhaswrittenasmany bytesastheprotectedonedid. Theoriginalamountof datawrittencan

becalculatedfrom loggedinitial sequencenumbersandsequencenumbersof lastsentpacket before

theswitchover. Whenall datahasbeenreadfrom thelog andall previously executedwriteshasbeen

performed,TCPstackandapplicationaresynchronized.Thenorthsidewrapstopsdiscardingwrites

andassumesregularoperation.

Thesouthsidewrapstopsgeneratingacknowledgmentszerowindow advertisements.As outgoing

sequencenumbersdiffer fromtheoriginalsession,translationisneeded.Thesouthsidewrapperforms

thistranslationtosequencenumbersof outgoingpacketsandtoacknowledgmentnumbersof segments

thatareforwardedto theTCPstack.With thisexceptionthesouthsidewrapassumesnormaloperating

mode.

8.2.6 Performance

TheInfocompaperpresentedinterestingbenchmarkingresults.Thebenchmarkswereperformedwith

450MHzPentiumII computerwith 10Mbpsethernetconnectionto remotepeerand100Mbpsether-
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netconnectionto thelogger. Thebenchmarkusedanapplicationthatbulk transfereddatafrom remote

peerto the fault tolerantpeer. Dependingof thechosenacknowledgmentstrategy, fault tolerantim-

plementationhadthroughputof 92-99percentof theoriginal TCPimplementation.Benchmarksalso

showedthatthebandwidthbetweenthefault tolerantTCPstackandtheloggeris of majorimportance.

With 10 Mbpsconnectionbetweenthefault tolerantTCPstackandthelogger, performancewasonly

23-72percentof original implementation.

Themeasuredaverageswitchover time for connectionthathadtransferedonemegabytedatawas

22 ms.

It canbeconcludedthatthemethodoffersmorethanadequateperformancefor regularoperation.

Themostimportantfactorfor performanceappearsto bethelink speedbetweenthewrappersandthe

logger. Theswitchover timer appearsto belong becauseof time consuminglog replay. This method

is unlikely to scalewell for long lived TCP sessions,asboth log spacerequirementandlog replay

time increasewith long livedsessions.

8.2.7 Requirementsfor applications

Thewrappingmethodimposesthe requirementthatany applicationthatusesthe fault tolerantTCP

stackmustalways behave deterministicallywhen given sameinputs from socket interface. If this

is not the case,the recovery will fail, asthe methodrelieson this behavior. For exampleBGP-4is

not deterministicin suchway, asbehavior not only dependsfrom inputsfrom sockets,but alsofrom

contentof the routedatabase,timing betweenreceived messagesandtiming of messagesreceived

from IGP protocols.

The wrappingmethodis also unableto handleTCP applicationsthat act both as a server and

a client – not enoughinformationis logged. As presentedearlier, BGP-4daemonsbehave both as

clientsandservers.

Due to theserequirementsfor the applicationBGP-4routing protocoldaemonscannot be pro-

tectedwith this method.This methodwould besuitablefor protectingHTTP serversthatserve static

content.Anythingmorecomplicatedthanthatwouldviolateoneof theabove requirements.

8.2.8 Disadvantages

In additionto theunreasonablerequirementsimposedfor theapplications,thewrappingmethodhas

alsosomesignificantflaws. Perhapsthe most inconvenientflaw is that loggerhasto storeall data

receivedontheprotectedTCPconnection.While it mightbeacceptablefor ashortlivedTCPsession,

it is definitelynot acceptablefor long-lived routingconnection.It is entirelypossiblethatprotected

BGP-4connectioncouldlastyears,if notdecadesandcouldtransportgigabitsof data.Thesheersize

of thelog wouldpreventbothreasonablestorageandreplayin any acceptableamountof time.

The wrappingmethodis unableto handlenow widely usedselective acknowledgmentoption.

Supportingselective acknowledgmentwould in worst caserequirequeuingpackets on southside
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wrap,asmeremodificationof acknowledgmentnumberis notenoughto ensurethatloggerhaslogged

all incomingdata.

Theotherproblemrelatedto acknowledgmenthandlingis that thesouthsidewrapperin practice

delaysacknowledgmentsuntil datatheacknowledgmentrefershasbeenlogged:whentheacknowl-

edgmentnumberis rewritten by thesouthsidewrap,acknowledgmentfor unloggeddatais generated

only whentheTCP stacknext time sendsa segment. This delaymanifestsitself asincorrectround

trip estimatesby the remoteTCP peer, andthereforeleadsto poor performance.The problemcan

be mitigatedby introducingadditionalacknowledgments:the southsidewrap generatesadditional

acknowledgmentswhendatahasbeenlogged.Severaloptimizationsfor thisstrategy is presented,but

all of themincreaseroundtrip timeestimateanduseextrabandwidthfor acknowledgments.

8.3 Transparent replication

A methodwheregateway or routerreplicatesTCPsessionpacketsfor bothprimaryandbackuphas

beensuggestedin arecentpapertitled “TransparentTCP(IPbasedReplication”[9]. In themethodthe

primaryTCPstackexecutesasit would without protection.ThebackupTCPstackon separatecard

receivesduplicatesof all packetssentandreceivedby theprimaryTCPstack.

The backupTCP stackusesleader-follower protocol to synchroniseitself with primary: when

thereareseveralpossiblestatechangesfor someinput, thestatetransitionis deducedby packet sent

by theprimary.

Perhapsthemostcritical weaknessof this methodis that it createsa singlepoint of failure: the

replicatorbetweenotherroutersandandcontrolcards.Also determiningcorrectstatemachinetransi-

tionson thebackupTCPconnectionstatemachineis hardandrequireshugeinstrumentationof TCP

stack.Dueto thesefailuresthismethodis unsuitablefor thecarrierclassrouterplatform,andwill not

bediscussedmore. A methodsimilar to this one,but moresuitablefor carrierclassrouterplatform

will belaterintroducedon this thesis.[9]

8.4 Summary

Protocolextensionsfor BGP-4andfor LDP representelegantlightweightsolutions.Both presented

protocolextensionsarelessthansix monthsold, andarenot currentlyin generaluse. Theseexten-

sionsavoid complex TCPconnectionswitchover with asimplemodificationto theprotocolbehavior.

Wrappingthestackis inpracticalandis suitableonly asanacademicidea.Transparentreplicationis

workablemethod,but it hasasinglepointof failure.
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Requirements

9.1 Goals

Protectionis usedon the carrier classrouterplatform to make it certainthat a predefinedlevel of

servicesis availableregardlessof failuresandongoingmaintenance.Following requirementsareset

for choosingtheprotectionmethod:

� Minimal interruptionto thetraffic.

� Softwareversioncrosscompatibility.

� Compatibilitywith third partyrouters.

� Suitability for otherTCPbasedapplications.

� Minimal changesto existingcode.

� Minimal overhead.

Thefirst requirementderivesfrom thevery definitionof protection– uninterruptedserviceis the

goalof thewholeprotection.Theform of this requirementis purposelylimited – aroutingconnection

maybeinterrupted,if andonly if it doesnotpreventforwarding.This requirementis themostimpor-

tantof therequirements.Obviously the lesserthe interruptionto the traffic is, thebetterthemethod

is.

Oneof theimportantapplicationsof theprotectionis updatingthesoftwarerunningonthecontrol

cards. Regular routers,suchasthe onesmadeby Cisco,have to be bootedwhenupdatedsoftware

is taken in use. With protectionone of the control cardscan be bootedwithout interrupting the

service. Thereforeit is feasibleto assumethat therearesituationswherethe active andthe passive

cardhavedifferentsoftwareversions.This requirementis notabsolute– in specialoccasionsit might

beacceptablethattwo softwareversionsdo not interoperate,aslong asmostof thesoftwareversions

arecompatible.

43
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We must not expect to be the only vendorthat provides IP networks. The protectionmethod

hasto thereforeinteroperatewith otherrouters. In practicethis meansthat the protectionis totally

transparentto otherrouters. On the otherhandit meansthat if thereis a standardthat helpsother

routersto offer betterservice,thenit mustbesupported.

Although this thesisinvestigatesprotectiononly from the perspective of protectingthe BGP-4

routingprotocol,it is probablethataneedariseslaterto protectotherTCPbasedprotocols.Therefore

themethodshouldbegenericandapplicableto otherapplicationsthatuseTCPastransportprotocol.

This requirementis notabsolute,andif TCPprotectioncanbeavoidedfor BGP-4,thereis noneedto

disqualifya goodmethodbecauseit doesnot supportotherapplications.On theotherhandif there

aretwo equallygoodmethods,themoregenericof themshouldbechosen.

DevelopingroutingdaemonsandIP stackrepresentaseriousinvestmentof manpower. Therefore

someof thesoftwarecomponentsareboughtor subcontracted.To easere-integrationof softwareto

thesemodules,changesshouldbekeptasminimal aspossible.Minimally intrusive methodsshould

thereforebefavoredover otherprotectionmethods.

As thousandsof concurrentprotectedBGP-4conenctionsarepossible,it is importantthat only

little of extra overheadis causedby theprotectionmethod.TheoverheadincludesCPUusageon the

bothcards,extramemoryusageandcommunicationbandwithusage.

In addition to the technicalrequirementsabove, thereexists a minor political requirement:the

chosenprotectionmethodshouldnotbepatented.If themethodis patented,a licensemustbeobtain-

ablewith fair andreasonableterms.Thisaspectis notdiscussedfurtherin this thesis.

9.2 Protectedinformation

This sectiondescribeswhatdatamustbeprotectedin orderto achieve thegoalsdescribedin thepre-

vioussection.This sectiondoesnot specifytheexact technicalimplementation– althoughpresented

dataitemsmustbeprotected,protectionmethodcanachieve theprotectionby usingcopying, inde-

pendentcalculationor even re-obtainprotecteddatafrom someotherentity. This sectiondoesnot

specifyany requirements.

9.2.1 TCP stateinformation

The stateof TCP stackhasof two main components:socket structuresandTCP connectionstates.

Socketstructurescontainactualbuffereddataandinformationof pendingcalls.Thisdatamustalways

beprotectedor re-obtainedby somemeansafterswitchover. Re-obtainingis only feasibleif protection

methodallows re-openingTCPconnectionandlosingall buffereddata.

Minimum setof TCPconnectionstatevariablesto protectcontainsnegotiatedMSS,currentse-

quencenumbersto bothdirections,sendwindow, receive window, andTCPrelatedtimers.TheMSS

(maximumsegmentsize)hasto beknown for properoperationof theTCPflow control.Thesequence

numbersmustbecorrector otherwisetheremotepeerwill not acceptfurthersegments.Sendandre-
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ceive windows arenecessaryfor smoothoperation,althoughwindow size information is not vital.

Timersneedto bereplicatedto facilitateproperretransmission.

Obviously alsothe indicationof thecurrentconnectionstateshouldbeprotectedfor eachactive

connection.Thereis no point of protectingTCP connectionsthat arenot in the establishedstate–

BGP-4doesnot utilize half-duplex states(statesFIN-WAIT-1 andCLOSING), andhalf-openstate

canalwaysbere-negotiatedwithout lesseningservicelevel.

9.2.2 BGP-4 stateinformation

The first of the threeroute informationbasesof BGP-4(Adj-RIBs-In, LocRIB andAdj-RIBs-Out)

mustbeprotected.Two otherscanbe re-constructedwith expensive calculationfrom thefirst route

databaseandfrom the systemroutedatabase.As this calculationis very expensive, in practiceall

threeRIBs shouldbeprotected.It shouldbenotedthatRIBs arelogical structuredefinedto facilitate

understandingof BGP-4protocol,andthereforeanactualimplementationmaydiffer from thismodel.

Stateinformationof peerstatemachinesmustbe replicated. This statecontainsprotocolstate

machinestate,active timersandvariousnegotiatedoptionsandcapabilities.

9.2.3 Other protectedinformation

Routingprotocolfilters, policiesandconfigurationhave to beprotected.Also systemroutedatabase

mustbeprotected.Protectinonof theseelementsis handledby systemsoftware. This thesismakes

theassumptionthatthesecomponentsarealwaysup-to-dateon bothcards.

9.2.4 Summary

Proposedsolutionsshallbecomparedwith severalwell definedcriteria. Themostimportantcriteria

is minimal interruptionto the traffic. Also businessreasons,suchasrequiredchangesto third party

codeareconsidered.

A sizablesetof protecteddatacanbederivedfrom theserequirements.Theprotecteddatacontains

TCPandBGP-4stateandconfigurationinformation.
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Chapter 10

Bulk transfer methods

All protectionmethodsneedto transfersomedatabetweenthe active andthe passive card– at the

minimum whenperforminginitial synchronization.Somemethodmight be otherwiseindependent,

but othersmightkeepcopying stateinformationcontinuously. Therearetwo distinctlydifferentways

of copying stateinformationfrom theactive cardto thepassive card:memorycopying andencoding

of data.

10.1 Memory copying

Thememorycopy methodis basedon theideathatall protecteddatais placedon aseparatememory

areathatis copiedto thepassivecardwheneverbulk transferneedsto beperformed.Therelocationis

relatively easyto perform,ason RTOSthat is used,all moduleshave separatelyrelocatablememory

allocationpools.

Thereareseveral issuesthat needto be ensuredwhenimplementingthis type of copying. First

thingis thatthewholestateof memoryallocatormustbelocatedonthememoryareathatis replicated.

That is the casewith our RTOS of choice. Anotherobvious issueis that synchronizationmustbe

performedto guaranteethatcopiesareconsistentandbulk transferdoesnot interruptmemoryaccess

operation.

Thereceiving endof the transfermustnot receive the replicatedmemoryareaover theprevious

copy, asit is possiblethattheactivecardmight fail in themiddleof thebulk transfer. Thispresentsno

problem,asourhardwarehasMMU thatcanbeusedto re-mapreceivedmemoryareato its destination

locationwhenthebulk transferhasbeensuccessfullyperformed.Thesideeffectof thismethodis that

theprotectedpartitionof thememoryconsumesdoublethespaceon thepassive card.

For thoseprotectionmethodsthatperformmorethanonecopy operation,thereexist an intuitive

optimization– MMU canbeusedto keepbook of changed(dirty) pages,andfurther copiescanbe

doneincrementally.

On the carrier classrouter architectureit is possibleto perform actualbulk transferby using

proprietaryfeaturesof thebackplaneinterfaceandprogrammablescatter&gathercapableDMA unit.
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This leavesCPUfreeandtheonly penaltyis consumptionof someof thebandwidthof thememory

bus. It shouldbenotedthatthereis bandwidthof severalgigabitspersecondavailablefor bulk transfer

on thebusbetweencards,but thereis not toomuchof extra capacityon thememorybus.

As slowestpart of thechainfrom memoryof theactive cardto the memoryof thepassive card

is PCI bus interfaceto ASIC, it is easyto estimatethatmaximumtransferrateis 132megabytesper

second.Bufferson ASIC andon thememorycontrollerreducethis estimateslightly. To accountfor

otherPCI bustraffic, wecanreducethebandwidthestimateto half. At this speed100MB worstcase

initial synchronizationwould take
���#"$�

sandachangeof 32 kB would take
�%�'&(�

ms.

To guaranteesoftwareversioncompatibility, all datastructuresmustbegeneralizedso,thatsmall

changesarelaterpossiblewithout breakingcompatibilityto oldersoftwareversions.

This methodhasseveraladvantages.Themostimportantof themis thatmodificationsto under-

layingapplicationsareminimal. Thisfeaturecomesfrom thefactthatthismethoddoesnotunderstand

datait is copying. Also thismethodis very fastanddoesnot consumepreciousCPUtime.

Themostimportantdisadvantageof thismethodis thatonly minor changesarepossiblebetween

softwareversions.For exampleversion1 useslinked lists for somethingandversion2 usesarrays,

thereis no way that bulk transferis possiblebetweentheseversions. Otherdisadvantageis that if

MMU optimizationis not usedfor selectingonly changedpages,copying might take a while and

hindermemoryaccessesby theprocessor.

10.2 Encodingdata

Thesecondmethodfor bulk transferusesprotocolspecificencodingroutinesthat traverseall neces-

sarydatastructuresandserializeprotecteddata.Serializeddatais thentransferedto thepassive card

wheredatais deserializedanddatastructuresarere-created.Re-createddata-structurescontainsame

informationasin thepassive card,but possiblyin differentform or containment.

Obviously this methodproducesminimal sizesetto copy with costof additionalprocessorcon-

sumption. The major disadvantageassociatedwith this methodis that encodersareneededfor all

structurespresentin protecteddata. Thereforethis methodrequiresheavy instrumentationof third

partycode.

Advantageof this methodis that as the form of the stateinformation is standardized,software

compatibilitybetweentheactive andthepassive cardis mucheasierto obtain.

10.3 Conclusions

Memory basedmethodshouldbe used,as it is superiorin mostaspectscomparedto the encoding

basedmethod.Thedecisive factoragainsttheencodingbasedmethodis thatheavy instrumentation

of third partycodeis unacceptable.

The issuebetweensoftwareincompatibilietscanbe solved whenit raises– conversionroutines
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canbe written. As conversionroutineswould beexecutedon thepassive card,loadwould bemore

evenlydistributed,asmostof thetime thepassive cardis morelightly loadedthantheactive card.
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Chapter 11

Protectionmethods

11.1 Method 1: logical synchronization of TCP and BGP

As both theactive cardandthepassive cardreceive thesamepackets,it is possibleto run TCPand

BGP-4statemachinesindependentlyonbothcards.Theoutputrelatedto protectedTCPconnections

from thepassive cardis discardeduntil switchover.

If this approachis used,initial sequencenumbersfor new connectionmustbechosenidentically

in both cards. As randomnumbersare producedby a strongrandomnumbergenerator, identical

sequencenumbersmustbeaccomplishedwith meansof messagepassing.

11.1.1 The needfor synchronization

As theactive cardhasmoretasksto performthanthepassive card,it is likely thatprogramson the

passive cardhave betterresponsetime. It is alsolikely thatcardshave differentsoftwareversionsin

use. Executionson bothcardsarein no way synchronized.If statemachinesareexecutedindepen-

dentlyon both cards,thereis a high probability that their executionhistorieswill diverge sooneror

later. This divergencecanbecausedby severalreasons.

Themostlikely reasonfor divergenceis thatacceptableacknowledgmentrangesfor someprotec-

tectedconnectiondiffer betweencards.If TCPtransmitoperationsareasynchronous,thefirst cardto

sendthe datagramhaslarger acceptableacknowledgmentrangethanother. If the active cardsends

datafirst andacknowledgmentis received from remotepeerbeforethepassive cardhastransmitted

thesegmentreferredby theacknowledgment,TCPstatemachineswill diverge: thepassive cardwill

forever try to retransmitandtheactive cardcontinuesnormally.

Divergencecanalsooccurbecauseof timers. If the link to a remotepeerhasbeenunavailable

for a while andTCP stackon both cardsareaboutto drop the connection,following eventscould

occur:remotepeersendsacknowledgment,thelightly loadedpassivecardprocessesacknowledgment

immediatelyandkeepstheconnection,while on thehighly loadedactive carda timer expiresbefore

theacknowledgmentis processed.

51
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The timerson BGP-4can alsocausesimilar situation. Furtheron differenceson BGP-4state

can easily lead TCP differencesas routing daemonswould try to senddiffering traffic over TCP

connections.

11.1.2 Logical synchronization

Onepossibility is to synchronizeboth TCP andBGP-4states.This is not feasible,asthe cardsdo

not have a commontiming source,andit is likely that softwareversionsdiffer. Anotherpossibility

is to performsynchronizationlogically: even thoughclock timing of eventsdiffer, their orderis the

same.It shouldbenotedthatsynchronization(ordering)for TCPmustbedoneon connectionbasis,

asotherwisetherequiredbuffer spacewould beimmenseandperformanceimpactmight behuge.

Logical synchronizationis accomplishedfor TCPstackwith asimplearrangement:alwayswhen

theactive cardis aboutto performanoperationon protectedconnection,it will sendmessageto the

passive cardwhich will only thenperformthe sameoperation.This guaranteesthat operationsare

performedin thesameorderon bothcards.Thechaptersbelow describetheexactbehavior of each

participatingcomponent.Picture11.1shows generaloverview of thismethod.

BGP-4

TCP

IP

Line Card

HW

BGP-4

TCP

IP

HW

Line Card

sync

sync

Active card Passive card

Figure11.1:Overview of method1

Protectedconnectionscanbeidentifiedon FreeBSDbasedstackeasily– if a flag indicatingpro-

tectionstatusis addedto TCPcontrolblock of theconnection(TCB), theflag canbeaccessedboth

basedonsocketnumberandin tcp_inputfunction. Identificationandsynchronizationof theprotected

TCPsegmentsmusthappenin tcp_inputfunctionimmeaditelyaftertheTCPcontrolblockis identified

basedonsourceanddestinationIP addressesandports.
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It shouldbenotedthathashtablesindexing bothprotectedandnon-protecteddatastructuresneed

to besplit to preventcorruptionduringinitial replication.

TCP synchronization

Following operationswithin TCPstackmustbelogically synchronizedfor eachprotectedconnection:

� Timers

� Transmitof TCPsegmentto network

� Receive of TCPsegmentfrom network

All operationsfor non-protectedconnectionsareasynchronousto avoid imposingunnecessary

overhead.

Timersof aprotectedconnectionmustbepreventedfrom expiring unlessthey haveexpiredonthe

active card. This canbeaccomplishedby addinga flag to thetimer structure,andexpiring thetimer

only in two occasions:

� Weareactive cardandit is time to expire thetimer.

� WhenITC messagefrom active cardssaysthattimerhasexpired.

As all previous eventsareordered,therenever is a situationwheretimer referredby expiration an-

nouncementdoesnot yet exist in thepassive card.

Transmitof TCPsegmentmustbesynchronized.It caneasilybeaccomplishedby queuingtrans-

mit operationsuntil messageis received from theactive card. Transmitoperationsaredefinedto be

sendingsomepartof thesocket buffer or sendinganacknowledgment.

Also receivedTCPsegmentsmustbequeuedandprocessedonly whentheactive cardis starting

to processthem.Somesanitycheckscouldbeperformedto dropobviously incorrectpacketswithout

needof synchronization.

Themessagesthatactivateoperationsmustbein theform: (connection,operation,id), wherecon-

nectionis auniqueconnectionidentifier, operationidentifieswhich typeof eventhasbeenperformed

on the active cardand id is uniqueidentifier for the operationto be performed. Identifierscanbe

chosensequentially, assynchronizationguaranteesthatbothcardswill choosesameidentifiers.The

operationdescribedby synchronizationmessagemustbeperformedassoonaspossible(immediately

if it hasalreadybeenissued)sothateventsoccurin order.

Socket synchronization

Socket operationsareconceptuallyseparatefrom TCP stack,but sharesamemany datastructures.

Socket operationorderingaffectsdirectly to synchronizationof theTCPstack,andcaremustbeused

with definingtheir synchronizationbehavior to avoid paradoxes. Socket callsmustbesynchronized
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becausemuchof TCPbehavior dependson thestateof thesocket buffers. Synchronizationis shared

betweensocketsandTCP, soin otherwordsbothsocket andTCPoperationsarequeuedon thesame

queueanddequeuedin sameorderasin theactive card.

Most of the calls on socket interfacemay block. Unblockingof blocked socket calls requires

no additionalsynchronization,asunblockingis direct resultof statechangesin synchronizedTCP

connectionstatemachines.

Proceduresocket is usedon socket interfaceto createnew sockets.A specialversionof socket

procedureis provided for creatingprotectedsockets. This proceduredoesnot changeTCP state

machine,andis thereforenot synchronized.To avoid socket descriptorcollisionswith non-protected

sockets,differentname-spacemustbeused:largenumberscanbeusedfor protectedsocketswhereas

socket handlesfor regular socketsaresmall integers. Somemechanismmustbe usedto guarantee

thatsameapplicationsgetsamesocket identifiersonbothcards.Sockethandlecould,for example,be

specifiedastheparameterof theprocedure.

Procedure closeis the oppositeof proceduresocket – it closesTCP connectionandfrees

socket identifier. Only requiredmodificationfor theclose is thesynchronization.Synchronization

canbeperformedonper-connectionbasis.

Procedureconnect is usedfor creatingnew TCPconnections.As connect is associatedwith

connectionit mustbesynchronizedwith openingof thesameconnectionon thepassive card.

Proceduresend is usedfor sendingdatato TCP stream. In our implementationthereexist no

separatewrite procedurefor sockets– callsto write aremappedto send. Usualper-connection

synchronizationsuffices.

Recv proceduremustalsobesynchronizedperconnectionbasis.No separateread procedureis

implemented,asusedRTOShasnocentralizedfile management.Callstoread aremappedtorecv.

Recv proceduremust be synchronized,as the amountof free spaceon the socket buffer directly

affectsto TCPflow control.

Although procedureselect changesnothingon the TCP statemachine,it hasto be synchro-

nizedto guaranteethat all operationsbeforeit have beencompleted.If synchronizationwould not

be performed,applicationon theactive andpassive cardscould getdifferentresultswith selects

on multiple socket descriptors.This is especiallyvital, asBGP-4daemonreliesheavily on select

procedure.

AsynchronousIO with signalsis notrequiredandthereforeweavoid consideringsynchronizingit.

Thesupportfunctionsfcntl andioctl mustbesynchronized,assomeof their parametersaffect

directly to TCPstatemachine.

BGP-4synchronization

BGP-4 routing daemonscan be synchronizedwith similar arrangementto TCP. The events to be

synchronizedare:

� BGP-4holdandkeep-alive timers
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� Socket operations

� Routingevents

� Network managementactions

BGP-4hold timerscancauseterminationof connection.Thesetimersmustbesynchronizedwith

theothercontrolcardto ensurethat thestatemachinesdo not diverge. Keep-alive timershave to be

synchronized,asmanagementactionsmayterminateconnectionandexpiring keep-alive timer could

causedifferentsendoperationsto beperformedat thepassive andtheactive cards.Sametechnique

usedfor TCPtimersappliesalsohere.

Socketoperationsalsohaveto besynchronizedattheBGP-4daemon.Althoughprotectedsockets

will by synchronizedat socket level,recv operationshave to besynchronizedto guaranteeordering

with timers. Synchronizingwrite operationsis not so vital, but shouldbe doneto guaranteethat

managementoperationswon’t causestrangesituationswithin TCP/IPstack.

Routingeventshasto besynchronizedto guaranteeorderingof otherevents.

Network managementactionsthatcanaffect orderingof othereventsmustbesynchronized.It is

mostlikely easiestto synchronizeall managementactions.

11.1.3 Switchover

At themomentof switchover thepassive cardbecomesactive. As TCPstatemachinesfor protected

connectionsarein correctstate,theroleof activecardcaneasilybeassumed.Theonly thingthatTCP

needsto do is to executeany eventspendingsynchronizationfrom theold active card.

TheBGP-4statemachinemustalsoto executeall eventspendingsynchronizationfrom theactive

card.

The switchover is instantaneous,within limits of hardware fail-over, except in a singlespecial

case.Thespecialcaseis, if theactiveunit fails in themiddleof transmitandthepassivecardis alsoat

themiddleof transmit.In thissituationnosegmentgetssenteventhoughthenew activecardbelieves

it hassentone.Thiswill notcausealongstandingproblem,asTCPretransmitmechanismwill correct

thesituation.

Onemight try to changesituationby modifyingsynchronizationstrategy to such,thatthepassive

cardexecutescorrespondingevent only after the active cardhasfinishedthe event. Although such

strategy wouldbepossible,amorecomplex definitionfor blockingsocketoperationswouldbeneces-

sary– socket operationscancauseothereventsin TCPstack.For examplesocket operationsendcan

causetransmissionof TCPsegment,anoperationthatcanfinish beforetheblockingsendcall does.

Resultof this is thatpassivecardis instructedfirst to performtheTCPsegmenttransmitoperationand

only after thatthesocket sendoperation.This combinationis oftenimpossible,aswhenthetransmit

buffersareempty, socket sendoperationmustoccurbeforeTCPsegmenttransmission.
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11.1.4 Insertion of newcontrol card

Therearefour scenariosfor controlcardinsertion/boot:

� Nodeis bootedwith only onecontrolcard.

� Nodealreadyhasanactive card

� Nodeis bootedwith two controlcards

� Nodethathasno controlcards.

In first scenario,noreplicationis necessaryfor successfulboot.As hardwareautomaticallyselects

active cardwhentwo controlcardsarepresent,third scenariopracticallyis thesameassecondone.

Bothof thesescenariosrequireinitial replication.If nodehasnocontrolcards,noactionis necessary,

asnodeis shutdown whenthelastcontrolcardis takenoff-line.

Whena new passive controlcardis inserted,boththeBGP-4routingdaemonandprotectedTCP

statemachineshave to be initialized in that card. Oneof the bulk copy methodspresentedearlier

couldbeusedto replicatenecessarydatastructures.As no call stacksarereplicated,thesoftwareon

theactivecardmustperformthereplicationin suchstatethatall protectedstateinformationresidesin

replicateddatastructures.

It is importantto guaranteethat the BGP-4 routing daemonand and TCP statemachineswill

remainsynchronized,whenbothdaemonsareenabled.This canbeaccomplishedwith thefollowing

sequence:

1. Disableemittingany new (routignandtimer)eventson theactivecard.Dropall incomingTCP

packetsonbothcards.

2. Performsynchronization.

3. EnabletheTCPstackon thepassive card.

4. EnabletheBGP-4stackon thepassive card.

5. EnabletheTCPstackon theactive card.

6. EnabletheBGP-4stackon theactive card.

7. Enableemittingeventsonbothcards.

8. Whenfirst synchronizationmessageof TCPreceive event is received by thepassive card,the

passive carddropsall TCP packets that have beenqueuedbeforethe packetswhich the syn-

chronizationmessagewasfor.
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Theroutedatabasemustnot emit any eventsduringthesynchronization.If routedatabasewould

emit eventsandBGPdaemonswould just queuethem,it is possiblethat theactive cardmight have

moreeventson thequeuethanthepassive card.

TCPstackis enabledonthepassive cardbeforeit is enabledon theactivecard.Thisarrangement

guaranteesthatthepassivecardhasatleastall thedatatheactiveonehas.Thestep8of abovesequence

dropsunnecessarilyqueueddata.This somewhatcomplex arrangementis necessary, becausethereis

no way to startTCPstacksatexactythesamemomenton bothcards.

11.1.5 Signalingdiagrams

Insertion of control card

Figure11.2shows thesignalingdiagramof theinsertionof new passive controlcard. In thediagram

controlentity presentssystemsoftwarewithin thecards.

Whenthepassivecardis booted,thecardsendsmessageto theactiveoneandrequestsynchroniza-

tion. Whenthepassive cardis booted,boththeprotectedTCPstackandBGP-4stacksaresuspended

right aftercompletingtheir initialisations.Theactivecardsuspendsgenerationof new eventsfrom the

routedatabase.This mustbedoneto guaranteethatbothBGP-4statemachineswill getsameevents

aftersynchronizationis complete.ThenbothBGP-4andTCPstacksaresuspended.BGP-4stackis

suspendedfirst to preventadditionaldatato bewritten to socket buffersduringthesynchronization.

BGP-4 and TCP stacksare synchronizedusing one of the methodspresentedearlier. Route

databasesynchronizationis handledby othersubsystemsbut conseptuallyhappensat at sametime

asTCPandBGP-4synchronization.

After synchronizationtheactive cardadvisesthepassive cardto enableBGP-4andTCPstacks.

The passive card informs the active cardwhenstacksareenabled. It is vital that the passive card

enablesTCPstackbeforetheactivecard,sothatits TCPreceivequeuecontainsat leastall thepackets

thattheactive cardhas.

Theactive cardthenenablesTCPandBGP-4stacks.Eventsfrom routedatabasecanbeenabled

asynchronously, asthey will besynchronizedandBGP-4stack.

Not drawn in thesignalingdiagram:whentheactive cardprocessesnext incomingTCPsegment,

thepassive cardwill discardall TCPpacketsbeforeit andwill at thatmomentbesynchronizedwith

theactive card.

Sendand receive

Figure11.3shows a scenariowhereBGP-4timer initiatessendingof TCPpacket (eg keep-alive) and

soonafterapacket from thesameTCPconnectionis received.

TimerTIC messagefrom operatingsystemtimer is receivedby bothBGP-4stacks.BGP-4inter-

nal timersareevaluatedon theactive cardandthepassive card.As thepassive cardgot tick message

beforetheactive card,it flagstimersasqueued.As timer x expires,synchronizationmessageis sent



58 CHAPTER11. PROTECTIONMETHODS

control TCP BGP-4 BGP-4 TCP control

synch request

suspend

suspend

passive card
inserted /
booted

synchronize

synch done

enable

enable

enabled

enable

enable

route db route db

suspend BGP-4 events

enable BGP-4 events

enable BGP-4 events

Active card Passive card

initialize

initialize

suspend

suspend

Figure11.2: Insertionof anew card(method1)

to the passive card. Both passive andactive cardexecutethe pendingtimer. More thanonetimer

couldexpire in real-world situation,andthepassive cardwould performthemin theorderit receives

thesynchronizationmessagesfrom theactive card.

Expiring timer indicatesthatBGP-4daemonneedsto sendakeep-alive message.A synchroniza-

tion messageis sentto thepassive card. Both BGP-4daemonsperformsocket sendcall. TCPstack

synchronizestheprocessingof thesendrequestin a similar manner. Thepassive carddelayssending

of thepacket until theactive cardis readyto sendit.

A packet is received from the remotepeer. Processingthe received packet is alsosynchronized

with thehelpof amessage.UsuallyBGP-4daemonusesselectfunctionto getnotificationsof incom-

ing octets.Emitting selectevent is alsosynchronizedwith a message.It is possible,that thepassive
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Figure11.3:Sendandreceive (method1)

cardcanprocesstheeventfirst, asschedulingmight causedelayson theactive card.TheBGP-4dae-

monwill delayprocessingselecteventuntil theactivecardinformsit is goingto processit. As BGP-4

andTCPdaemonsaresynchronizedseparately, it is possibleandlikely thateventsbetweenthemoc-

cur in differentorder, asis thecasewith sendingACK in TCPstackandprocessingselecteventon

BGP-4stack. Althougheventscanoccurin differentorder, orderingwithin protocol(TCP/BGP)is

alwaysthesame.

Switchover

Figure11.4shows ascenariowheretheactivecardcrashesin themiddleof aBGP-4timerexecution.

Similar scenariofor TCPtimer is analogousandis thereforenot shown.

In thescenariopresentedby thediagramBGP-4daemonsin bothcardsreceivetimerTIC message



60 CHAPTER11. PROTECTIONMETHODS

control TCP BGP-4 BGP-4 TCP control

timer TIC

route db route db

Active card Passive card

timer TIC

switchover
process
pending
timer

switchover
crash

send

Figure11.4:Switchover (method1)

from the systemtimer. The passive cardqueuestimer andwaits for synchronizationmessage.The

active cardcrashesbeforeit hasa changeto sendthesynchronizationmessageto thetimer. Crashis

detectedalmostinstantlyby thehardwareandBGP-4andTCPstacksarenotifiedof theswitchover.

As the resultof theswitchover, BGP-4daemonexecutesthependingtimers. All operationsthat

follow areasynchronous(until new passive cardis insertedor original active cardrecovers). In this

exampletimer processingcausedsendsocket call. Restof sendcall is not relevant for theprotection

andis not shown in thediagram.

In thefigure11.5is shown ascenariowheretheactivecardis in themiddleof TCPsendoperation

andthe passive cardhasalreadysentits packet. It is the only scenariowherere-transmithasto be

usedto synchronizethe stateat swithover. It is also the only casewhereswitchover is not nearly

instantaneous.

As operationsaresynchronizedbeforethey areexecuted,passive cardsendsthe TCP segment

to be transmittedbeforethe active card crashes.Output of the passive card is discarded. As the

active cardcrashes,no segmentgetssent.Sometimeaftertheswitchover retransmittimer expireson

the passive card. As switchover hashappened,no synchronizationis performedfor the timer. The

retransmitis performedaccordingto normalTCPretransmitbehavior. As theformerpassive cardis

now active, retransmitis notdiscardedby thehardware.

11.1.6 Advantagesand disadvantages

This methodis relatively easyto implementandmaintain,asmodificationsareonly requiredto rela-

tively few eventpassingpoints. Requiredcommunicationbetweentheactive andthepassive cardis

minimal. Themethodseemsto bevery suitablefor ourhardwarearchitecture,asit utilizesautomatic

packet replicationserviceof incomingpackets.Switchover is alsovery fast.
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Figure11.5:Switchover while sending(method1)

Solutionis genericandis not limited only to BGP-4.Thecatchis thatprotectedapplicationsmust

beawareof theprotection– protectedapplicationsonbothcardsmustperformsamesocketoperations

in the very sameorder. In practicethis meansthat protectedapplicationshave to be synchronized.

This requirementcausesa seriouslimitation – behaviour of BGP-4 daemonmust be identical on

bothcards.If softwarewould beupdatedin a suchway thatsocket operationswould differ, upgrade

utilizing protectionwould not bepossiblewithout specialconsiderations.Protectedapplicationmust

notuseany unprotectedsockets,asotherwiseswitchover would fail.

To guaranteebinding betweentaskand its socket descriptors,this approachrequiresthat tasks

have sametask identifierson both cards. Task identifierscould change,if creationorder of tasks

changes. This requirementlimits how much changescan be doneto software while maintaining

softwareupdatecapability. This limitation canbeavoidedby usingpre-definedtaskids for protected

tasks.

A disadvantageis that the initial synchronizationmight be complex. Someof the complexity

of the initial synchronizationcanbe avoided,if memorycopying is usedasthe initial synchroniza-

tion method. On the otherhandno additionalreplicationafter initial synchronizationis necessary.

Constantsynchronizationalsolimits maximumpossibleperformance.



62 CHAPTER11. PROTECTIONMETHODS

11.2 Method 2: replicating TCP state

In this method,theTCPstatemachineis executedonly on theactive card.RelevantTCPconnection

andsocket statestructuresarereplicatedto thepassive card.TheBGP-4daemonis executedon both

cards.Non-protectedpartitionof theTCPstackis of courseexecutedalsoon thepassive card.Simi-

larly to method1, thismethoddoesnot toleratesharedhashtablesbetweenprotectedandunprotected

partsof thestack.

Replicationhasto beperformedon suchgranularity, that if theactive cardfails, thepassive card

hasenoughinformationto continueTCP sessions.In practicethis meansthat TCP connectionand

socket statestructureshave to bereplicated:

� Beforecompletionof mostsocket calls

� Beforesendingdata

� Beforesendingacknowledgment

Call stacksandtaskscopevariablesarenot replicated,andthereforereplicationpointsmustbe

chosenso that all necessaryinformationfor maintainingTCP connectionsis on replicateddataset.

In practicethis meanslimiting replicationpointsto event loopsandcarefully selectedlocationson

socket interface.

As theprotectedTCPstackis not executedon thepassive card,all theresponsesto socket oper-

ationsfor protectedconnectionsarereceived from theactive card. In practicethis meansthat most

socket operationson the passive cardareput to hold, andduring the replicationprocessa message

from theactive cardtellswhatshouldbereturnedwith whatsocket operation.

The replicationof protectedTCP connectionstatestructuresand socket structurescanbe per-

formedwith oneof thebulk transfermethodspresentedearlieron thispaper.

TheBGP-4daemonon thepassive cardmustbesynchronizedwith theactive cardto guarantee

thatsocket operationsareperformedin thesameorder. BGP-4daemonis synchronisedwith method

presentedon chapter11.1.2,but othermethodscould alsobe used,aslong assocket operationsare

guaranteedto bein thesameorder.

Thepicture11.6shows ageneraloverview of thismethod.

If thepassive cardcrashes,the TCP connectionstatemachineson the passive cardareeitherin

correctstates,or canbe broughtto the correctstateby executingall pendingsocket operationsor

waiting for retransmissionsfrom remoteTCPpeers.

11.2.1 Transmitting TCP segments

SendingTCPsegmentschangesonecritical elementof TCPconnectionstate,theacceptableacknowl-

edgmentrange.Thereforereplicationhasto beperformedwheneverTCPstackis aboutto sendanew

segment.
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Figure11.6:Overview of method2

The replicationhasto be performedin suchorder, that the acceptableacknowledgmentrange

includesdatato be sent,andthedatais sentonly after replication. This orderguaranteesthat if the

active cardcrashesaftertransmit,thepassive cardis in thepositionto accepttheacknowledgment.

Re-sendingsegmentsdoesnot requirereplication,becausethe passive cardmay performaddi-

tional re-sendsafterswithover. Theonly harmcausedby usingre-transmitin this way is theminute

amountof network bandwithusedduringswitchover.

11.2.2 Receiving TCP segments

Thereis no needto performsynchronizationimmediatelywhendatais received – unacknowledged

datawill beresentby theremotepeer, if theactive cardcrashes,andthereforedoesnot acknowledge

thereceivedTCPsegment.

Whentheacknowledgmentis sent,normaltransmissionsynchronizationpresentedin theprevious

sectionis usedto replicatethe new stateto the passive card. Synchronizationhasto be performed

beforesendinganacknowledgment,becausewhenacknowledgmentis sent,our nodehascommitted

to keepthedataon localbuffers,andthereis noway wecanre-receive it.

11.2.3 Socket interface

All operationsfor unprotectedsocketsareexecutednormallyby thepassive card. All operationsfor

theprotectedsocketsarequeuedonthepassivecard,andresultsreceivedby messagesfrom theactive

cardarereturnedto thecaller. Themessagemustcontainoperationidentifier, socket number, process
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id of processwheresocket id is meaningful,andthereturnvaluesof theoperation.If socketoperation

referredby a messagefrom the active card hasno yet happened,the messageis queueduntil the

BGP-4daemonon thepassive cardissuesthesamesocket operation.

Thesocketoperationsendmustperformthereplicationof theTCPconnectionstatestructures,as

it addsdatato transmitbuffer. If theflow controldoesnotblock thecall on theactivecard,replication

is performedimmediatelyafterthecall. As partof thereplicationamessageis sentto thepassivecard,

indicatingthereturnvalueof thecall. If thesend call is blockedby theflow control,TCPconnection

stateis replicated.During replicationa messageis sentto thepassive cardindicatingthat thesend

call blocks. Whensend call is ableto return,anotherreplicationis performedandthe active card

sendsmessageindicatingthereturnvalueof thecall. Thepassive cardkeepslog of thestateof send

call, so that if theactive cardcrashesin themiddleof a blockingsocket operation,thepassive card

doesnot replaythewholesocket operation.

Thereis an additionalcomplicationfor send operation– often large segmentsare transmitted

immediatelywithoutbuffering. In suchcaseareplicationis performedbeforetheTCPsegmenttrans-

mission.During this replicationthepassive cardmustflag thequeuedsend call, so that in eventof

switchoveronly thepartof send call following thetransmissionwill beexecuted.Anotherpossibility

would beto eliminatepossibledoublereplicationby forcing all transmitteddatato bebuffered. Op-

tion to synchronizeonly onceat socket level would not work, asacceptableacknowledgmentranges

woulddiffer duringthetime interval of transmissionandreplication.

Theread functionperformsreplication,becauseit removesdatafrom thereceive buffers. The

replicationmustbe performedjust beforea read call would return,asit is themomentwhendata

is removed from thebuffers. At thatmomentalsomessageindicatingthe returnvalueis sentto the

passive card. The messagecontainsalsothe datathat theread call will put to the memoryregion

pointedby thecaller. Callreadmayblockwhenlessthanrequestedamountof datais availableat the

receive buffers. Blocking requiresno specialhandling,asread calls requirereplicationonly upon

completionof thecall. It is possibleto optimizeread call so,that insteadof theactive cardsending

thedatareturnedby theread call, only pointersto receivebuffersaretransmitted.Suchoptimization

meansthatreplicationbecomesmorecomplex, asthereplicationwould normallyremoveread data

from socket buffers.

Socketfunctionselect almostalwaysblocks.Theselect call doesnotmodifystatestructures

andthereforedoesnot requiresynchronization.Insteadselect call is queuedon thepassive card.

Whentheactive carddetectschangeson socketsmonitoredby theselect call, it sendsthe return

value of select call and the correctbit masksof the file descriptorsto the passive card. Then

both the active andthe passive cardwake the calling process.Becauseunprotectedsocketsarenot

replicated,select call mayonly operateon purelyprotectedor unprotectedsocket descriptorsets.

Callingselect for setcontainingbothprotectedandunprotectedsocket wouldcauseunpredictable

behavior.

Call socket requiresreplicationto guaranteethat identicalsockets arecreatedon both sides.
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Thecall socket never blocksandreplicationis alwaysperformedbeforereturnat theactive card.

Call listen never blocks. Replicationhasto bedoneto updatethepassive cardof changesin

theTCPconnectionstatemachine.Thereturnvalueof thecall is sentbeforereturnby theactivecard.

Socket functionaccept blocksalmostalways.As theaccept call is semanticallysimilar to the

readcall, blockingbehavior is identical– passive cardqueuestheaccept call until messagefrom

the active card is received. Whentheaccept call would return,replicationis performedto copy

new socket to thepassive card.Messageis thensentby theactive cardindicatingthereturnvalueof

theaccept call. Unlessaccept returnedwith error, this returnvalueis thesocket identifierof the

newly createdsocket.

Functionconnect blocksuntil aonnectionhasbeenestablished.Thepassivecardqueuescon-

nect call until thereturnvaluefrom theactivecardis received.As connect involvesstatechanges

to theTCPconnectionstatemachine,replicationhasto beperformedbeforeblockingtheconnect

call. A messagemustalsobesentto thepassive cardbeforetheblocking,asafterpotentialswithover

thepassive cardmustbeableto distinguishbetweenconnect calls in processandconnect calls

thatarewaiting for response.

As mostroutingdaemonsonly useasynchronoussocket I/O, it would befeasibleto limit theim-

plementationto supportonly asynchronousbehavior on theprotectedsockets. Suchdecisionwould

greatlyreducecomplexity of the socket interfacemodifications,asthe behavior for eachsocket in-

terfacecall would alwaysbethesame:replicationis performed,andtheactive cardsendsthereturn

valuein messageto thepassive card.

11.2.4 BGP-4synchronization

The synchronizationof BGP-4eventson this medhodis identical to onethat is presentedin chap-

ter 11.1.2for method1. Also thereasonfor synchronisingis thesame.

11.2.5 Replication

Oneof the bulk copy methodspresentedearlier is usedto transferthe stateinformation. Probably

thebestmethodwould beMMU assistedmemorycopying, asit would causeminimal overheadand

almostno instrumentationof theTCPstackcode.

During thecopy operationtheTCPstackontheactivecardmustqueueall incomingTCPpackets

andsocketoperations.Most likely copying canbeperformedsoswiftly thatit is acceptableto prevent

schedulingduringthereplicationandby thatguaranteeconsistency of thereplica.

If transmittingthe returnvalueis performedwith thesocket operation,the returnvaluemustbe

transmittedin thesameoperation– boththereturnvalueandthereplicationmustsucceedor neither

may. This ruleguaranteesthatrestartedsocket operationsstartfrom consistentstate.
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11.2.6 Switchover

In the trivial casethe passive cardhascurrentstateinformationfor protectedconnectionsandTCP

cantake over asif nothingwould hadhappened.Therearefour specialtasksthatusuallyhave to be

takencareof at themomentof theswitchover:

� Interruptedre-sendsmustbehandled

� Unacknowledgedunreplicateddatahasto bewaitedfor

� Expiredtimershave to beexecuted

� Interruptedsocket callshave to beassumed

If theswitchover happenswhile theactive cardis transmitting,thetransmissionmustbere-done.

Thatwill beaccomplishedwithout additionalcode,aswhenno acknowledgmentis received,retrans-

missionwill bedoneby thenormalTCPretransmissionmechanism.

As receiveddatais not replicateduntil it is acknowledged,it mayget lost duringtheswitchover.

No additionallogic is requiredfor it, astheremotepeerwill automaticallyretransmitunacknowledged

segments.

UsingtheTCPretransmissionsmechanismon theabove casesto reducetheneedfor replication

hasoneslight disadvantage– someconnectionsmay be terminatedif a switchover occursduring a

link failure. If a link hasfailed, the remotepeerwill try to retransmitperiodically. Whenthe failed

link recovers,it is possiblethata switchover coincideswith anretransmissionfrom theremotepeer.

Theretransmissionis lost. If theretransmissionwasthelastto besent,TCPconnectionis droppedby

theremotepeer. As onsuchsituationconnectionis likely to breakanyway(TCPcontinuesretransmits

for approximatelytwo minutes),this is only aminor inelegance,notaproblem.

As expiring timersdo not necessarilycausereplication,all timersthatshouldhave expiredafter

the last replicationmustbe executed.This caneasilybe accomplishedby saving time-stampof the

lastreplicationandcomparingit to thecurrenttime. It would bepossibleto optimizethis stepaway,

asall externallyvisible eventscausereplicationandtheTCPtimersdo not have to bevery exact– a

timer canbedelayeda few secondswithoutsignificantconsequences.

Thereexist two separatescenariosfor switchover that interrupt socket calls: socket call is in

executionor socket call is blocking.

In the first scenariothe active card is executingsocket operation,but no replicationhasbeen

performedto thepassive (or replicationwasinterruptedby theswitchover) cardwhentheswitchover

occurs.In thisscenariothepassive cardjusthasto executeby itself thequeuedsocket operation.

In thesecondscenariocall blocksandthereplicationbeforeblockinghasbeensuccessfullyper-

formed. On suchcaseno additionallogic is necessary, asthe waiting call will be wakenedby the

eventit is waiting from thestack.Thesocket operationdoesnothave to bere-issued.
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11.2.7 Insertion of newcontrol card

Whenbootingwith singlecontrolcard,thereis no needfor replication.Whena new passive control

cardis insertedin runningnodethatalreadyhasacontrolcardor thenodeis bootedwith two control

cards,boththeBGP-4routingdaemonandtheprotectedTCPstatemachineshave to beinitialized in

thatcard. As with methodone,thebulk copy methodspresentedearlierareapplicable.Replicating

theTCPconnectionstatemachinesrequiresnoadditionallogic, asreplicatingdoesnotdiffer from the

regularreplication.

It is importantto guaranteethattheBGP-4routingdaemonsremainsynchronized,whendaemons

at both cardsareactivated. As stacksareimplicitly synchronized,they requireno specialattention.

Thiscanbeaccomplishedwith thefollowing sequence:

1. Disableemittingany new eventson theactive card.

2. Performreplication.

3. EnabletheBGP-4stackon thepassive card.

4. EnabletheBGP-4stackon theactive card.

5. Enableemittingeventsonbothcards.

Emitting eventsfrom the routedatabasemustbedisabledto guaranteethatBGP-4input queues

areidenticalin boththeactive andthepassive card.

11.2.8 Signalingdiagrams

Insertion of control card

Figure11.7showsthesignalingdiagramof theinsertionof anew passivecontrolcardto anodewhere

only onecontrolcardis originally present.

Whenthe passive cardboots,it first initializes both TCP andBGP-4stacks. UnprotectedTCP

connectionsmay proceed.BGP-4daemonis suspended(no processingis startedon thefirst hand).

Thepassive cardrequestssynchronisationfrom theactive card.

Theactive cardsuspendseventsfrom theroutedatabase.TheBGP-4daemonis suspened,asis

theprotectedportition of theTCPstack.Replicationis performedfor theTCPstackandtheBGP-4

daemon.Systemsoftwarewill synchronisethe routedatabase.The active cardinforms the passive

thatsynchronisationis finished.

Thepassive cardstartstheBGP-4stackandinformstheactive cardthatit is finished.Thisstepis

to guranteethat theBGP-4daemonhason passive cardall theeventsthat thedaemonon theactive

cardhas.Dependingon theroutedatabaseimplementationit might bepossiblethat thereis no need

to performenablingeventssynchronously. Thepassive cardthenasynchronouslyenablestheevents

from theroutedatabase.
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Figure11.7: Insertionof anew card(method2)

Theactive cardenablestheprotectedportition of theTCPstack,theBGP-4daemon,andfinally

BGP-4relatedeventsfrom theroutedatabase.

The sequenceis similar with thesimilar situationon the method1. The main differenceis that

this is somewhatsimplerandtheeventsin thissignalingchartcouldquitefreelybere-ordered.

Nonblocking send

Figure11.8shows a scenariowherea BGP-4timer initiatessendingof a TCP segment(e.g. keep-

alive). In thisscenarioTCPbuffershave enoughspaceandno blockingis necessary.

BGP-4daemonsreceive timer tic on bothcards.Processingtimer is synchronizedwith message

passing.The timer causesa packet to be sent. The BGP-4daemonsynchronizessend call with a

message.

On the passive cardthe TCP stackrecognizesthat socket identifier refersto a socket that is as-
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Figure11.8:Nonblockingsend(method2)

sociatedwith protectedTCPconnection.Thesend call is queued.On theactive cardtheTCPflow

control is consultedandasenoughbuffer spaceis detected,datais put to thesendqueue.Typically

TCP stackwould transmitlarge segmentsout immediately, but on this scenariotransmithasbeen

delayedto make its independenceof thesocket interfacemoreobvious.

Whenthesend call is aboutto return,replicationis performed.The returnvalueof thesocket

operationis transmittedfrom theactive cardto thepassive card.

BeforetheactualTCPsegmenttransmitis performed,thenew socket stateis thereplicatedto the

passive card. If transmitwould have beenexecutedwithin socket operation,replicationwould have

hadto flagthesendcall sothatit wouldnothavebeenmistakenlyexecutedtwice,if switchoverwould

have occurred.

Blocking recv

Thefigure11.9shows a scenariowheretheBGP-4daemonissuesreceive call thatblocks.

TheBGP-4daemonusesmessagepassingto synchronizethestartingof thesocket receive opera-

tion. Thepassive cardonly queuestherecvcall anddoesnothingelse.TheTCPstackon theactive

cardconsultsreceive buffers, anddetectsthemempty. The TCP stacksuspendstheBGP-4process

until datais receivedfrom thenetwork.

WhenaTCPsegmentbelongingto theconnectionis received,theTCPstackdecidesto sendim-

mediateacknowledgment.Immediateacknowledgmentsareonlysentwhenthereis in transmitbuffers

datato piggy bagwith acknowledgment.Usuallyacknowledgmentsaresentwith a delayor with the
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Figure11.9:Blocking receive (method2)

next datasegment.Replicationis performedto securedatathatwe areaboutto acknowledge. If no

acknowledgmentwould besent,this additionalreplicationwould not beexecuted.Acknowledgment

is transmittedby theactive card.

Properreturnvaluesandbuffers arepreparedfor returningfrom the receive call. Replicationis

performedto updatethestateandto transmitreturnvalueto thepassive card.BothTCPstacksreturn

thereceiveddata.

Switchover

A scenariowhereswitchover occursin themiddleof asocket call send is shown atfigure11.10.

In thisscenariotheBGP-4daemonwishesfor somereasonto transmitdataonaTCPconnection.

Thestartof thesocket call send is synchronizedwith a message,andtheBGP-4daemonson both

cardsissueasendcall to theTCPstack.

TheTCPstackon thepassive cardqueuesthesendrequest.Theactive cardperformsprocessing

relatedto sending,but crashesbeforehaving an opportunityto transmitthe actualpacket or before

returningfrom thesocket interfacecall.

Systemsoftware issuesswitchover notificationsto the BGP-4daemonandto the TCP stackon

thepassive card. The TCP stackrestartsthe queuedsend call, andperformsprocessingnecessary

for send.Thesend call thenreturnsandat somelatermomenttheTCPstackdecidesto sendactual

TCPsegment.

A morecomplex switchoverscenariois presentedonthefigure11.11.In it sendcall is interrupted
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Figure11.10:Switchover in middleof send(method2)

in themiddleof theTCPsegmenttransmission.

Thestartof thescenariois identicalto thepreviousscenario.For somereason,suchasthatsend

requestis large, the TCP stackon the active carddecidesto transmita TCP segmentimmediately.

Before transmittingthe TCP segment, replication is performedto updatethe passive card on the

acceptableacknowledgmentrange.At thesametime thequeuedsendcall is flaggedbeingin process.

While transmittingthe TCP segment,the active cardcrashes.In the examplepresentedby the

diagramthesegmentdid not transmitfully, andis thereforeignoredby theremotepeer.

Switchover occurs,but as the queuedsend call is flaggedasbeing in process,the only thing

that is done,is to return from the call as if it hadcompletedcorrectly. Whenno acknowledgment

is received from the remotepeer, normalTCP retransmitmechanismcausesa retransmissionto be

performed.ThenormalTCPretransmissionmechanismcoversthedatalost on interruptedtransmit.

A scenariowheretheactivecardcrashesin themiddleof replicationis shown onthefigure11.12.

In the scenarioa new TCP segmentfrom a remotepeeris received. The active cardperforms

normalTCPprocessingfor thesegment.TheTCPstackwaitsfor awhile,andasnodatais pendingfor

sending,it decidesto sendazerolengthTCPsegmentwith acknowledgment.Beforeacknowledgment

is transmitted,replicationis necessary.

The active card crashesduring the replication. Switchover is performedand the passive card

discardstheincompletereplicaandrevertsto previousreplicaof theTCPstate.No pendingtimersor

socket operationsaredetected,sonothingis donefor awhile.
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Figure11.11:Switchover in middleof transmit(method2)

The remoteTCP peerdoesnot receive acknowledgmentandthereforeretransmitstheTCP seg-

mentagain.Thisretransmissionis causedby theregularTCPretransmissionprocess.TCPprocessing

is carriedin normalfashionon theprotectingcard. After a while an acknowledgmentis sentto the

remotepeer. The TCP stackis now identical to what it would have been,if no crashwould have

occurred.

11.2.9 Advantagesand disadvantages

Oneof thekey advantagesof thismethodis, thatmodificationsto theactualTCPimplementationare

relatively few, althoughprobablylargerthanwith method1. Theassociateddisadvantageis thatlarge

modificationsto socket implementationarenecessary.

Anotheradvantagefor this methodis that the methodis easyto understandandsimple. As the

initial synchronizationis identical(exceptfor size)to theregularsynchronization,noadditionallogic

is necessaryfor it.

This methodrequireslesssynchronizationandthereforeit couldbemarginally fasterthanmore

synchronizedmethods.

Themethoddoesnotutilize hardwarebasedpacket duplicationfacility on thenode,andtherefore

replicationseemssomewhat redundant.Althoughthe link betweencontrolcardshasplentyof extra

bandwidth,thememorybandwidthof thenodesis limited. Thememorybusbandwidthmaybecome
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Figure11.12:Switchover in middleof replication(method2)

performancebottleneck.

Thismethodis applicablefor otherTCPapplications,aslongasall protectedapplicationsperform

socket operationsin the sameorder. As with method1, this requirementlimits applicationsof the

protectionin thefield of softwareupgrade.

As thesocket structuresareidenticalon bothcards,taskidentifiersmustbesynchronizedfor the

taskusingprotectedTCPconnections.

11.3 Method 3: replicating TCP and BGP-4 state

In this methodneithertheprotectedpartitionof theTCPstacknor theBGP-4daemonareexecuted

on thepassive card.Thestateinformationof bothstacksis replicatedfrom theactive card.

Thepicture11.13shows ageneraloverview of thismethod.

As canbeseenfrom thepicture,this methoddoesnot differentiatebetweeninitial andfollowing

replications– all protectionis performedwith replication.This methodis very lightweight,if MMU

assistedcopying is usedasthebulk transfermethod.

Onlyexternalinterfacesof theprotectedsystemaretheinterfacetowardsthesystemroutedatabase

andtowardstheIP stack.Thereforeruleswhento replicatearerelatively simple.Thereplicationmust

beperformed:

� BeforeaTCPsegmentis sent.
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Figure11.13:Overview of method3

� Beforeaneventreceivedfrom thesystemroutedatabaseis acknowledged.

� Beforeaneventis sentto theroutedatabase.

Theserulesarebasedontheprinciplethatnon-protectedentitiesmustnotnoticepossibleswitchover.

This methodconsiderstheBGP-4daemonandtheprotectedTCPstackasa singlewholeandrepli-

cationis alwaysperformedfor both. If replicationwereonly performedfor oneof thosetwo compo-

nents,therewouldbeneedfor complex rulesto ensureconsistency at socket interface.

11.3.1 Transmitting TCP segments

WhenaTCPsegmentis sent,thesenderalsocommitsto acceptacknowledgmentsfor thesentpacket.

Thereforethe replicationhasto be performedafter theTCP stackhasperformedprocessingfor the

send,but beforethe actualbuffer is passedto the IP stacksendqueue. This arrangementguaran-

teesthat if switchover happensafter transmittingthe segment,the passive cardis willing to accept

acknowledgmentfor it. As with method2, this modelutilizes the normalTCP retransmissionsto

recover packetslost in switchover thatoccurbetweenthereplicationandactualtransmit.

Replicationmustnot beskippedbeforesendingzerolengthTCPsegments.This behavior guar-

anteesthat replicationis alwaysperformedbeforesendinga TCP segmentwith ACK bit set(same

appliesto acknowledgmentby theselective acknowledgmentoption). Replicationbeforesendingan

acknowledgmentsis vital, assendingtheacknowledgmentswill causethesenderto removeacknowl-

edgedsegmentsfrom the transmitbuffersandthereforeremovesthepossibilityof re-obtainingdata

later.
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11.3.2 Receiving TCP segments

No specialbehavior is necessaryfor receiving TCPsegments.As presentedin thepreviouschapter,

replicationis performedbeforesendinganacknowledgmentfor the received segment. NormalTCP

retransmissionsareusedto recover packetslost in the interval betweenthe lastsynchronizationand

theactivationof thepassive card.

11.3.3 Socket interface

No modificationsarenecessaryto thesocket interface,asit is containedwithin theprotectedsystem.

This assumptionsetsthe limitation that all protectedTCP applicationsmustbe protectedwith this

samemethod.

11.3.4 Routing databaseinterface

This protectionmethodsetsa specialrequirementfor the systemroute databaseprotection: route

databaseon thepassive cardconsidersanevent to besentonly after theroutedatabaseon theactive

cardhasreceivedacknowledgmentfor thesentevent. Basicallythis meansthatall eventsfor BGP-4

daemonssentby the systemroutedatabasewait for an acknowledgmentmessage.Purposeof this

extensionis to ensurethatreplicatedcopiesof BGP-4statealwaysmatchwith thestateof thesystem

routedatabaseandno eventgetslostduringtheswitchover.

Replicationis alwaysperformedwhenanevent is received from thesystemroutedatabase.The

eventis acknowledgedwhenreplicationhasbeenperformed,andtheeventis processednormally.

Replicationis alsoperformedbeforesendinganevent to thesystemroutedatabase.Purposeof

this replicationis to guaranteethatnoeventsentby theBGP-4daemonis lostduringtheswitchover.

BothBGP-4daemonandsystemroutedatabasehavetoensurethatnoduplicateeventisprocessed.

The replicationstrategy itself guaranteesthat no messageis lost, but it doesnot guaranteeagainst

duplicatescausedby the fact that thesystemroutedatabaseis not necessarilyreplicatedat thesame

timeasis theBGP-4daemon.Avoiding doubleeventsis easilyaccomplishedby numberingevents.

An easieralternative wouldbeto specifythattheroutedatabaseandotherroutingprotocolsmust

be synchronizedat the sametime as the BGP-4 daemon. This approachwould be the easiestto

implement,but is notpresentedin this thesis,asno detailedinformationof thesystemroutedatabase

is assumed.

11.3.5 Replication

Replicationis performedwith oneof thebulk transfermethodspresentedearlier. As replicationsare

frequent,DMA baseddifferential memorytransferis the bestsuitedbulk transfermethodfor this

protectionmethod.It shouldbenotedthatthismethodis feasibleonly becauseof theconvenientextra

bandwidthavailablebetweencontrolcards.
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Thereis no inherentdifferencebetweeninitial andsubsequentreplications,althoughit is possible

to transferonly changedstructureson thesubsequentreplications.ObviouslyprocessingincomingIP

packetsbelongingto protectedconnection,evaluationof timersandreceiving eventsfrom therouting

databasehave to besuspendedduringtheactualcopying.

Someform of mutualexclusionmustbeutilized to guaranteethatreplicationis performedatsuch

time that thestateof both theTCPstackandtheBGP-4stackcanberecovered. If no modifications

aredoneto the stacks,the rule is that when replicationis performed,the stackthat did not cause

replicationmustbe in themain loop. For exampleif theTCPstackrequestsreplication,replication

maybegin only after theBGP-4daemonhasenteredto themain loop. In mostimplementationsthe

rule canberelaxed,astheonly thing that is really requiredis thattheotherstackis in suchstatethat

canbe expressedwith the replicateddata. With modificationsto the stack,it might be possibleto

remove this requirementaltogether. Obviously thestackthatinitiatesreplicationmustbein suchstate

that the replicacanrecover itself. Theserequirementsareobvious whenoneconsidersthe fact that

althoughtheprotocolstatemachinesarereplicated,actualprogramcountersandcall stacksarenot.

The rules above have an interestingconsequence:the BGP-4 daemonmust usenon-blocking

socket calls. This is not a problem,asmostof BGP-4implementationsuseasynchronousIO. Asyn-

chronousIO is oftenused,asblockingIO is not feasiblewhenpeercountfor singleroutercanbeeven

thousand.AlthoughasynchronousIO doesnotblock,select call does.Thereforeselectcallsmust

becheckpointedsothatreplicationcansafelybeperformedevenif theBGP-4daemonis blockingat

selectcall.

BGP-4 routing traffic is bursty by its nature– althoughHELLO messagesare periodic, other

messagesareonly exchangedduringinitial databasesynchronizationandwhenthenetwork topology

changes.Whentopologyof the network changes,or initial databasesynchronizationis performed,

hugeamountsof oneway traffic is transfered.An obvious optimizationis to advertisea large TCP

window, anddelaysendingacknowledgment.Suchadditionaldelaywould causeall traffic in single

burst to be processedwith two replications.First replicationwould of coursebe beforesendingan

acknowledgmentandsecondwouldbebeforeinforming systemroutedatabaseof changes.

11.3.6 Switchover

As replicationis only performedwhenanexternalinput is received or outputis emitted,the replica

is likely to containmany pendingtimers.At themomentof switchover all of thesetimershave to be

evaluatedat hastenedphase.Hastenedevaluationservestwo purposes:it ensuresthatall eventsare

performedwhenthey shouldbeandon theotherhandthey causeretransmissionof packetsthatmay

or maynothave beencorrectlytransmittedbeforetheswitchover.

Thesystemroutedatabaseneedsto re-emitall unacknowledgedroutingevents.Both thesystem

routedatabaseandtheBGP-4daemonhave to discardall duplicateeventsthey receive.

No otheractionis necessary, andpossiblelostpacketsarehandledby thenormalTCPretransmis-

sionmechanism.
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11.3.7 Signalingdiagrams

Insertion of control card

Insertionof anadditionalcontrolcardto a nodeis shown in figure11.14. Beforeinsertionthenode

alreadyhadonecontrolcard,andthenewly insertedcardis in theroleof thepassive card.
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Figure11.14:Insertionof anew card(method3)

Whenthepassive cardboots,it initializesboththeBGP-4stackandtheTCPstack.In thenormal

casethe purposeof theseinitializations is to allocateand initialize unprotecteddatastructuresand

enableunprotectedTCPconnections.If a switchover would occurduringtheinitial synchronization,

thesebarebonesmemoryimageswouldbetakenin useinsteadof thehalf-completeimagestransfered

from thefailedactive card.

Wheninitialization hasbeenperformed,thepassive cardrequestsinitial replication. The active

cardsuspendsprocessingof eventsfrom thesystemroutedatabase,evaluationof timersin bothTCP

andBGP-4stacks,andfinally processingof incomingTCP segments.The replicationis performed

with any of thebulk transfermethods.

Whenreplicationhasbeenperformed,theactivecardenablesall previouslysuspendedprocessing.

Unlike theprevious methods,synchronizationwith thepassive cardis necessary, becausenothingis
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enabledon thepassive card. The nodeis now capableof performingswitchover without disrupting

thelevel of service.

Send

Thefigure11.15shows a scenariowherea routelearnedby andIGP is advertisedfurtherwith pro-

tectedBGP-4connection.
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Figure11.15:SendingTCPsegment(method3)

In thisscenariosomeIGPdaemonlearnsagoodrouteto somedestination.Whenthesystemroute

databasereceivesinformationaboutthisnew route,it sendsandeventto BGP-4daemonontheactive

card.On theactive cardtheroutedatabasesendsaneventto theBGP-4daemon.On thepassive card

no eventis sent.

TheBGP-4daemonaddstherouteto its RIBs andperformsreplicationto thepassive card. The

eventis thenacknowledged.TheBGP-4daemonperformsrouteselectionto calculatewhetheror not

this new routeshouldbeadvertised.In this scenariothenew routeis advertisedto singlepeer, anda

BGP-4packet is constructedandsend socket call is executed.

The TCP stackperformsnecessaryprocessingfor the packet, enqueuesit, andreturnsfrom the

socket call. LatertheTCPstackdecidesto sendaTCPsegmentcontainingsomeof thebuffereddata.

The segmentis createdandproperheadersareattachedto it. Replicationis performedbeforethe

actualsendis commenced.Thenthenew TCPsegmentis transmittedto thenetwork.
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Receive

A typical TCP segmentreceive scenariois shown on figure 11.16. This scenariopresentsa typical

situationwheretheBGP-4daemonwaitsfor incomingBGP-4packets.
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Figure11.16:Receiving TCPsegment(method3)

TheBGP-4daemonwishesto beinformedaboutreceivedpacketsandfor thatendissuesselect

call. A TCPsegmentis received from thenetwork. Thesegmentcontainsnew datathat is addedto

receive buffers. Acknowledgmentfor thesegmentis hold backin thehopeof piggybackingit with a

datasegment.

TheBGP-4taskis wokenandtheselectcall returnsindicatingthata new datais readable.

As thereis no datato piggybackacknowledgmentwith, the TCP stackdecidesto sendan ac-

knowledgmentfor the received data. Beforetheacknowledgmentis sent,repplicationis performed.

Thentheacknowledgmentis sent.

TheBGP-4daemonissuesnonblockingrecv call to retrieve received datafrom theTCPstack.

The received BGP-4 packet containedinformation that forcesthe route selectionprocedureto be

performed.As a resultof routeselection,thesystemroutedatabaseneedsto beupdated.

Beforeaneventis sentto thesystemroutedatabase,replicationis performedto bothguaranteethat

no eventis lostandto reducepossibilitythattheexpensive routeselectionwouldhave to beexecuted

at switchover situation. In theorythis replicationis unnecessary, but in practiceit makesswitchover
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mucheasier. Theeventis thensentto thesystemroutedatabase.

Switchover

This protectionmethodhastwo specialcasesof switchover that merit further examination. These

specialcasesoccurwhena switchover occursduringprocessingof a routedatabaseeventor during

transmittingIP packets.

Thefigure11.17shows ascenariowhereswitchover occursduringa routedatabaseevent.

control TCP BGP-4 BGP-4 TCP controlroute db route db

Active card Passive card

event

route
selection

replicate

ack event

crash
switchover

switchover
switchover

event

Figure11.17:Switchover duringprocessingof routedatabaseevent(method3)

The systemroutedatabaseon the active cardsendsa routing event to the BGP-4daemon.The

daemonaddsevent information to the local databaseandperformsreplicationto the passive card.

Due to a hardwarefailure the active cardcrashesduring the replication. The incompletereplicais

discardedandthe previous oneis used. The previous replica is the replicathat wascreatedby the

previousreplicationcausedby any eventor if thecrashoccurredat thefirst event,thereplicathatwas

createdduringtheinitial replication.

Switchover is performedandthepassive cardbecomestheactive one. A switchover notification

is sentto theBGP-4daemon,to thesystemroutedatabaseandto theTCPstack.Theorderof these

notificationsdoesnotmatter, asreplicationrulesabove do notallow socket callsto beinterrupted.

The systemroutedatabasenoticesan unacknowledgedevent andre-emitsit immediately. The

BGP-4daemonhasold stateinformationandis thereforenot awareof the previous instanceof the

samerouting event. Thereforethe routing event is processesnormally. The routing event is then

acknowledged. No replicationis performed,as thereis no protectingcard when the other card is

down.
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TheBGP-4daemonthenperformsrouteselection.Thechangeindicatedby theroutingeventhas

not causedany changesto theadvertisedroutesandthereforeno packetsaresentto thepeers.

Theotherspecialcaseof switchover is presentedon thefigure11.18.
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Figure11.18:Switchover duringtransmission(method3)

Thescenariostartssimilarly with thesendscenariopresentedabove – anevent from thesystem

routedatabasecausesa changeto routesto be advertised. The changein advertisedroutesaffects

oneBGP-4peer, andtheBGP-4daemonissuessend call to theTCPstack.TheTCPstackperforms

necessaryprocessingfor thesend.Beforethetransmissionof aTCPsegment,replicationis performed

to protectchangedstateon thesocket interface.

During the actual transmissionthe active card crashes. The TCP segmentwas only partially

transmitted,andthereforehasincorrectchecksum.ThepartialTCPsegmentwill bediscardedby the

remotepeer.

Switchover occurs,andall componentson thepassive cardarenotifiedof it. Theorderof notifi-

cationsmakesno difference.In actualimplementationit is likely thatcheckpointmechanismswould

requiretheBGP-4stackto beenabledfirst. Dependingon the implementationthe interruptedtrans-

missionof theTCPsegmentis eithercontinuedimmediatelyof whena retransmissiontimer expires.

Thediagramassumesthattransmissionis performedimmediately.
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If switchoverwouldhaveoccurredduringthereplicationbeforethetransmission,thereplicamade

during the routeevent processingwould have beenused. In that casesocket call to the TCP stack

would have beenre-issued.If switchover would have occurredright after the transmission,unnec-

essaryretransmissionwould have beenperformedby the passive card. As the remotepeerignores

unnecessaryretransmit,no harmwouldhave occurred.

WhentheTCPsegmenthasbeentransmitted,thepassivecardis in thestatetheactiveshouldhave

beenaftersuccessfullyperformingthetransmission.

11.3.8 Advantagesand disadvantages

Themostimportantadvantageof this protectionmethodis thatmodificationsto theBGP-4daemon

andto theTCPstackarerelatively few. If only non-blockingIO is necessary, replicationcallsto afew

selectedpositionsareall that is necessary. On theotherhandif blockingsocket calls arenecessary

finegrainedcheckpointingof theBGP-4daemonis necessary. Of coursethememoryallocatorhasto

bemodified,but in practicemodificationsareminimal.

An advantagethat this methodshareswith themethod2 is that it is easyto understand.Thereis

no complex initial replication,asall replicationsarethesame.

As this methoddoesnot requiresynchronization,only replication,it is feasibleto expecthigher

performancethanwith methodsoneandtwo. This expectationis basedon the fact that replicated

datasetsare relatively small while the bandwidthof the link betweenthe control cardsis huge. A

limiting factorfor theperformanceis how finegrainedsynchronizationis necessarybetweentheBGP-

4 daemonandthe TCP stack. If morefine grainedsynchronizationis usedfor selectingreplication

time,performanceis better, but on theotherhandmodificationsto theBGP-4codearelarger.

Hardwarebasedpacket replicationis not utilized, andthereforethis methodseemsto be a poor

fit for our environment. On the other handthe link betweenthe control cardsis utilized asmuch

aspossible. Thereis somerisk that memorybandwidthutilization of the active cardmight reduce

performancedrasticallywhencertaintraffic level is reached.

Theuseof thismethodtendsto createsituationwerework loadisunevenlydistributedbetweenthe

activeandthepassivecard.Unevenloaddistribution is good,if theactivecardhasenoughCPUpower

to performall of its task– the passive cardis mostly idle andthat savespower andthereforeeases

problemsrelatedwith the cooling. On the otherhandif theCPU of the active cardis not powerful

enough,moreevenloaddistribution is necessary.

Althoughthismethodcanbeusedfor all typesof TCPapplications,thelackof supportfor block-

ing socketshindersgeneralusabilityof thismethod.

11.4 Method 4: graceful restart mechanismfor BGP

Thegracefulrestartmechanismfor theBGP-4introducedin chapter8.1.1maybecomeinternetstan-

dard,andthereforeshouldbeseriouslyconsidered.
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Although thegracefulrestartmechanismsis intendedfor singlecontrol cardenvironment,there

is no needto abstainfrom usingit in two controlcardenvironment.In two controlcardenvironment

no synchronizationor replicationis necessarybetweenthe control cards. Insteadwhenswitchover

occurs,the BGP-4daemonon the protectingcard re-establishesall connectionsand re-obtainsall

BGP-4routing information. As the stateof forwardingplaneis retainedduring the switchover, the

protectingcardcanpretendto betheformeractive cardrestarting.

Thegracefulrestartextensionisunabletoprovideprotectionin situationswhereswitchoveroccurs

in middleof forwardingplaneupdate.Onsuchsituationtheforwardingplanewouldgoto inconsistent

state.As theforwardingplaneconsistsof line cardswith separateprocessors,it is easyto arrangethe

updateto happenatomically– modificationsaretransmittedto line cardandactivation commandis

sendasmulticast.Thisarrangementguaranteesthatthegracefulrestartextensionworksin everycase.

As thegracefulrestartextensionis extensively introducedin chapter8.1.1,it is not describedin

detailhere.

11.4.1 Switchover

The switchover procedureis always the same,regardlessof what the active cardwasdoing at the

momentof theswitchover. Figure11.19shows theswitchover in a situationwherethereis originally

only oneBGP-4peer. Switchover with multiple BGP-4peersis identicalto this simplecase,but in it

multiple connectionsarere-establishedsimultaneously.

Whentheswitchover occurs,theBGP-4daemonandthesystemroutedatabasesarenotifiedof it.

TheTCPstackneedsnot to benotified,asit containsno protectionlogic. Thesystemroutedatabase

marksall BGP-4routesasstale.TheBGP-4daemonperformsstart-upproceduresandrequestsTCP

stackto establisha connectionto the peer. In thefigure theconnectionattemptsucceeds.It is also

possible,thattheremotepeermanagesfirst to connectto us. In bothof theabove casestheresultis a

full duplex TCPconnection.

TheBGP-4peersexchangeOPENpackets.Thepassivecardusesrestartflagin thegracefulrestart

capabilityoptionto indicatethattherouterrestarted– switchover is restartfrom theperspective of the

gracefulrestartextension.The forwardingbits aresetto indicatethat therewasno disruptionto the

forwarding.

Theremotepeersendsits databaseto thepassive card.Whentheend-of-RIBmarker is received,

therouteselectionis performed.Resultingroutesaresentto thesystemroutedatabase.Thesystem

routedatabaseremovesstaleroutesandinstantiatesthesenew routesto theforwardingplane.In stable

networksno routechangeshappenduringtheswitchover andthereforethisprocedureoftenproduces

no changesto theforwardingplane.

Thepassive cardthenadvertisesits routesto the remoteBGP-4speaker. Whenthepassive card

sendsend-of-RIB,switchover hasbeenfinished.
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Figure11.19:Switchover (method4)

11.4.2 Advantagesand disadvantages

This methodis the easiestof all protectionmethodsto implementandunderstand.No changesare

necessaryto theTCP stackandmodificationsto theBGP-4daemonarelimited to a clearlydefined

protocolextension.

Themethodcausesno additionalprocessingor bandwidthrequirementsandit doesnotaffect the

normalroutingperformance.As nodatais transferedbetweenBGPandTCPstackof theactiveandof

thepassivecard,thereis noneedto worry aboutsoftwareversionincompatibilities.Softwareversions

justneedto becompatiblewith theforwardingplaneinterface.

During the databasereobtainingproceduresfollowing the switchover the router is unableto

changeforwardingthat is basedon the routeslearnedby the BGP or advertisingchangesin routes

to otherBGP-4peers.This limitation maycausetransientrouting loopsanderrorsduringtherecov-

ery.

This methoddoesnot work with BGP-4nodesthatdo not supportthegracefulrestartcapability.

It remainsto beseenwhetheror not this is a problem– thebig playerssuchasCiscoandJuniperare

originatorsof the gracefulrestartdraft andthereforeit is likely that they will implementit. On the
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otherhandit is possiblethat thedraft will beabandonedandmostrouterswon’t supportthegraceful

restartmechanism.In any case,implementationof this methoddoesnot causeincompatibilities,as

useof theprotectionis negotiatedseparatelyfor eachconnection.

Theuseof thisprotectionmethodcanturnto beasanadvantageor adisadvantage– if thismethod

becomesa widely used,useof it enablesprotectedservicein multi vendornetworks. On the other

handif thismethodis abandoned,useof it is possibleonly in singlevendornetworks.

The methodis not applicablefor protectingother TCP applications,as protectionis achieved

with modifying theBGP-4protocolitself. Thetrendseemsto beto specifysimilar enhancementsto

protocols.Thelabeldistribution protocol(LDP) alreadyhassuchextensions.

11.5 Method 5: terminating TCP sessionsat line cards

Theobvious methodfor solvingproblemwith TCP sessionsis to terminatethemat line cards.The

TCP statemachinesare executedon the line cardsand datais transferedwith ITC multi caststo

the both control cards. The situationremindsSOCKSserversusedwith somefirewalls [16]. The

arrangementis shown in figure 11.20.

As canbeobservedfrom theoverview picture,theline cardterminatingtheTCPsessionbecomes

a singlepoint of failurefor theconnectionthat it is protecting.Line cardprotectionbecomesimpos-

sible,asuseof it would requiresimilarTCPprotectionmethodsbetweentheline cards.

Loadbalancingis impossible,unlessTCPpacketsbelongingto agivenTCPsessionareforwarded

to adedicatedline cardthathandlestheTCPsessionterminationfor thatconnection.In suchsituation

failureof oneline cardwouldcausedisruptionto theall sessionshandledby thefailing card.

Although this methodhasseveredisadvantages,it alsohasan appealingadvantage:it is simple

to implement.Most likely a modifiedSOCKSserver andlibrary could beusedfor implementation.

Modificationsto theSOCKSprotocolwould be necessaryfor implementingITC multi castsupport

andsupportfor multiple SOCKSservers(multiple line cards). Line cardscorrespondoneor more

network interfacesfrom the point of view of the SOCKSserver. The correctSOCKSserver for

particularsocket operationwould have to be selectedbasedon destinationIP address.Accepting

connectionswouldhave to beperformedonall SOCKSservers.[16]

This methodis unsuitablefor hardwarearchitecturethathasseveral line cards,ason sucharchi-

tectureit only movestheprotectionproblemto anotherlocationor createsa singlepoint of failure.

As backplaneis passive it cannotbeusedinsteadof line cards.

This methodwaspresentedonly for thesake of completeness.Althoughthemethodis excellent

for certainarchitectures,it is uselessfor highly redundantarchitectures,suchastheoneusedin the

carrierclassrouterplatform.This methodmustnotbeused.
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Chapter 12

Comparisonof the protectionmethods

As describedabove, protectingall BGP-4connectionsis vital. If BGP-4 connectionsare lost, no

packetsaresentto therouterandall otherprotectionmeasuresarein vain. Below, themostsuitable

protectionmethodis selectedfrom themethodspresentedin previouschapter.

12.1 Selectionof protection method

Themethodspresentedin thepreviouschapterspresentfour differentapproachesto protection:pro-

tocol modification,replication,synchronizationandcombinationof replicationandsynchronization.

The methodfive is discardedfrom the selectionprocess,as on our hardware architecturethe

methodaccomplishesnothing.

Thechaptersbelow evaluatetheremainingfour methodsagainsttherequirementswe setforth in

chapter9 andconsiderotherimportantaspectsthataffect theselection.Table12.1showssummaryof

evaluationof theprotectionmethods.

Criteria Method 1 Method 2 Method 3 Method 4
Minimal interruptionto thetraffic none none none some
Softwareversioncrosscompatibility partial partial partial full
Compatibilitywith third partyrouters full full full circumstantial
Suitability for otherTCPapplications partial partial partial none
Changesto existingcode huge large large minimal
Overhead some some some none

Table12.1:Summaryof protectionmethods.

Thedetaileddescriptionsof themethods1, 2, 3, and4 is availableatpages51,62,73,and82.

12.1.1 Minimal interruption to the traffic

As forwardingis performedonseparatehardware,theswitchover in itself doesnot causeinterruption

to theforwardingof packets.Possibleinterruptionoccurseitherbecausetheforwardingplanecontains
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outdatedroutesor otherrouterschoosenot to forwarddatato theprotectedrouter.

Methodsone,two andthreearecapableof performingtheswitchover in lesstime that it takesto

processa singleBGP-4packet. Therefore,thesemethodsaretotally transparentto bothBGP-4peers

andto theforwardingplane.

Methodfour maycausetransientforwardingloops,andthereforethepassingtraffic maybetem-

porarilyinterrupted.Althoughtheloopsoccuronly if network topologychangesbeforetheswitchover

is complete,someinterruptionto the forwardedtraffic is possible.Themethodfour doesnot fulfill

this requirementfully, but providesadequateservicefor mostapplications.

12.1.2 Software versioncrosscompatibility

As methodfour transfersnodatabetweentheTCPstacksor theBGP-4stacks,thereis noquestionof

thesuitabilityof themethodfor softwareupdatepurposes.

The threeother methodstransfervarying amountof databetweencontrol cards. As in initial

replicationwholestateinformationis transfered,incompatiblesoftwareversionscanbreakthesethree

protectionmechanisms.Althoughsomeincompatibilitiescanberestrictedwith conversionroutines,

conversionfrom the newer versionto an older oneis not necessarilyalwayspossible.Also, if new

BGP-4capabilitiesareadded,it is entirelypossiblethatswitchovercannotbeperformedfrom anewer

versionto olderversions.If a new BGP-4capabilityis negotiatedwith a remotepeer, a cardrunning

old softwareversionthatdoesnotsupportthenew capabilitycanin nowaysuccesfullytalk to remote

peeron theconnectionthathasthenew capabilityenabled.Theseproblemscanof coursebelimited

by enablingonly thoseBGP-4featuresthatbothcontrolcardscansupport.

Partial compatibilityfor softwareupdatesexistsin thefirst threemethods.Thiscompatibilitycan

beenhanced,with thecostof extracodeandCPUconsumption.

12.1.3 Compatibility with third party routers

Thefirst threemethodsaretransparentto otherroutersandthereforethey donot requiresupportfrom

othervendors.Althoughthesethreemethodsprotecttherouter, they offer noservicesfor otherrouters

to implementprotectionservices.

Methodfour requiressupportfrom third party routers. The flip sideof this requirementis that

animplementationof methodfour offersservicesthatthird partyrouterscanusefor protectingthem-

selves.In otherwordstherouterrequireshelpfor successfulprotection,andin returnit canalsohelp

otherroutersto protectthemselves.

Usually thewholenetwork needsto beprotectionaware,andthereforeit is vital thatprotection

supportis offered to other routerswhenever it is needed. At the momentit is impossibleto say

whetheror notmethodfour takeswind underits wings,andthereforeit canonly beconcludedthatall

of thesefour approacheshaveequalmeritsin thisarea.All of thesemethodspossessarisk of possible

incompatibilitiespendinghow thestandardizationwork proceeds.
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BGP-4is oftenusedto exchangeroutinginformationacrossadministrativedomains.Theoperator

cannot dictatewhat equipmentother operatorsand clientsuse. Thereforeit is likely that even if

method4 would becomean internetstandard,routersthatdo not supportit would be arounda long

time.

12.1.4 Suitability for other TCP basedapplications

Thefirst threemethodsaresuitablefor otherTCPbasedapplications.Methodsoneandtwo require

enhancementsto protectedapplicationsto ensureidentical orderingof events in both cards. The

first threemethodsrequirethat the protectedapplicationsaredeterministic. Modificationsfor the

replicationarenecessaryfor theapplicationsthatareprotectedwith any of thesethreemethods.

Methodfour is only suitablefor protectingBGP-4protocol.Similar enhancementscanof course

bespecifiedfor otherprotocols.Theconceptis re-usablebut theimplementationis not.

12.1.5 Minimal changesto existing code

Of thesefour methods,methodfour requiresleastchangesto existingcodebase.Thechangesrequired

by methodfour aresmallandlimited to asmallsectionof thewholecode.

Methodonerequirescomplicatedchangesto boththeBGP-4daemonandto theTCPstack.Meth-

odstwo andthreerequirelesseramountof changes,but still muchmorethanmethodfour.

Methodfour is clearwinneron thiscategory.

12.1.6 Minimal overhead

Methodfour imposesalmostnooverheadat all comparedto unprotectedBGP-4.

Methodoneuseshardware basedpacket duplicationserviceandcausesonly little overheadin

a form of synchronizationcode. Although the overheadis minimal, the constantsynchronization

imposesdelaysto applicationandthereforereducesmaximumpossibleperformanceof the BGP-4

routingdaemon.Thesynchronizationpenaltydoesnotaffect to otherprocessingon thecards.

Methodstwo andthreeimposesomeoverheadin form of replicationandsynchronisation.With

properimplementationanduseof agoodbulk copy methodtheoverheadis relatively smallandshows

mostlyon thememorybussesof controlcards.Thesemethodshave betterperformancethanmethod

one.

Methodfour is beston thiscategory.

12.2 Selectedmethod

Methodstwo andthreeappearto beusable,but arenotasgoodasothermethods.As hardwarebased

packet replicationis not utilized by thesetwo methods,someof hardware resourcesarein a sense

wasted.
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Methodfour is superiorto theothermethodsin all but two areas– at thespeedof switchover and

atcompatibilityto thethird partyhardware.

Methodoneappearsto be a solid methodthat cansupporttelecomlevel protection. The only

problemwith methodoneis thatsoftwareupgradesmaycauseproblemswith it, if functionalityof the

routingdaemonsdiffer betweensoftwareversions.

Theselectedsolutionis to implementbothmethodoneandmethodfour. Methodsoneandfour

can co-exist on sameTCP connectionand thereforetrying to negotiatemethodfour never causes

any harm. Shouldthe remoterouterneedthemethodfour servicesto recover from a crash,they are

available. Methodfour canalsobeusedto updateincompatiblesoftwareversions.Methodonecan

beusedin combinationwith methodfour, if the remotepeerdoesnot supportmethodfour or if the

servicelevel agreementrequiresfasterswitchoversthanmethodfour canoffer.

Togethermethodsoneandfour canoffer unparalleledperformanceandcompatibility. Combining

thesetwo methodsvirtually removesall the defectsof thesetwo methods.The inconveniencewith

thisapproachis thatimplementationeffort is quitelarge,asbothmethodsshouldbeimplemented.



Chapter 13

Adaptation to the carrier classrouter

envir onment

BGP-4routingdaemonis a partof a off-the-selfrouting toolkit availablefrom a third partyvendor.

This daemonwill beextendedto supportthegracefulrestartmechanism.By default all connections

shallbenegotiatedwith thegracefulrestartcapability.

As our routersareend-to-endmanaged,networks often containcontinuoussegmentsof our de-

vices.Thereforegracefulrestartextensionis guaranteedto besupportedin mostBGP-4connection.

Interfacesto third partydevicesareat thenetwork edgeandat thenetwork coreedge.It is likely that

third partyroutersareonly encounteredat theseedges.This reducestherisk causedby thepossibility

thatthegracefulrestartmechanismfor BGP-4is notwidely adopted– it canstill beusedbetweenour

equipments.

Whena remoterouterdoesnot negotiatethegracefulrestartcapability, theunderlyingTCPcon-

nectionis protectedusing method1. As method1 was specificallydesignedfor the carrier class

routerenvironment,it requiresno specificadaptation.TCPconnectioncanalsobeprotectedif net-

work managerdecidesthatswitchover timesofferedby thegracefulrestartextensionfor BGP-4are

insufficient.

The useof method1 requiresthat protecteddatastructuresare compatible. If software with

incompatibledatastructuresis updatedto either control card,method1 protectionis lost from all

protectedconnections.Connectionsthemselveswould beinterruptedduringthenext switchover. To

minimize interruption,the routing softwarealways tries to negotiatethe gracefulrestartextension,

regardlessof theusedof method1 protection.

Purposeof method1 protectionis to offer protectionfor connectionsto legacy devices that do

not supportthe gracefulrestartmechanism.Method1 is alsousedfor most importantconnections

to provide enhancedswitchover performance.The graceful restartmechanismis usedto provide

lightweightprotectionandtransparentsoftwareupdatecapabilities.
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Chapter 14

Conclusions

This work investigatedseveralpossibilitiesfor protectingBGP-4routingconnections.Early chapters

of this thesisintroducedthecarrierclassrouterarchitectureandprotocolsandinterfacesrelatedto this

work.

Chapter6 presentedcurrentsolutionsfor high availability routing. It wasobserved thatnoneof

theintroducedmethodsofferedlevel of availability requiredby thecarrierclassrouter.

Chapter7 introducedthe conceptof protection. The benefitsof the protectionwerenotedand

commonlyusedimplementationstrategieswerediscussed.It wasobserved thatprotectionis hardto

implementon IP baseddevices. Chapter8 introducedprevious work on areaof protectingrouting

connections.ExistingmethodsbasedonprotectingTCPconnectionsappearedto belackingin oneor

moreways,whereasextensionsto routingprotocolsappearedto bequitepromising.

Chapter9 setforth requirementsthat wereusedfor evaluatingdifferentprotectionmechanisms.

Therequirementswereusedto derive theminimumsetof datathatmustbeprotectedto ensuresuc-

cessfulfulfillment of therequirements.

Chapter10proposedtwo methodsfor performingreplicationnecessaryfor many protectionmeth-

ods. It wasobserved thatMMU assistedDMA transferis superiorto traditionalserializationbased

bulk transferapproach.

Chapter11 proposedseveral methodsfor protectingTCP basedrouting connections.Methods

weredescribedin detailandtheirgoodandbadsideswerediscussed.It becameapparentthatalthough

severalmethodsaremoreor lesssuitable,implementingmostof themis difficult.

In chapter12 the requirementsdefinedin chapter9 wereusedto compareproposedprotection

methods. Noneof the proposedmethodsalonecould fulfill all the requirements.Combinationof

protectingTCPstatemachineswith logical synchronization(method1) andof gracefulrestartmech-

anismfor BGP-4(method4) waschosenasthe protectionmethodfor BGP-4routing connections.

This combinationdoesfulfill all therequirements.Adaptationof thesemethodsfor thecarrierclass

routerevironmentwasdescribedin chapter13.

On thechosensolutiona new BGP-4capabilityis negotiatedwith remotepeers.This capability

allows re-establishmentof brokenTCPconnections.Whensuchcapabilitycannot benegotiated,or
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betterresponsetimeis necessary, TCPstatemachinescanbeexecutedonbothcontrolcards.To avoid

statemachinedivergence,TCPeventson bothcontrolcardsareperformedon thesameorder.

To summarize,this thesishasintroduceda methodfor protectingTCPstatemachinesandcom-

binedit with a relatively new BGP-4extensionto allow protectionof BGP-4routingconnections.If

thegracefulrestartmechanismbecomeswidely implemented,theneedfor protectingunderlyingTCP

connectionswill diminish.
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