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BGP-4 BorderGatevay Protocol4, arouting protocolfor interAS reachabilityinformationdistribu-
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LDP LabelDistribution Protocol,a signalingprotocolusedin MPLS networks.
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MD5 Messageigest5, ahashfunction.
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memoryprotectionandmemoryaccesaccounting.

MPLS Multi ProtocolLabel Switching,alayer?2.5 switchingtechnology
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NTP Network Time Protocol.A protocolfor synchronizingclock with remotesener. [19]
OSPF OpenShortesPathFirst, a popularlink statebasednterior routingprotocol.

PDH PlesynchronoubBigital Hierarchy atransportechnologythatis usedin traditionalaccesset-
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RIP RoutinginformationProtocol,asimpleIGP.

RSVP-TE An extendedversionof resourcereseration protocolfor traffic engineering. RSVPis
usedin MPLS networksfor signalling.

RTOS RealTime OperatingSystem.

SDH SynchronoudDigital Hierarchy a resilienttransporttechnologyusedin traditional transport
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SOCKS A proxy protocolfor TCPandUDP basedapplications[16]

switchover Procedurevherea protectingcardassumesesponsibilitieof the protecteccard.
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Chapter 1

Intr oduction

In recentyearslP basecthetworks have challengedraditionaltelecommunicatiometworks (networks
orientedtowardsNx64 services)n nearlyall applicationareas Althoughoriginally designedor best-
effort dataservices]P networksarenowvadaysusedin mary moredemandingapplicationareassuch
asvoiceandvideotransfer IP deviceshave historically beendesignedwith best-efort mind set,and
thereforelP routersarenot asreliableastheir telecomcounterparts.

Migration from old telecommunicatiotechnologiesoward IP basedsolutionshascreateda need
for morereliablelP basedevices. Customergxpectthatvoice over IP applicationgrovide thesame
reliability asthe traditionaltelephoneserviceprovides. Also new applicationareassuchasmission
critical eBusinesspplicationsandtele medicinerequirehigh reliability.

A commonmethodof enhancingobustnes®f telecommunicationdevicesis protection-aredun-
dang of hardwarewherein the eventof failure a backuphardware canreplacethe failed component
with neggligible effect onthelevel of serviceusersareexperiencing.

This thesisinvestigateshow BGP-4routing protocolsessionsanbeincorporatedo a protected
IP router The purposeof the BGP-4 protectionis to ensurethat hardware andsoftwarefailuresand
upgradesof equipmentand software do no affect routing connections.A failure in BGP-4routing
connectiorleadsinevitably to temporarydisbandingof the failed routerfrom the network andthere-
foreto lossof service.ThelP routerdesignusedasthe baseof this studyis anupcomingcarrierclass
routerplatform. The purposeof this thesisis to develop a methodthat canbe usedto switchBGP-4
sessiongo the backuphardwarewhenthe primary hardwarefails.

The next chaptempresentghe architectureof the carrierclassrouterplatform. Thentransmission
controlprotocol(TCP),bordergatavay protocol(BGP-4)andsoclet interfacearepresentedh detail.
Chapter6 presentzurrentsolutionsfor high availability routing. Chapter7 introduceghe conceptof
protectionin detail. Previouswork is thenreviewed andrequirementsare setfor evaluatingvarious
solutions. Chapterll presentsprotectionmethodsin detail and evaluatestheir suitability against
the requirements.Chapterl2 comparesadwantagesand disadwantagesof the presentedorotection
methods Finally conclusionsarepresentednda suitableprotectionmethodis named.
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Chapter 2

Systemarchitecture

This study is a part of the carrier classrouter platform developmentactvities. The router hasa
throughputin excessof seseral gigabitsper second.The routercombinesboththe normallP routing
andmultiprotocollabelswitching(MPLS). Therouterhasa hugenumberof interfacesandtunnelend
points.

The routeris designedo provide the level of reliability and redundang commonlyassociated
with traditionaltelecomequipmentAll partsexceptthebackplaneareredundant.

The carrierclassrouter platform hasthreemain componentsbackplanecontrol cards,andline
cards.The controlcardcanbe protectedoy addinganadditionalcontrol card. Line cardscanalsobe
protecteckitherby link level protectionor by load balancing.Thethreemaincomponentsreshavn
in thefigure2.1. In thefigurethefull meshconnectiity providedby thebackplands emphasizegvith
multiple connectiity arrovs. The numberof line cardsperbackplands notlimited to four shavn in

thepicture.
Control Control
Card Card
Backpl ane
Li ne Li ne Li ne Li ne
Card Card Card Card

Figure2.1: Systemarchitecture

Theprocessoenvironmentof therouteris PaverPC.Typically the controlcardhasa high perfor
manceG3 processomwith morethan300 MIPS of computingpower. Line cardshave typically low

3



4 CHAPTERZ2. SYSTEMARCHITECTURE

endPowerPCprocessorsachatleastcapableof 100MIPS performanceEachcontrolcardcontains
atleast128 megabytesof RAM.

2.1 Backplane

All cardsareconnectedo the backplane.The backplands passie anddoesnot containa processor
or ASICs. It is responsibldor providing the gigabitlevel low delaypoint-to-pointlinks betweerall
possiblecardpositions.Otherfunctionsof thebackplanereto provide electricityandcommunication
channelgo supportfacilities (power units, coolingequipmentgtc). The backplanecontainshot swap
slotsfor two controlcardsandfor severalline cards.Any cardcanbeattacheddr removedon thefly.

2.2 Control card

The active control cardis responsibldor high level tasks. Its responsibilitiesnclude executingall
routing protocols,executing MPLS relatedsignaling protocols(LDP and RSVP-TE), maintaining
managementonnectionsandrunningothernodevide tasksnot directly relatedto forwarding.

Both control cardshave their own processors.As software upgradewithout disruptionto the
serviceis oneimportantapplicationof the protection,it mustbe assumedhat softwareversionscan
differ betweencontrol cards. Control cardsdo not have a commonprocessoiclock source,andall
clocking andtime-keepingis independent.Real-timeclocks are synchronizedusing NTP protocol.
Although NTP protocolprovidestheoreticalresolutionof 1.1 * 1010 s, poorlocal clock resolution,
available NTP senersandlarge NTP polling intenals degradethe actualtime keepingresolution.
It mustbe assumedhat the time differencebetweenthe active andthe passie card canbe several
milliseconds[19]

2.3 Line cards

Line cardscombineswitchinglogic andactualphysicalinterfacemodules. Physicalinterfacesvary
from gigabit ethernetto ATM connections. Line cardsare responsiblefor performing actualfor-
wardingandrelatedtasks,suchascollectingstatisticsfor the control card. Althoughline cardsare
dependenbn the existenceof the control cardfor routinginformationandsystemmaintenancéunc-
tions, they are autonomousomputerghat can performmary taskswithout the help of the control
card.

All forwardingand switchingis doneby dedicatedchardware on the line cards. This hardware
consistmainly of ASICsandnetwork processorsThe hardwarecanperformregular switching,filter-
ing, andbulk encryptionwithout the assistancef the processor The whole consistingof hardware
andsoftware participatingin the actualforwardingis calledasthe forwardingplane. In a basiccase
forwarding doesnot requirecontrol cardintervention— whenthe control card hasprogrammedhe
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forwardingtableto the forwardingplaneandsetup the ARP cache ho furtherinterventionis neces-
saryunlessthe routingtableneedso be changedr the ARP cacheneedsto be updated.Obviously
the control cardsdo collectvariousstatisticsfrom the line cards,but this hasno effect on the actual
forwarding.

Once programmedthe forwarding plane continuesrouting as long as there exist at leastone
functioning control card. Switchorer doesnot stop forwarding or resetthe forwarding tables. If
both control cardsmalfunction,the forwarding planeautomaticallyshutsdowvn. Reasoningoehind
this behaior is that whenthereis no managemeninterface, there should not be ary forwarding
— otherwisethere could be situationswhere forwarding plane would forward wildly and network
operatowould have to go on-siteto stopthe forwarding.

2.4 Software ervironment

AMX real-timeoperatingsystemis usedonall cards.AMX is manufcturedoy a Canadiarcompary
Kadak.Perhapshebestknowvn useof AMX is asthe baseof PalmOSusedon PalmPilots.PalmOSis
alsoagoodexampleof versatilityof AMX — PalmOSis actuallyAMX with statictaskconfiguration
andcustominterfacelibrary ontop of it.

AMX offersreal-timeschedulingmessag@assingservicessynchronizatiorprimitivesandver
satile memorymanagemenservices. AMX is very small, and all aspectsf it canbe configured.
AMX in noway limits whatis doneby the software.

All cardshave capabilityfor non-TCPbasedreliable internodecommunication.Suchcommu-
nicationcanbe directedalsoas multicastfor both control cards. This facility is hereon referredas
ITC.

2.5 TCP/IP stack

The TCP/IP stackis derived from a recentFreeBSDrelease.The TCP/IPimplementatioris single
threadedandis executedasa separatehread. The software stackis only usedfor connectiongermi-
natingon the cardwherethe stackis running.

Most of the communicatiorto the TCP/IP stackis throughmessagassing.The threepossible
inputsfor TCP stackare:

e TCPtick timer
o Network interfaces
e Socletcalls

TCP stackalwaysactsdeterministicallyfor theseinputs. Only initial TCP sequenc&umbersare
nondeterministic.First two of theseeventsare messagesndare processedy the dedicatedTCP
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thread.Soclet calls areperformedon caller’s thread. Only onethreadis allowedto be active on the
TCPstackcode.Multiple threadsmay be suspendedn variouscheckpointonthe TCP stack.

TCPtick timeris aperiodicmessagé¢hatinitiatesTCP stacks timer processingAs expiration of
timer is throughnormalmessag@assingnterface,expiredtimer will not pre-emptrunningprocess-
ing. TCPtimersarehandledasorderedists which will be inspectedvhenperiodictick messagés
receved.

Network interfaces suchasethernetrivers,sendnotificationsof incomingpacletsthroughmes-
sagepassing.This causesxecutionof properde-queuingprocedures.

This architecturaderivesfrom thefactthat FreeBSDhada singlethreadedstack.

2.6 BGP-4daemon

BGPdaemorperformsall BGP-4relatedroutingoperationsLike TCPstack,theBGP-4daemorhas
severaltypesof externalevents.Theseeventsare:

o BGP-4tick timer
e Socletevents
e Routingevents

e Managemenactions

BGP-4daemommaintainsinternaltimersas orderedlists. Thesetimersareinspectedvhenaer
BGP-4tick timer expires. Tick timer doesnot pre-emptexecutionof BGP-4daemon.BGP-4uses
timersfor sendingkeep-alve messagethat are usedto verify connectiity to peers. Expiration of
holdtimerwill causeconnectiorto peerto beterminated.

Routingdaemorusesnonblockingsoclet interface. Soclet eventsare usuallydetectedoy select
andmappedo afew internalevents,suchassoclet writable or readable.

Routingeventsinform BGP-4daemorof changedn routingtable. Thesesventsareusuallycaused
by otherconcurrentlyrunningrouting protocols. For exampleif OSPFrouting protocollearnssome
new route, BGP-4daemonwill receve route eventandwill thenimport the route found by OSPFE
BGP-4daemorsendgouting eventsto routedatabasabouttheroutesit haslearnedrom its peers.

Thereexist a proprietarymethodfor synchronizingylobalroutingdatabas@ndotherconnection-
lessroutingprotocols.No furtherinformationof the proprietarymethodis presentedh this papey but
it canbe assumedhat global routedatabasés alwaysup to date. It canalsobe assumedhat route
notificationswill occurroughlyin the sametime on bothcards.

Network managemenbperationgmay changeBGP-4daemors settings. Theseeventscould, for
example,beaddingor removing a newv BGP-4peeror creatinga routereflectorservice.

BGP-4daemordoesnot updatethe forwardingtable (routingtable). The responsibilityof updat-
ing forwardingtablesat IP stacksandat ASICsis or the otherrouting softwarethatrecevesrouting
eventsfrom routedatabase.
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2.7 Route database

Routedatabaseavill be automaticallysynchronizedup-to-datewhen a passie cardis bootedon a
nodethat alreadycontainsone active card. From the momentsoftwareis started,responsibilityof
maintainingup-to-dateBGP-4routing information (by sendingeventsaboutBGP-4 route changes)
becomesgesponsibilityof the BGP-4daemorrunningat the active card.

Implementatiorof the routedatabasés not discussedh this papey but we canassumehatroute
entriesfrom otherprotocolsarealwaysup-to-date.

2.8 Hardware protection

One of the control cardsis active, andthe protectingcardis passve. If failure is detectedon the
active card,actiity statusis passedo the protectingcardby a subsystenmot discussedh this paper
Thereis, however, amechanisnthatdecidesvhich of the cardsis active andinformsthe softwarein
questionof statechanges.

All traffic destinedor controlcardis duplicatedby dedicatechardwareandreliably deliveredto
boththeactive cardandthe passie card.

Althoughtheline cardsare sometimegrotectedthis paperwill not discussmechanismselated
to thatarea.Merely thefactof this possibilityis acknavledged.

2.9 Routing protocol protection

Main routing protocol for externalroutingis BGP-4. Due to the useof MPLS andrelatedvirtual
privatenetworks, a singleroutercancontainmultiple instance®f IGP daemon- all routingdaemons
are virtualisedfor eachVPN. Usually routershave a capability to act as a BGP-4 route reflector
Thesefactorsensurehatthe numberof simultaneou8GP-4connectiongan,andis likely to riseto
thousandsRoutingtablesareexpectedto consumeover 100 megabytesof memory

Therouterhasalsonon-BGP-4TCP traffic. This traffic mainly consistsof CLI (commandine
interface)managementodeintercommunicatiorandfile transfers.During developmentphasealso
heary load of dekug traffic with proprietaryTCP basedraceprotocolis transportedAs bothcontrol
cardsoriginatedifferenttracestreamsthesestreamsnustnot be protected.

A situationwhereactive card changeds called switch-over. Suchsituationcanbe expectedor
unexpected Expectedswitch-avershappenwhencontrolcardis rebootedbecaus®f softwareupdate
or cardis removed for otherreasons. Unexpectedswitch-overs occurif the active card becomes
inoperabledueto hardwareor softwarefailure.

To prevent BGP-4peersfrom noticing switch-oser, openTCP connectiongo BGP-4peersmust
remainopen,andall necessaryouting statemustbetransferedo the passie card.
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2.10 Summary of systemarchitecture

Therouterplatformis inherentlymodularand redundang hasbeenbuild in to the design. The ar
chitecturereliesheavily in useof massve ASICs. Advancedhardwareandsoftware capabilitiesexist
for building protection. Large amountsof CPU cycles, memoryand communicatiorbandwidthis
availablefor the protectionpurposes.



Chapter 3

TransmissionControl Protocol

This chapterpresentghe fundamentalof TCP. As TCP is a well knowvn protocol, only the parts
relevantfor the discussioron this paperarepresentedhoroughly A moredetaileddescriptionof the
TCP protocolis availableat RFC793andRFC1122[22, 4]

TransmissiorControl Protocol, TCR is a protocolthat providesreliable connectiorbasedrans-
port serviceover unreliablelP networks. Reliability meangshat TCP hasre-transmitmechanisnfor
lost segmentsandmechanisnior droppingduplicatesegments.Also mechanisnfor re-orderingout-
of-orderseggmentsexists. TCP alsoperformsrudimentaryflow control.

As the notion of connectionbetweencommunicatingpartiesplays majorrole in TCP protocol,
eachconnectiorhasa stateassociatedvith it. Eachconnectiormustbe createdandterminatedwith
specialhandshakingroceduresTCP connectiorcanbe seenastwo way pipe betweercommunicat-
ing parties— all dataputin to the pipeappearsooneror lateratthe otherend.Recordboundariesre
not presered on TCP connections All TCP segmentsbelongto someconnectionandonly certain
controlflagsarelegal. TCPalsoprovidesmultiplexing betweercommunicatindhosts—- eachmachine
hasseveral portsfor connectionsA connectionis identifiedby a 4-tuple(sourcelP, sourceport, des-
tination IP, destinationport). Individual TCP segmentsbelongingto a connectionare identified by
sequencaumbersA segmentwith incorrectsequenc@umberis dropped.

Although TCP is a connectionbasedprotocol, all staterelatedto the connectionresideson the
communicatingeers.Network is totally statelessNetwork is not evenawareof TCP sessionsasits
only responsibilityis to distribute IP paclets.

3.1 TCP header

TCP headercontainssourceanddestinatiorports,sequenc@umber acknavledgmentnumbey some
flags,window adwertisementchecksumurgentpointerandsomeoptions. The exactarrangemenof
thesefieldshasno relevancefor us.

Flagsof TCP headeihave following meanings:

9
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ACK Acknowledgmenffield is valid. Usedfor acknavledgingreceved sgments.
FIN Flagindicatinghalf-duple closureof connection.

PSH Flagfor forcing buffer flush.

RST Flagfor resetingconnection.

SYN SynchronizeUsedfor initiating new connections.

URG Flagindicatingout of banddata.

Optionsare not particularly relevant for the purposeof protection. The mostcommonoption
is MSS, which is usedto negotiatemaximumsegmentsize that both peerssupport. Othercommon
optionsare usedto enableselectve acknaviedgmentsand keepalve timers[18]. The only impact
theseoptionshave on protectionis to add somevariablesand buffers to the setof protectedstate
information.

3.2 TCP statemachine

The figure 3.1 shaws the TCP connectionstatemachineas presentedn RFC 793 with corrections
from RFC1122.Thereexist onestatemachinefor eachTCP connection[22, 4]

A statewhereconnectiordoesnotexistis representednthe connectiorstatemachineasthestate
CLOSED.Practicallythis meanghatthe TCP stackhasno stateat all for thoseconnections.

3.2.1 Embryonic states

Termembryonicis usedto referthe stateswvhereinitiation of connectioris in processbut connection
hasnot fully beenformed.
Thestatesare:

LISTEN The statein which hostacceptsactive connectionattempts. This stateis the resultof a
passie opencall (listencall of socletinterface).

SYN SENT The statein which a hostis, if it hasinitiated an active openattempt. This stateis the
directresultof aconnectcall of socletinterface.

SYN RCVD Thestatein whichthehostwaitstheconfirmationof establishmentf anewly negotiated
connection.The confirmationcomesn theform of a paclet acknavledgingthesentSYN,ACK
paclet.

Embryonicstatesaregenerallynot interestingirom the viewpoint of protection,asno connection
hasyet beencommitted.
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Figure3.1: TCPconnectiorstatemachine

The move from SYN SENT and SYN-RCVD stateto ESTABLISHED statedoesnot exist in
normal stackswith BSD traits. Insteada new connectionis createdin ESTABLISHED stateand
old statemachineis returnedto LISTEN state. This behaiour is consistentvith the protocolandis
normalfor stacksthatusesocletinterface.[25]

3.2.2 Connectedstates

Connectedtatescontainopencommunicatiorchannehtleastto onedirection. Connectedtatesare:

ESTABLISHED The normalstateof connection. Communicationchannelgo both directionsare
open.

FIN-WAIT -1 The statein which a hosthasrequestedhe transmitchannelfor this connectiorto be
closedandwaitsfor anacknavledgmentfrom theremotepeer

FIN-WAIT -2 A Hosthasclosedthe transmitchannelfor this connection. The receve channelre-
mainsopen.
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CLOSE WAIT A statein which theremotehosthasclosedits transmitchanneffor this connection.
Ourtransmitchannekemainopenuntill we closeit.

Usually peerclosesits transmitchannelwhenit hasnothingmoreto send. Thesesituationsare
commonin everydayprotocols,suchas FTP andHTTP. Thesesituationsdo not normally occurin
routing protocols suchasBGP-4.

3.3 Retransmit and flow control

TheTCPflow controlhastwo purposesto preventafastmachineoverwhelmingaslovy machineand
to preventcongestioron the network. TCP usessliding window protocol,andrecever adwertiseson
eachacknavledgmentpaclet, how muchdatait is willing to receve.

Thefirst goalis accomplisheceasily: recever only adwertisesasmuchwindow asit is willing to
receve. To avoid too small sggments(situationknown alsoasSilly Window Syndrome)therecever
will adwertisewindow only in largeincrements.

The secondgoalis accomplishedy having additionalcongestiorwindov. Whensegmentsare
lost, thiscongestiorwindow is halved. Whensegmentsaresuccessfullyacknavledged thecongestion
window is slowly increased.The transmitwindow is never larger than congestiorwindow, even if
recever had adwertisedlarger one. As congestionmanifestsitself as paclet loss, this mechanism
reactgto the effectsof congestiorandthereforemitigatesit.[21, 7]

TCP automaticallycalculatesoundtrip time estimatedrom sentpaclets. Roundtrip timesare
usedto calculateresentimers. This allows retransmitime to be appropriatdor all typesof networks
andnetwork loads. If segmentis lost, roundtrip estimateis increased.Usually Karn’s algorithmis
usedfor calculatingroundtrip estimates.[14

All dataandcontrolsggmentsarere-sentf noacknavledgmentsarereceved. Acknowledgments
areunnumbere@dndarenotacknavledged.

3.4 Segmentationand re-assembly

TCP stacksegmentsoutgoingstreambasedon the adwertisedwindow andthe congestionwindow.
TCPimplementatiortriesto collectdatato make sgmentsaslarge aspossiblewithin limits of MTU
andwindow.

TCP acknavledgmentindicatesthe sequenceaumberof the next unreceved octetof data. That
meanghatwhenTCPrecevespaclets,it acknavledgesonly continuousegments-if themiddleone
of threesegmentsis lost, only first is acknavledged. This behaior limits compleity of re-transmit
algorithm. This behaior canbe utilized in protectionasprotocolallows TCPimplementatiorwhere
re-assemblhbuffer never containsacknavledgeddata (all datacan be moved to applicationlevel
buffers beforesendingacknavledgment).
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3.5 Openingconnection

TCP connectioncanbe openedwith two possibleways. First is the casewherea sener performsa
passie open(applications indicationfor stackof willingnessto acceptincoming connectionsiand
clientperformsanactive open.Theotherrarelyusedwayis simultaneousonnectiorwherebothcon-
nectionpartiesperformactive opensimultaneouslyBoth situationscanoccuron BGP-4connections,
asall routersareequal:every routeris bothclientandsener.

A connectionis openedvith athreeway handsha& Thenamecomedrom thefactthatthreeTCP
s@mentsaresentbetweemparties. Therespectie pacletscontainsflagsSYN, SYN-ACK andACK.
If the handsha& is successfulconnectionstatemachinemovesto state ESTABLISHED. During
the first two paclets of the handshak both partieschoosetheir initial sequencenumbers.Sequence
numbersarenowvadayschoserwith strongrandomnumbergenerators$o avoid easyTCP connection
hijacking[3J.

3.6 Closingconnection

A newly createdT CP connectionis alwaysfull-duplex. Eitherof communicatingpartiesmay at ary

time closeoutgoingchannejust by sendinga paclet with FIN flag on. The TCP connectioris main-
taineduntil bothpeershave closedtheirtransmitchannelsClosingconnectiorchannebnly affectsto
sendingdata— acknavledgmentsegmentsareunafected. Connections alsoterminatedjf acknavl-

edgments not receved despiteof repeatingretransmit. TCP is quite persistentandconnectiorhas
to bedown for several minutesto this timeoutoccur

3.7 Error behavior

If pacletwith RSTflagis recevedatary statewherea TCPconnections opento atleastonedirection
(statesESTABLISHED, FIN-WAIT-1, FIN-WAIT-2 andCLOSE-WAIT) andsequenc@umberof the
resetis in acceptableange theconnections terminatedmmediately Ontheotherstategsesetcancels
connectionopening. Whenpaclet with RST flag is receved, a responsés never send.RSTis used
only on errorsituationsandwhenfar endis notwilling to receve connections.

If anincoming segmentcontainsunacceptablsequencanumbey the TCP stackmust sendan
ACK paclet with the next expectedsequencenumber Nowadaysreasonabliimplementedstacks
avoid this behaior asthe specifiecbehaior cancauseACK storms,if maliciousattacler manages$o
desynchronizd CP connection.Commonlyobsered behaior is to terminateconnectionwith RST,
if asegmentwith too large sequenceumberis receved. Behavior exhibitedwhena TCP segmentis
receved with anunacceptablsequenceumbervariesbetweenT CPimplementationandtherefore
no generakule maybederived.

As mary stacksdo not closelyfollow the RFCs,or ary othercommonbehaior, this behaior can
notbetrustedto be consistent.
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If incomingsegmentwith incorrectACK numberis receved, the sggmentis dropped.If acknavl-
edgmentefersto somethinghathasnot yet beensent,a paclet with ACK flag andcorrectsequence
numbemustbesent.

All sggmentswith incorrectsequencaumbersaredropped All segmentswith incorrectchecksum
areignored.

3.8 Summary

TCPis a complicatedprotocolthat hasa comple behaior. TCP offers reliable connectionbased
communicatiorservice. Although useof TCPis simplefor application,at network layerit involves
complicateddataexchangesMaintainingTCP connectiorrequiresdetailedknowvledgeof the stateof
the TCP connectiorstatemachineandassociatedariables.

The TCPconnectiorstatemachineutilizestimersandthereforestatetransitionscanoccurwithout
outsideinput.



Chapter 4

BGP-4

BorderGatavay Protocold4, BGP-4,is anexterior gatavay routing protocol. Its purposds to transmit
reachabilityinformationbetweerautonomousystemsBGP-4protocolis successoto EGPprotocol
andis widely usedfor routingin Internetbackbones24, 23]

BGP-4is alink stateprotocol. BGP-4usesTCP asits transportrotocol. BGP-4connectionsre
alwaysterminatedo port 179 on both ends.BGP-4supportsclasslessnter-domainrouting. BGP-4,
unlike its predecessorsallows arbitrarytopologies,and always producedoop free routes. Support
for comple topologiesis essentialsincenowadaysinternetcontainsseveral moreor lesscompeting
backbones.

Although BGP-4is mainly usedfor interAS routing, it canalsousedwithin single AS asIGP.
Internal BGP (IBGP) offers several advantagesover traditional IGPs. Most importantadwvantages
arepossibilityto controlexit pointfrom AS andalwaysconsistenpictureof AS for externalBGP-4
speakrs.

Autonomoussystemsareadministratie areasandcommonlyoneorganizatiorhasoneAS. Each
autonomousystemAS, is identifiedby anuniqueAS number AS numbersareassignedy regional
registratsof IANA.

EachBGP-4 router hasthree conseptualoute information bases: Adj-RIBs-In, Loc-RIB, and
Adj-RIBs-Out. Abbrevation adj is shorthandfor word adjacentandindicatesthat a RIB bearingit
containsinformation specificto a single neighbour Instancef both adjacentRIB exists for each
connectedBGP-4peer Adj-RIBs-In containsall routesreceved from otherrouters. The Loc-RIB
containsall theroutesthattherouterhasselectedrom Adj-RIBS-In for local use.Selectionof routes
is basedbnlocal routingpolicy, whichis usedto calculatedegreeof preferencdor eachof theroutes.
Local policy is usedto constructAdj-RIBs-Out from Loc-RIB andfrom routeslearnedfrom other
routing protocols suchasfrom OSPFE Routesin Adj-RIBs-Outaread\ertisedto otherpeers.

Policy routingis oneof themoreinterestingfeaturesof the BGP-4. The purposeof policy routing
is to bring real-life consideration$o routeselection.For examplepolicy routingcanbe usedto allow
all traffic to andfrom our AS, but only allow transittraffic for payingcustomersln similar fashion
onecouldusepolicy routingto avoid our traffic from goingthroughcompetitors AS.

15
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BGP-4 useshop-by-hopparadigm: router may only adwertiseroutesit would use. Eachroute
adwertisementcontainslist of autonomoussystemsthe adwertisementhastraversed. The AS path
informationis usedfor avoiding routing loopsandfor policy routing. Eachrouteadwertisemenalso
containspath attributes associatedo the route. In additionto AS path thereare someother path
attributes,suchasnext hopaddressandthe origin of therouteprefiix. Someattributesaremandatory
but BGP-4alsoallows optionalpathattributes. Additional attributescanbe defined,andthereexists
definedbehaior for dealingwith unknawvn attributes.

BGP-4triesto minimizeroutingrelatednetwork traffic, asroutingtablesizesandnumberof peers
arehugeon the corerouters.To furtherthis end,BGP-4exchangesouting databasesenly once,and
afterthatsendsncrementalpdatesvhentopologychangesUnlike in OSPFor in RIP, routesarenot
periodicallyadwertised.Insteada speciakeep-alve messagés usedto testconnectiity. If keep-alve
messagearenotreceved at pre-determinedéhtenal, or if TCP connectiity is lost, all routeslearned
from themissingrouterareremoved. As rapidly changingopologiescouldcausemmenseamountof
routingtraffic, BGPalsoinstantiatedimits on minimaltime betweerrouteadwertisementgoncerning
routesto singledestinationsUsually routeflapping(rapid cycling betweenconnectiity andlack of
connectiity) hasa penaltydelayup to 30 minutesconfiguredio beimposedfor BGP-peerghatlose
connectrity. BGP-4 alsoreducesroute adwertisementsizeshy using route summarization.Route
summarizatiorreducesrouting table sizesby combining several routesas a single route with less
specificprefix.[12, 26]

BGP-4supportaserdefinedauthenticatioralgorithms.Authenticatiorfacilities offeredby BGP-
4 protocolare not supportedby large manufcturers(Cisco, Juniper Riverstone)andthereforethey
arerarelyusedn real-world. InsteadVID5 basedauthenticatiomf TCPseggmentss used.Themethod
is not strong,but is consideredobustenough[10]

4.1 Peerrelationships

Unlike mary IGPs,suchasOSPFandRIP, BGP-4doesnothave apeerdiscosery mechanisminstead
all BGP-peersnustbe manuallyconfiguredfor eachBGP-4speakr. Peerdiscorery is notvital, nor
alwaysfeasiblefor BGP-4protocol— connectiondbetweenASs arerarely multicastcapableLANs.
Implementingpeerdiscovery would alsorequirenon-TCPbasedsolution.

TCPis usedastransportprotocol,becauseeliabletransferof messagemuchlargerthanMTU
is often required. As TCP is used,peerrelationshipsalways containtwo parties. Neither of the
partiesis sener in the traditional senseof TCP application. Insteadboth partiestry to opena TCP
connectionto the otherand at the sametime acceptnewv connectiondrom peers. BGP-4 protocol
containsdeterministicdecisionprocesdor closingthe extra connectiorthatcanoccurif both parties
manageo openconnection.

When TCP connectionis opened both partiessendBGP OPEN message Openmessageden-
tifies AS of the sendervaluesof hold time, BGP identifier of the senderanda numberof optional
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parametersAs with all othermessagedylD5 authentications oftenusedto verify theintegrity and
theorigin of themessages.

The hold time indicatesthe maximumtime that may elapsebetweenpacletsreceved from the
peer Hold timescanbe differentto both directions. The purposeof the hold time is to allow con-
figurationaccurag of link statedetection- with smallhold time the peerhasto sendoftenkeepale
messagesyhereawith large hold time keepalve messagearesentrarely, if ever. Obviously quick-
nessof detectingfailedlinks depend®n how shorttheholdtimeis.

Optionalparametergan be usedto extendthe protocolin a mannerthatdoesnot causeincom-
patibilities with otherBGP-4 peers. RFC1771definesonly one option, authenticatiorinformation,
which canbeusedto selectauthenticatioralgorithm. Theoptionis rarelyused.

If parameterspecifiedin OPEN the paclets are acceptableor both peers,the connectionis
confirmedby both partiesby sendinga keepale message.Thereaftercontentof Adj-RIBs-Outis
transferedto the remotepeer Routeinformationis transferedn UPDATE message.After initial
synchronizationJPDATE messagesre only sentif route changesare detected. A route may be
withdravn at ary time, but frequeng of routechangeadvertisementss limited. Keepalve messages
aresent,if specifiechold time would elapsewnithout UPDATE messages.

4.2 Topology

Externalpeers(peersthat belongto different ASes) mustsharecommonnetwork or point-to-point
link. Traffic betweerexternalpeersmustnotdependn IGPs.SingleAS can,andusuallyhas,several
BGP-4speakrs. BGP-4requiresthatall BGP-4speakrswithin AS mustpresentonsistenpicture
of routesoffered by the AS. In practicethis meansthat BGP-4 spealkers mustwait until IGP routes
corveme beforesendingrouteadwertisement®f new routes.

4.3 Routereflection

InternalBGP-4hasarule thatnoroutelearnedby IBGP mustbedistributedto otherBGP spealersin
thesameAS. In practisethis rule meanghatIBGP speakrsmusthave fully connectedneshof peer
relations. Suchconnectiommeshis possiblefor small AS, but asthe numberof neededconnections
grows squarelyas a function of the numberof the IBGP spealers within AS, this presentsa huge
problemfor larger AS.

Routereflectoris a speciallBGP nodethatis allowedto distribute routeslearnedby IBGP. Route
reflectorhastwo kinds of peers:clientsandnon-clients.ClientsareBGP-peerghatareawareof the
routereflector andinsteadof full meshto otherclients, have connectiononly to the routereflector
Non-clientsareBGP spealersthatarenot awareof theroutereflectorandhave full meshbetweerall
othernon-clients.Non clientshave alsoconnectiorto theroutereflector Theroutereflectorforwards
routesfrom non-clientsto all of its client. Theroutereflectoralsoforwardsroutesfrom clientsto all
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otherclientsandnon-clients.In away aroutereflectorreplacesull meshof n(n — 1)/2 connection
with n — 1 connections.Although it meansthatthe numberof connectionger routeris small, the
numberof connectiongerroutereflectoris significant.

Although routing messagepassthroughthe route reflector normal IP traffic usually doesnot.
Routereflectorsdo not changenext hop pathattribute, andthereforeno next hop informationis lost
onroutereflection.

A groupof clientsanda routereflectoris calleda cluster AS canhave several clusters.When
multiple clustersexistsin single AS, peerrelationsbetweerroutereflectorsformsa fully connected
mesh. The arrangemenis analogougo the backboneareaof OSPFprotocol. A single clustermay
have morethanoneroutereflector

Routingloopsareavoidedby definingnew pathattributesORIGINATOR_IDandCLUSTER_LIST
RoutereflectoralwaysdefinesORIGINATOR _IDto berouterid of therouterthatoriginatedtheroute.
If arouterrecevesaroutewith ORIGINATOR_ID equalto its routerid, therouteis ignored. Route
reflectoralwaysaddsits clusterid to CLUSTER_LISTpathattribute. If areflectorrecevesaroutein
which CLUSTER_LISTattribute containsrouters clusterid, therouteis discarded[2]

4.4 BGP-4statemachine

BGP maintainssinglestatemachinefor eachpeer It shouldbe obseredthatalthoughtheremomen-
tarily canbetwo transportonnectiondetweerpeersthereis alwaysonestatemachineperpeer The
BGP-4statemachineis presentean figure 4.1. In the interestof clarity not all self-transitionhave
beendrawn.

4.4.1 Beforetransport session

Initially BGP-4connectiorstatemachinesareinitialized to bein stateidle. Connectiorstatemachine
is on theidle stateonly initially andafter seriousuncoverableerror. Whenmanagemenapplication
bringsconnectiorup, peerstatemachinemovesto stateconnect.Managemenapplicationdoespe-
riodically bring connectionaup from idle states. This periodic behaior restoresconnectiity after
seriouserrors.

Stateconnectis the statewhereBGP-4 daemonhasrequestedl CP stackto actively opencon-
nections. Also passie connectionsareaccepted.If eitherof active or passie connectionattempts
successpeersstatemachinemovesto the stateopensentlf connectiorattemptfails, peerstatema-
chinemovesto the stateactive. Connectiorattemptis repeatedvith predeterminedhtenals.

In the active stateBGP acceptsconnectionattemptsbut doesnot try to actively connect.When
predeterminethtenal haspassedvithoutconnectionpeerstatemachineassumestateconnectgain.
Purposef the active stateis to limit frequenyg of connectiorattempts.

If a TCP connectioris establishedn eitheractive or connectstate,BGP openmessagés sentto
theremotepeer The peerstatemachineassumeshe stateopensentlf the connectioris notfrom the
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Figure4.1: BGP4peerstatemachine

expectedaddressthe peerstatemachineis resetedo the stateactive.

Althoughin theorythis procedurealways guaranteegonnection,n reality thereappeardo be
problemswith severalimplementations.Slight incompatibilitiesin TCP and BGP-4 stacksand un-
fortunatetiming may causeunexpectediossof connections.It might take several tries and minutes
beforeconnectionsreestablishedbetweerroutersof differentbrands.

4.4.2 Negotiating BGP-4 connection

Duringthetransitionto the stateopensentthe BGP daemorsendsBGP openmessagever the newly
openedlCPconnection A BGPopenmessagédentifiesthe sendingpeerandtransmitsoptionsto be

negotiated.

If a notification messages receved from a remotepeeror a fatal TCP error occurs,the peer
statemachineassumeshe stateidle. If the openmessagés recevved with unknavn optionsor with
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incompatibleconnectiorparametersa notificationmessagés sentandthe statemachineassumeghe
stateidle. A widely usedBGP-4 extensionspecifiedin RFC2842allows adwertisemenif optional
capabilitieswithout droppingconnectiorwhenunknavn optionis encounteredb].

If transportis closed,the peerstatemachineassumeshe stateactive. Whenanopenmessagés
receved,therecever mustfirst checkif therealreadyexistsa connectiorto routerwith thesameBGP
identifier If suchconnectiorexists,andthe BGP identifierof thereceving routeris lessthansender
the existing connectionis closed. Otherwisethe new connectionis closed. The acceptablepenis
acknavledgedwith keepalve messageThe statemachineassumeshe openconfirnstate.

In theopenconfirnmstatethe BGP-4daemorwaitsfor the confirmationof theconnectiorfrom the
remotepeer A connectiorestablishmentanonly fail dueto anetwork erroror becaus@remotepeer
consideredur openmessagévalid.

4.4.3 Full BGP-4connection

Whenkeepalve messages receved in the openconfirmstate,connectionto the peeris considered
to be establishedIn the establishedtatethreetypesof messageare exchangedupdateskeepalve
messageandnotifications.

Updatemessagesansmitrouteinformationwith associateg@athattributes.Notificationsareused
to inform of fatalerrors.Keepalesareusedto testconnectiity wheneer thereis alongidle interval
in regularupdatetraffic.

4.5 Summary

Although BGP-4is a highly versatileandcomplex routing protocol,its connectiorrelatedportionis
simpledueto the useof the TCP asthetransportprotocol. BGP-4withdraws all routeslearnedfrom
aremotepeer if the TCP connectiorto the peerfails.

The BGP-4peerstatemachineutilizestimers. Statetransitionsaretriggeredby informationre-
ceived from otherIGPs, by BGP-4 pacletsreceved, by timersthat expire, andby TCP connection
statechanges.
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Socket interface

Socletinterfacewasoriginally developedfor BSD UNIX. Socletinterfaceoffershigh level abstrac-
tion of interfacesuitableto variousnetwork services.Soclet interfacewasoriginally conceved be-
causetraditional“everythingis afile” approactdid not fit very well with network communications
whereoperationsuchas“createconnection"arenecessarySoclet interfaceis basedon the concept
of a soclet, which is basicallya file descriptorwith the additional propertyof being able to exist
without associatiorio a specificfile. [25]

Soclet interfaceis fully protocolindependentSoclet interfaceis alsovery portableandall no-
tableTCP stackssupportit to someextent.

Thesoclet operationghatarediscussedn detailon this thesisareintroducedbelon. Only small
subsetof soclet functionsare introducedand specificationsare summarily written. In addition a
new interfaceis specifiedfor creatingsoclets for protectedTCP sessions. Excluding addition of
SOCK_PROTECTED_STREAMservicetype,interfacedescribedereis identicalto theregularBSD
soclets.

5.1 Creatingsockets

Callsocket of thesocletinterfacecreatesanew soclet. Thesocket call takesthreeparameters:
domain,typeandprotocol. A domainspecifieghe protocolfamily in which protocolbelongs.As our
productimplementsonly IPv4 andIPv6, thedomainis eitherPF_INETor PF_INET®6.

Parametetypespecifieghetypeof the servicerequestedAvailableservicetypesincludereliable
streamunreliabledatagranserviceandreliabledatagranservice.Not all of theseservicesarealways
available. For examplelP protocolfamily hasonly reliable streamservice(SOCK_STREAM)and
unreliabledatagranservice(SOCK_DGRAM).Protocoltypeexistin thisinterface becausé enables
anapplicationto selectaprotocolwith suitablecharacteristicsithout detailedknowledgeof protocol
family.

The protocolfield allows an applicationto specify the exact protocolto usewithin the family.
Usuallythis parameters left to zero,andthe default protocolfor therequestederviceis used.

21
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To facilitate creationof protectedsoclets,a new servicetypeis defined.A servicetype SOCK_-
PROTECTED_STREAMcreategrotectedsoclet. Theservicethatis offeredis sameaswith SOCK_-
STREAM, butin additiontheconnections protected. Thesamenterfacecouldalsobe usedfor other
protocols.

Callsocket returnsasocket numbeywhich for all practicalpurposess afile descriptor

Various parameter®f a soclet are configuredwith the functionsset sockopt , i octl and
f cnt | . Thesefunctionsaretheleastestablishegbartof thesocletinterface.

5.2 Establishing connections

Call connect of thesocletinterfacetriesto establishconnectiorto a remotepeer Connect call

is only necessaryor connectionbasedservicessuchas TCP. Connecttakesa soclet identifier and
aremotepeeraddressasparametersThe detailsof the remotepeeraddressarenot relevant for this

discussionbut it sufiicesto saythataddresss in protocolindependenform. Resultof theconnection
attemptis returned. By default connectfunction blocks until connectionis establishedr error is

receved.

A call | i st en is usedto inform the protocol stackthat an applicationis willing to respondo
active connectiomttempts. A connectioris acceptedvith call accept . Thesetwo callsareusedto
accomplishpassie TCP open.Semanticallyaccept for soclet listeningconnectionss identicalto
r ead from connectedsoclet. Accept call createsa new soclet, andthe original listening soclet
continuesat the statelisten.

5.3 Receving and transmitting

Callssend andr ecv areusedto transmitandreceve data. A specialversionof thesecalls, which
allows destinatiorto be specified existsfor connectionlesservices.

Callr ecv blocksuntil thereis the specifiedamountof datato bereceved, or a specialcondition
occurs.Blocking of send call is subjectto flow control.

5.4 Asynchronousl/O

Soclet calls supportasynchronou/O. If asynchronou$O is configuredfor a soclet with i oct |
function, all of soclet functionshandlingit returnimmeaditely Statusof socket operationcanbe
polledwith get sockopt .

As polling is not very efficient, the soclet interface offers two additionalchoices: signalsand
sel ect . A signalis basicallya call-backfunctionthatgetscalledpre-emptiely whenoperationhas
finished.Becausaisuallyreal-timeoperatingsystemsdo notimplementUNIX signals this facility is
notavailable.
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Sel ect callsallow athreadto wait for differentkinds of eventsfrom several soclets. As se-
| ect alsosupportgimeoutsiit is no surprisethatsel ect call is athe centerof eventloop in most
routingdaemonsSel ect canbeusedfor all soclet events,including for waiting new conenctions
anderrors.

5.5 Closingconnections

Network connectioris normallyterminatedoy closingthe soclet associatedavith it. Actual behaior
of terminationdependsnuchof protocolbelav socletlayer In connectionlesprotocolscall cl ose
justclosesdnterfacebetweertheapplicationandthestack whereasith connectiororientedprotocols
cl ose call usually initiates closing of the connection. With TCP connectioncl ose call closes
transmitside of the connectionput datacanstill be receved (datawill not reachthe application,as
soclet descriptoris not valid after close). TCP connectioncanbe terminatedmore selectvely with
methodshut down, which allows alsoterminationof both directionsof TCP connection.Whena
socletis closed,soclet descriptoris releasedandthe descriptorthenbere-usedoy the stack.

5.6 Inheritance of sockets

Socletsarealwaysassociatedavith tasks.Whena new taskis createdall opensocletsof the parent
processwill be inheritedby the new task. Due to peculiaritiesof the RTOS used,proprietarycall
existsthatallows unrelatedasksto duplicatesocletsto eachother

Whentwo taskssharea soclet, thereactuallyis only onesoclet andtwo pointersto it. Bothtasks
may performsoclet operations.A commonarrangemenis that onetask performsreadsthe soclet
andanothersendsto it. A referenceo the underlyingsoclet structureis locatedon file descriptor
tableof eachtaskthathasthe soclet open.
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Chapter 6

Curr ent solutionsfor high availability
routing

IP protocol family was originally designedfor networks that could withstanda full scalenuclear
strike. IP protocoltolerateserrorsvery well: in best-efort IP networks’ nodescontainno stateandit
is acceptable¢o losesomepacletshereandthere.

AlthoughIP network is stateles$rom the protocolperspectie, all routershave muchstateinfor-
mationin theform of routingtables.

If IP network is built in redundantopology suchasring or mesh,routeror link failuresdo not
preventoperatiorof therestof thenetwork. Thereis asmallcatch:to circumwentafault, routersmust
noticeit andreroutepacletsaroundit. [13]

Thenext five sectionsntroducevariouscurrentpracticesor achieving faulttolerantlP networks.
As shawn belaw, they provide sufiicient resiliencefor best-efort IP service. Thetechnologiedelow
areincapableof offering real carrierclassresilienceassociatedvith traditionaltelecomnetworks.

6.1 Routing protocols

Dynamicrouting protocols,suchasRIP, OSPFandBGP-4areusedfor distributing routinginforma-
tion on IP networks. All of theseprotocolshave a way of noticinginoperatve links androuters.RIP
requiresroutesto be refreshedconstantly OSPFand BGP-4usespecialmessageto verify connec-
tivity to neighboringnodes.Whena faulty link or nodeis detectedthe next bestrouteis used- as
soonasinformationof the brokenlink hasreachedthernodes.

By default OSPFwill considemeighbordowned,if no hellois detectedwithin 40 secondsCon-
vergenceis thenreachedalmostinstantaneously BGP-4 may take minutesto detectan error, but
cornvemgenceis almostinstantaneousRIP might take anything from 30 secondgo several hoursto
converge. During thetime betweeroccurrencef afaultandconvergenceof routinginformation,not
all of the routersin the network sharesameimpressionof the network topology During thattime
routingloopsanddeadendsmay occurin somepartsof the network. [20]
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An IP network runninga non-RIProuting protocolrecoversrelatively soonfrom link andnode
errors,assumingnetwork topologyis suficiently redundantMany vendors suchasCisco,offer also
routersthat can usedial-on-demandinks to replacefailed connectrity. Sucharrangementsanbe
usedto reduceneedfor redundang on smallnetworks.

As regular IP networks recover from errorswithin afew minutes they offer cheapandrelatively
robustsolutionfor non-criticaldatatransfer For mostpurposes few minutesof outages acceptable.
Sufficiently redundanthetwork topology andproperselectiorof routing protocolsis all thatis needed
to guaranteehis level of service [13]

6.2 HSRP

The TCP/IP protocol family is basedon the assumptiorthat hostsare simple and all intelligence
regardingroutingis on therouters. In practicethis philosophymeanghat mosthostshave a default

router that handlesforwarding of the paclets from the local network. Although this architecture
reducesmanagementverhead,it causesa single point of failure. If the default routerfails, hosts
within therouters network areunableto communicatavith therestof theworld.

Cisco Hot StandbyRouter Protocol, HSRP solves this problemby creatingcluster of default
routers.Whenoneof theroutersfails, anothewill stepin andtake careof thetasksthatbelongedo
thefailed router This solutionelegantly preseres original paradigmof dump hostwhile removing
thesinglepoint of failure.[17]

Eachnetwork hasoneor moreroutersthatbelongto oneor moreHSRPgroups.EachHSRPgroup
formsa singlevirtual router The virtual routerhasanuniquelP addressainda virtual network level
address.The HSRPprotocolallows routersto vote an active anda standbyrouter The selectionof
theroutersis basedn pre-configuredriority. After electiononly thesetwo routerstransmitHELLO
pacletswhile othersremainsilent. This behaior savesnetwork bandwidth.

Whenthe active routerfails, it stopssendingHELLO paclets. The standbyrouterassumeshe
dutiesof theactive router if noHELLO messagés receved within the pre-configuredntenal. Usu-
ally thisinterval is threesecondsWhenthe standbyrouterassumetherole of theactive router anew
standbyrouteris selected.

HSRPcanalsobe usedto protectupstreandinks — if the active routernoticesloss of upstream
links, it canrelinquishits positionto the standbyrouterwhich still hasworking uplink connections.

AlthoughHSRPis aworking solution,it hasseseredisadwantagesAlthoughthreesecondecor-
ery time is acceptabldor WEB browsing, it is hardly acceptabldor voice over IP traffic. HSRPis
alsoinsecureasonly simplepasswerd authentications used.Thekey conceptof HSRParepatented
by Cisco.
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6.3 Virtual Router RedundancyProtocol

Virtual RouterRedundang Protocol(VRRP)is anl|ETF standardhatis in purposeandin functional-
ity similarto HSRP Unlike HSRR VRRPis anopenstandard VRRP achie&zessamegoalsasHSRR
but doesit in moresecureandflexible manner

AlthoughVRRP andHSRPsharemostof the functionality therearesomeimportantdifferences.
Perhapshe mostimportantdifferenceis that VRRP supportsstrongauthenticatiormethodsvhereas
HSRPdoesnot. The strongauthenticatiorof VRRP usesAH headerto authenticatg@eerswhereas
HSRPcanonly useplaintext passverd.

Anotherinterestingdifferenceis that VRRP usesraw IP datagramswhile HSRPusesUDP data-
grams.VRRP protocolis alwaysusedto protectareal IP addres®f anactualinterface.As mentioned
in previouschapterHSRPcanonly beusedwith virtual IP addressThis differencehasafew practical
consequencebut presents significantdifferencein designprinciples.

A groupof routersparticipatingin theprotectionof asingleinterfaceof asinglerouteris identified
with virtual routerid (VRID). Onegroup protectsonly oneinterfaceidentifiedwith onelP address.
Oneroutercanparticipateo severaldifferentprotectiongroups.Thisarrangementnableswo routers
to protecteachother Sucharrangementanbe usedto protectloadbalancedcconnection.

Although VRRP is a good solutionfor the targetedproblem,it only solvesthe problemof the
failing routersat network’s edge [15]

6.4 Redundancy

Although no manufcturercurrentlyoffers fully protectedP routing solutions,somemanufcturers
offer systemswith partially redundanhardwvare.

Almost all manufcturersoffer bothredundanpower suppliesandredundantooling systemdor
their high endrouters. Thesecomponentarethe mosttrivial to protect,andarealsomostproneto
errorsasthey containmoving partsandhigh voltages.

Routersintendedto core networks, suchas devices manuficturedby JuniperNetworks, often
offer redundanforwardingplane.Deviceswith redundanforwardingplanearecapableof continuing
forwarding,evenif someof the switchinghardware breaksdovn. Thesecomponentare alsooften
hot swappable.Redundanforwarding planeis common,becausét is fairly simpleto implement—
all pacletsareforwardedaccordingto staticroutingtablethatis nonv andthenupdatecby the control
plane.

The mostadwancedrouterscontainalso a hot swappablecontrol card. Whena control cardis
removed, routing protocolconnectionsaredisrupted but in somedesignghe actualforwardingmay
still continue. Thesedesignsallow limited operation but only aslong asthe old forwardingtableis
valid and no otherrouter stopsforwarding. Inevitably after a while otherroutersnoticethe lack of
responsérom routedaemon®nthefailedrouter andno pacletsarearny moreforwardedto thefailed
router Hot swapablecontrol cardenabledast, but distrubtive replacemenbf the control card. For
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uninterruptedserviceredundanhot swappablecontrol cardis a must.

6.5 Resilienttransport

A commonway of ensuringconnectiity in IP networks is to run IP over anothermore resilient
network technology IP paclets are often run over SDH and ATM core networks. Both of these
technologie®ffer highly maturesolutionsfor resilience.

Although usingresilientnetwork technologiesunderlIP solvesthe problemwith link failures,it
alsointroducessomeotherproblems. Stackingprotocolsexcessiely reduceshandwidth,especially
if technologiediffer. For example ATM cell tax reducessuitability of ATM for transportinglP
datagramsThis wasteof bandwidthraisescostsassociatedavith the connectionsf11]

Anotherproblemis, thatresilientnetworks mustat somepoint interfacewith IP routers.Unless
theseroutersareprotectedthereis still the possibility of afailure.

6.6 Summary

Currentlyusedhigh availability routing solutionsare severly lacking. ProtocolssuchasHSRPand
VRRP allow primitive clusteringof routers.Someof the bestrouterhardwareis partially redundant.
Resilienttransfernetworks, suchas SDH rings enhanceeliability of links betweenrouters. These
solutionscannot protectcontrol planesof routerswithin network, andthereforefailuresarehandled
by slowly corverging routingprotocols.



Chapter 7

Protection

7.1 Concept

Protectionis atermthatis usedto referto a particulartype of high availability solutionsthatatebased
onanarchitecturavhereoneor moreadditionalcomponentganbe usedalmostinstantlyto take over
thefunctionality of thefailed component.

Protectioris commonlyusedin telecommunicationetworksto provide high availability telecom-
municationsservicesMostof PDH, SDHandATM devicesprovide atleastsomeprotectionfeatures.

Protectionis often divided to equipmeniprotectionandto line protection. Equipmentprotection
refersto the duplicationof the critical hardware componentsn nodes,suchasline cards,control
cardsandswitch cards. Line protectionon the otherhandmeansthat several pathsareresered for
the traffic to single destination. Usually pathsgo geographicallyseparataoutes,so that no single
localizedeventmay causeotal failure of communications.

Line protectioncanbeimplementedwvith seseral separatenechanismshatvary in bothcostand
switchover speed.

The1l+1protectionmeanghatthetraffic is sentwith two pathsandreceving nodeselectshebest
of the two signals. The 1+1 protectionoffers extremelyfastswitchover times,but is alsoexpensve,
asdoublecapacityis needed.

The1:1 protectionmeanghattherearetwo alternatve pathsfor thetraffic. Only oneis usedata
time andwhenthe connectionis disruptedthetraffic is directedto the alternatgpath. This protection
methodallows the secondarypathto be usedfor low priority traffic, suchasbest-efort IP, which is
droppedwhenswitchaver occurs.Unlike in 1+1 protection,the originatorof datamalkesswitchover
decision. The switchover decisionis basedon signalingtraffic. Obviously the relianceto signaling
traffic for the switchorer decisionmakes 1:1 protectionrelatively slow. This methodoffers slowver
switchover timesthan1+1 protection but is muchcheapeto use,asextra capacitycanbe utilized to
someextent.

A variationof 1:1 protectioncalledn:m protectionexists. The n:m refersto situationwherefor n
paththereexists m alternatve paths.The methodcanbe usedfor higherredundang (n < m) or for
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more costeffective protection(n. > m). Obviously in latercase,if all primary pathsfail, not all of
thetraffic canbetransferedo the alternatepaths. Usually telecommunicatioiindustrybasedailure
scenariogo probabilities,andthereforen:mis the prefferedprotectionmethod.

7.2 Applications

The obvious applicationof protectionis to guaranteecommunicationcapacitiesn the momentof

unusualevent, suchas equipmentor line failure. Line failure may easily occur for exampledue
to constructionwork. Equipmentfailuresoccur becauseof manugcturing errors, software errors,
and ervironmentalcatastrophesAs communicatiometworks consistof thousandof devices, it is

very likely that someof the devices becomeinoperablenon andthen. If network is large, these
probabilitiesadd up andit is probablethat thereexist one ore more active failureson the network.

In properly designednetwork thesefailureshave very minor effect to the serviceprovided by the
network.

Theothercommonusefor protectionis softwareupdatesandothermaintenancevork. Operators
updatesoftwareconfigurationquite often. They alsorestructureandexpandtheir networks. Although
changeis occuringoften, it is hardly acceptablehat traffic would be interruptedfor long periods
becausef it. Protectiorenablesnakingchangeso linesandequipmentvithoutinterruption,aslong
asatleastsingleprotectionpathfor eachdestinatiorremainsoperable.

Theincentive for telecommunicationperatordo ensurehighreliability comesrom bothbusiness
reasonandfrom legislation. Obviously companieshatneedreliableconnectiity for missioncritical
applicationsarepreparedo pay premiumfor the connectionsAs telecommunicatiofis acornerstone
of theinformationsociety mary countrieshave legislationsthatrequirecertainlevel of reliability for
thetelecommunicatiomfrastructurelt seemghatwhenthe ervironmentis mostharsh for example
duringaflood or fire, communicatiorconnectiongreneedednost.

Althoughmostof the telecommunicatiorquipmenisupportprotection,it is not always,or even
often used. Protectionis somavhat expensve technology andit is not usedfor everything. While
mostof trunk connectionareworth protecting,it would beforbiddingly expensve to protectthelast
milesof thePOTS lines.

7.3 Protectionin traditional environment

Protectionin traditionaltelecomtechnologiessuchasPDH, SDH andATM is relatively straightfor
ward,astraffic follows in pre-determineghathsandsignalingprotocolsarerelatively simple.
Equipmentprotectionis usuallyimplementedoy placingseveral identicalcomponentsanddis-
cardingoutputfrom passie ones.For examplea TDM nodecouldhave a systembuswhereall datais
sent,andtwo switch cardstake datafrom the bus, andperformthe switching. Outputfrom the other
switchcardis discardedandoutputfrom theotheris used.Similar arrangementanbeaccomplished



7.4. PROTECTIONIN IP ENVIRONMENT 31

for controlcards.
Line protectionis eveneasierasoneonly hasto programadditionalpathsto switchinghardware.
Main compleity of protectionwith traditionaltelecommunicatiorequipments relatedto man-
agementhow to managdwo protectedcardsin a meaningfulway.

7.4 Protectionin IP environment

Theactualroutingin IP networksis no harderto protectthanwith traditionaltechnologiesAs long as
routing tablesremainsynchronizedforwardingcaneasilybereplicated- the only thingsthataffects
wherea paclet is forwardedareforwardingtableandthe paclet itself. The IP protocolitself stores
no stateinformationin the network.

Protectionof IP routing protocolsis muchharderto implement: thereis a multitude of routing
protocolsto protect,andall of themhave state.Most routingprotocolshave severalinputsandtimers,
andit is not possibleto guaranteethatby giving sameinputsto two controlcardsthey would produce
the sameoutput. As a direct resultof this difficulty, thereare no protectedroutersavailable from
majorvendorsatthetime of writing.

7.5 Benefitsof protection

Protectionoffers unparalledswitchover timesto ary otheravailable technology Protectionoffers
switchover timesfrom almostzeroofferedby 1+1 protectionto a few millisecondsofferedby lesser
protectiontechnologies.Competitve methodsbasedon routing proceduresan offer timesvarying
from secondgo seseralminutes.

Protectionis in mostcaseghe mostcostefficientway to build high availability networks. Costof
acquiring,maintainingandmanagingedundanhodeswould be immense For non-criticalnetworks
protectionis often unnecessaryas propernetwork topology planningand routing techniquesoffer
sufficient level of servicefor muchcheapeprices.
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Chapter 8

Previouswork on TCP protection

The chaptershelow review the previous work concerningthe protectionof applicationsusing TCP
asthetransportprotocol. All work reviewed hereis orientedtowardsplatformswhereprotectedunit
rebootsandresume®perations Methodsbasedon this assumptiorareapplicable gvenif insteadof
reboot,switchover is performed.

8.1 Protocolextensions

Onewidely usedmethodfor solvingthe problemof protectionfor TCPbasedapplicationds to extend
the applicationlayer protocolto allow re-establishing CP sessions.Suchenhancementsave been
publishedfor Label Distribution Protocol(LDP) andfor BorderGatevay Protocol4 (BGP-4).In the
chapterdelav thesemethodsarepresentedhn detail.

8.1.1 Graceful restart mechanismfor BGP

A relatively recentlETF drafttitled “Graceful RestartMechanisnfor BGP” extendsBGP-4to allow
re-establishingonnectionsafter control planereboot. The draft is intendedfor architecturesvhere
actualforwardingcontinueswhile the control planecontainingrouting protocolsis booted [6]
Routerswith this protocolextensioncanform peerrelationswith regularrouters,but connection
re-establishmernis possibleonly if alsothe peersupportgyracefulrestartextension.

Theideaof the gracefulrestartis simple— while the control planeof arouterrebootstherouting
continuesunafected. When control planeis fully operational BGP-4 connectionsare re-opened.
TherestartingBGP spealkr waitsuntil all the otherroutershave transferedll routesto therestarting
speakr. The restartingBGP speakr will thenreplaceits existing routesin the forwarding plane.
Therestartingspealker will thenadertiseits routesto otherpeers. The chapterselon describethe
gracefulrestartextensionin moredetail.
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Graceful restart capability

A newv BGP capabilityis definedto indicatesupportfor gracefulrestart. A peeradertising grace-
ful restartcapabilityon the BGP openmessageagreego generatean end-of-RIBmarler. A BGP-
4 speakr adwertising gracefulrestartcapability may alsoin addition of generatinghe end-of-RIB
marker supportforwardingduringrebootsfor oneor moreaddres$amilies. Thecapabilityadertise-
mentcontainsalsothe following fields:

e Restarttime
o Restartflags
e Flagsfor addresgamilies

Therestarttime indicateshe maximumtime thattherestartingof the BGP-4daemommaytake in
theworstcasescenarioUsuallythis valueis aboutoneminute.

Oneof the bitsin therestartflagsfield is defineda the restartstatebit. The restartbit is usedto
indicatethatthe peerhasrestartedOtherbitsin therestartflagsfield arecurrentlyundefined.

Eachaddresgamily thatsupportdorwardingduring areboothasseparatdlag thataftera restart
canbe usedto indicatewhetheror not forwardingactuallytook placeduringthe restart. The flag is
calledasforwardingstatebit.

Gracefulrestartcapabilityis negotiatedper connectiorbasis. Thereis no requirementhatall of
connection®f aroutershouldsupportgracefulrestart— supportingandnon-supportingonnections
canbemixedfreely.

End-of-RIB marker

A BGP-4 speakr usesthe end-of-RIB marker to indicatethat it hasno more routesto adwertise.
Justificationfor the existenceof the end-of-RIBmarker is thatit allows a BGP-4speakr to indicate
thattheinitial routingupdateis over—thatis all routeshave converged.

For the traditional IPv4 addresgamily the end-of-RIBcomesin the form of minimal lengthup-
datemessageupdatemessagevith no new routeandno withdravn routes.For otheraddresgamilies
marker is anupdatemessagevith MP_UNREACH_NLRI pathattribute of thatfamily with no with-
drawn routes.

Initial connectionestablishment

Whena BGP-4speakr supportinggracefulrestartstartsnormally it will try to establishconnections
to oneor morepre-configuregpeers.Whenthe BGP-4speakr sendsopenmessaget will adwertise
gracefulrestartcapability Therestartstatebit onthegracefulrestartcapabilityadwertisements setto
1 to indicatethatthe routerhasno previousroutinginformation. Forwardingstatebits for all address
familiesaresetto zeroto indicatethatno forwardingtook placeduringthe boot.
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If theotherBGP-4speakerdoesnotadwertisegracefulrestartontheopenmessagé sendsneither
BGP-4speaker will useit.

The peeringroutersproceedo exchangeroute databasem the regular manner Whena BGP-4
speakrhassentall routesit is goingto adwertise,it sendgheend-of-RIBmarker to indicateit. When
an end-of-RIB marler is receved by a BGP-4 speakr, route selectionis performed,and selected
routesareadertisedto otherpeers.The useof the end-of-RIBenhance8GP-4performanceasno
additionalintermediataouteselectionor additionaladvertisementaresent.

Unlessa crashoccurs restof the sessioris identicalto regularnon-etendedBGP-4.

Rebootof BGP-4 spealer

Whenoneof BGP-4speakrsrebootst may continueforwardingof pacletsfor someaddresgami-
lies. WhentherestartedBGP-4spealker hasbooted,it marksall of its routeson the forwardingplane
asstale. The BGP-4spealr thentriesto re-establishts peerrelationships.

Thereceving speakr (remotepeer)may noticerebootbasedon errorinformationrecevved from
the TCP stack. Whenit noticesthe lossof the connectionjt will mark all routesreceved from the
restartingspealer as stale. Normal BGP-4 spealkr would in similar situationwithdrawv all routes
originatedby therestartingspeakr. Marking arouteasstalehasno effect ontheforwarding. A timer
is primedwith a periodof the previously adwertisedrestarttime.

If the receving BGP-4 speakr hasnot noticedthe loss of the TCP connection,it will actas
if previous connectionwas lost, whena new TCP connectionis openedby the restartingspealkr.
An obvious denialof serviceattack,droppinglegitimaterouting connection$y openingbogusTCP
sessionsis avoidedby usingthe optionalMD5 authenticationn all TCP segments.

WhentherestarteBGP-4speakr sendsanopenmessagedf will settherestartstatebit asl. The
receving BGP-4speakr will setthe restartstatebit in its openmessageasO, asit hasnot restarted.
The restartedspealker will only setforwarding statebit for thoseaddresfamiliesthat were really
forwardedduring the restart. The receving spealker withdraws all staleroutesfor addresfamilies
witch werenot forwardedduringtherestart.

BGP-4session$o peerghatdo notsupporigracefulrestartareestablishe@ccordingo traditional
BGP-4mechanism.

Re-establishingroute databases

All remotepeersof therestartedspealer adwertisetheir routesto therestartedspeakr. Therestarting
peerwaitsuntil it hasreceived end-of-RIBmarkersfrom all its peerghatsupportgracefulrestart.
Whenthe end-of-RIBmarkers arereceved, the restartingspealer performsthe route selection.
New routesareinstalledto the forwardingplane,andall routesmarked asstaleareremoved. If end-
of-RIB marleris notrecevedwithin reasonabléime from all connectionstherestartingspealker may
performrouteselectionwithout receving someof the expectedend-of-RIBmarlers.
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The restartingspealer proceedgo adwertise Adj-RIBs-Outto all of its peers. It thensendsthe
end-of-RIBmarker. Theremotepeerswill now performroute selectionandinstall refreshedoutes
to the forwardingplane.Remainingstaleroutesarewithdravn. Therestartingspealer hasnow fully
recoseredfrom therestart.

If IBGP is not usedasIGP within AS of the restartingspeakr, it is sensiblefor the restarting
speakr to delaytherouteselectionuntil IGP hasconverged.

Multiple reboots

Gracefulrecorery canonly beusedwhenBGP-4spealkrsareinitially in full operationIf therestart-
ing speakr rebootsduring re-establishmenrdf the sessionthereceving speakr withdraws all routes
originatedby it. Droppingis performedwith a simplerule: all staleroutesoriginatedby restarting
speakr arewithdrav, whenconnectioris re-established.

Both spealers reboot

It is possiblefor two peeringBGP-4spealkrsto rebootsimultaneouslyOn suchoccasiorbothspeak-
erswill setrestartbit to indicaterestartthat hashappened.The presenceof restartbit preventsa
deadlockwhereboth speakrswould wait for the otherto start.

This situationsdoesnot always prevent recovery, asit is unlikely that restof the BGP-4 peers
would have rebooted.

Timeout

If the restartingspealker doesnot re-establisha BGP-4 sessionto the receving speakr, all routes
originatedby therestartingspealker will be withdravn by thereceving spealkr. Thesessiorbetween
restartedandreceving spealkr canbere-establishethter, but traffic disruptionhasalreadyoccurred.

Connectionterminated by notification

If BGP-4speakr sendsotificationmessageatary point of sessionjt mustbe handledwith normal
BGP-4procedures.Gracefulrecovery is not possiblefor sessionghat have beenterminatedwith a
notificationmessage.

8.1.2 Fault tolerant LDP

LabelDistribution Protocol,LDP, is roughlythesamething for multiprotocollabelswitching(MPLS),
what BGP-4is for IPv4 routing. LDP is usedto distribute pathinformationbetweenMPLS nodes.
Like BGP-4,LDP usesTCPastransporiprotocol. Also rulesregardinglost connectionarethe same
—if connectiorto MPLS switchislost, all labelsrecevedfrom it arewithdravn. As MPLSis designed
for corenetworks, faulttolerancds of premiumimportance.
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Modificationsto LDP protocol are almostidentical to thoseintroducedby the gracefulrestart
mechanisnior BGP-4.Faulttolerang extensiondor LDP introducethefollowing additionsto regu-
lar LDP:

¢ An optionto negotiatefault tolerantconnectionsn backward compatiblemanner

e A rule: if aLDP sessiorhasbeenngyotiatedasfaulttolerant,labelstransportedverit arekept
in useevenif theunderlyingTCP connectiorfails.

e A rule: if TCPsessions notre-establishedithin shortperiodwith restoreoption,LSPsformed
with theconnectioraretorn down.

e A mechanisnio replaymessagethatwerenot sendbecaus®f TCP connectiorfailure.

Althoughgracefulrestartfor BGP-4seemsimilarto faulttolerany enhancement®r LDP, there
is alsoanimportantdifference— LDP hasmechanisnfor replayinglost messagesyhereagraceful
restartfor BGP-4is basedon rekuilding routedatabasesReasorfor differentapproachess olbvious:
LDP hasstrongATM rootsandis mostly a signalingprotocol,whereaBGP-4is a routing protocol.
LDP is muchmoredynamicin naturethanBGP-4.

Both approachesvould be applicablefor BGP-4. The approachLDP takesis fasterto converge,
but alsorequiresthat control planestateinformationis not lost. The slover BGP-4 approachonly
requiresthat the stateof the forwarding planeis retained. In this respectL.DP approachwould be
moresuitablefor redundanBGP-4routers [8]

8.2 Wrapping TCP stack

A new ideato protectTCP stackwaspresentedh IEEE Infocom2001. Theideais basednwrapping
TCP stackwith all sidesandusingthesewrappergo performswitchoversby tricking the TCP stack
to the correctstate.The methoddoesnotrequireary modificationgo the TCP stack,asall protection
functionalityis in theloggerandwrappers|[1]

The Infocom paperpresentsa simplified modelfor one applicationwith a TCP stackthat only
supportoneconnection.The methodpresentedn the paperis describedelow.

The Infocom papermakes the assumptiorthat the applicationover the TCP stackbehaes de-
terministically— ary executionhistory mustbe repeatabldy restartingthe applicationandensuring
thatr ead callsissuedby the applicationproduceidenticalresultswith the original execution. It is
assumedhateitherswitchoveris samething asbooting,or backupcardis connectedo the samelink
astheprimarycard.

Thebasicideaof this methodis to usewrapperdo log soclet callsissuedby the applicationand
datasentby theremotepeer During the possibleswitchorer wrappersareusedto fabricatepaclets
that will in practicereplay the TCP sessionprecedingswitchover. The replayis doneboth at the
socletinterfaceandatthe TCP-IPinterface.
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Wrappingmethodintroduceghreenen componentso the protocolstack: northsidewrap,south
sidewrap andlogger The north side wrap monitorsand modifiessoclet call betweenapplications
and TCP stack. The southsidewrap monitorsandmodifiescommunicationdetweerthe TCP stack
andtheIP stack.Theloggeris locatedon a separateard. Figure8.1 shavs how thesecomponentsit
in to the system.

Application

( Nort Side Wap

TCP Logger

( South Side Wap

Figure8.1: WrappingTCP stack

8.2.1 North sidewrap

North sidewrap monitorsandmodifiessoclet operationghatthe applicationissuegowardsthe TCP
stack.Thenorthsidewrapis locatedbetweerthe protectedapplicationandthe TCP stack.Responsi-
bilities of thesouthsidewrapare:

e Sendlengthsof all readoperationgo thelogger
¢ Ensurethatreplayedreadlengthsareidenticalto original ones.
e Discardall sentdataduring switchover.

Readengthsreferto lengthof datareturnedoy callsto socletinterfacefunctionr ead. Thenorth
sidewrapmonitorsonly lengthandorderof soclet operations- it doesnotinterpretor modify actual
data.Loggingreadlengthsis performedasynchronouslyo guarante¢he bestpossibleperformance.

8.2.2 Southsidewrap

Southsidewrapmonitorsandmodifiestraffic betweernthe TCPstackandthelP stack.Responsibilities
of the southsidewrapare:
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Sendcopy of all received pacletsto thelogger

Ensurethatno unloggeddatais acknavledgedto theremotepeer

Translatesequencaumbers.

GeneratgacletstowardsTCP stackduringthe switchover.

The southsidewrap sendsdatato be loggedto thelogger The southsidewrapperalsoreceves
informationaboutthe amountof loggeddatafrom thelogger To reducedelays,logging of receved
datais asynchronous.When necessaryhe southside wrap rewrites, discardsand generatesTCP
paclets.

8.2.3 Logger

Loggeris locatedon separatecard or processqrso thatfailurein the protectedcomponentoesnot
destry loggedinformation. Theloggeris responsibldor loggingreceveddataandreadlengths.The
loggeris alsoresponsibldor managingl CP connectiorduringthe switchover.

Theloggeris connectedvith boththe southsidewrap andthe north sidewrap with fastnetwork
connection.

8.2.4 Normal operation

Whenthe TCP connection(only oneconnectionis allowed by the modelpresentedy the paper)is
openedthe southsidewrap logsinitial sequenceumbersto thelogger The southdelaysoutgoing
acknavledgmentuntil the logger hasloggedinitial sequencenumbers. The north side wrap only
passeshroughthe connector listencalls.

When paclet is receved from the IP stack,the southside wrap forwardsit to the logger To
preventdelays the southsidewrapperalsoimmediatelysendghe paclet to the TCP stack.

Whenanacknavledgments receved from the TCP stack,the southsidewrap rewritesacknavl-
edgmennumbersothatonly datathattheloggerhasacknavliedgedasloggedwill beacknavledged
to the remotepeer Although this behaior enablessafeasynchronousogging, it preventsefficient
operationof TCP flow control. The problemmanifests,becausehe remotepeerbelieves that the
bytesnot acknavledgedby th