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BGP-4 BorderGatevay Protocol4, arouting protocolfor interAS reachabilityinformationdistribu-
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DMA DirectMemoryAccessamethodof transferringnemoryblockswithout usingsystenproces-
sor
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LDP LabelDistribution Protocol,a signalingprotocolusedin MPLS networks.
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MD5 Messageigest5, ahashfunction.
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NTP Network Time Protocol.A protocolfor synchronizingclock with remotesener. [19]
OSPF OpenShortesPathFirst, a popularlink statebasednterior routingprotocol.

PDH PlesynchronoubBigital Hierarchy atransportechnologythatis usedin traditionalaccesset-
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RIB RoutelnformationBase adatabaséor BGP-4routinginformation. OneBGP-4routercontains
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RIP RoutinginformationProtocol,asimpleIGP.

RSVP-TE An extendedversionof resourcereseration protocolfor traffic engineering. RSVPis
usedin MPLS networksfor signalling.

RTOS RealTime OperatingSystem.

SDH SynchronoudDigital Hierarchy a resilienttransporttechnologyusedin traditional transport
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SOCKS A proxy protocolfor TCPandUDP basedapplications[16]

switchover Procedurevherea protectingcardassumesesponsibilitieof the protecteccard.
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Chapter 1

Intr oduction

In recentyearslP basecthetworks have challengedraditionaltelecommunicatiometworks (networks
orientedtowardsNx64 services)n nearlyall applicationareas Althoughoriginally designedor best-
effort dataservices]P networksarenowvadaysusedin mary moredemandingapplicationareassuch
asvoiceandvideotransfer IP deviceshave historically beendesignedwith best-efort mind set,and
thereforelP routersarenot asreliableastheir telecomcounterparts.

Migration from old telecommunicatiotechnologiesoward IP basedsolutionshascreateda need
for morereliablelP basedevices. Customergxpectthatvoice over IP applicationgrovide thesame
reliability asthe traditionaltelephoneserviceprovides. Also new applicationareassuchasmission
critical eBusinesspplicationsandtele medicinerequirehigh reliability.

A commonmethodof enhancingobustnes®f telecommunicationdevicesis protection-aredun-
dang of hardwarewherein the eventof failure a backuphardware canreplacethe failed component
with neggligible effect onthelevel of serviceusersareexperiencing.

This thesisinvestigateshow BGP-4routing protocolsessionsanbeincorporatedo a protected
IP router The purposeof the BGP-4 protectionis to ensurethat hardware andsoftwarefailuresand
upgradesof equipmentand software do no affect routing connections.A failure in BGP-4routing
connectiorleadsinevitably to temporarydisbandingof the failed routerfrom the network andthere-
foreto lossof service.ThelP routerdesignusedasthe baseof this studyis anupcomingcarrierclass
routerplatform. The purposeof this thesisis to develop a methodthat canbe usedto switchBGP-4
sessiongo the backuphardwarewhenthe primary hardwarefails.

The next chaptempresentghe architectureof the carrierclassrouterplatform. Thentransmission
controlprotocol(TCP),bordergatavay protocol(BGP-4)andsoclet interfacearepresentedh detail.
Chapter6 presentzurrentsolutionsfor high availability routing. Chapter7 introduceghe conceptof
protectionin detail. Previouswork is thenreviewed andrequirementsare setfor evaluatingvarious
solutions. Chapterll presentsprotectionmethodsin detail and evaluatestheir suitability against
the requirements.Chapterl2 comparesadwantagesand disadwantagesof the presentedorotection
methods Finally conclusionsarepresentednda suitableprotectionmethodis named.
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Chapter 2

Systemarchitecture

This study is a part of the carrier classrouter platform developmentactvities. The router hasa
throughputin excessof seseral gigabitsper second.The routercombinesboththe normallP routing
andmultiprotocollabelswitching(MPLS). Therouterhasa hugenumberof interfacesandtunnelend
points.

The routeris designedo provide the level of reliability and redundang commonlyassociated
with traditionaltelecomequipmentAll partsexceptthebackplaneareredundant.

The carrierclassrouter platform hasthreemain componentsbackplanecontrol cards,andline
cards.The controlcardcanbe protectedoy addinganadditionalcontrol card. Line cardscanalsobe
protecteckitherby link level protectionor by load balancing.Thethreemaincomponentsreshavn
in thefigure2.1. In thefigurethefull meshconnectiity providedby thebackplands emphasizegvith
multiple connectiity arrovs. The numberof line cardsperbackplands notlimited to four shavn in

thepicture.
Control Control
Card Card
Backpl ane
Li ne Li ne Li ne Li ne
Card Card Card Card

Figure2.1: Systemarchitecture

Theprocessoenvironmentof therouteris PaverPC.Typically the controlcardhasa high perfor
manceG3 processomwith morethan300 MIPS of computingpower. Line cardshave typically low

3



4 CHAPTERZ2. SYSTEMARCHITECTURE

endPowerPCprocessorsachatleastcapableof 100MIPS performanceEachcontrolcardcontains
atleast128 megabytesof RAM.

2.1 Backplane

All cardsareconnectedo the backplane.The backplands passie anddoesnot containa processor
or ASICs. It is responsibldor providing the gigabitlevel low delaypoint-to-pointlinks betweerall
possiblecardpositions.Otherfunctionsof thebackplanereto provide electricityandcommunication
channelgo supportfacilities (power units, coolingequipmentgtc). The backplanecontainshot swap
slotsfor two controlcardsandfor severalline cards.Any cardcanbeattacheddr removedon thefly.

2.2 Control card

The active control cardis responsibldor high level tasks. Its responsibilitiesnclude executingall
routing protocols,executing MPLS relatedsignaling protocols(LDP and RSVP-TE), maintaining
managementonnectionsandrunningothernodevide tasksnot directly relatedto forwarding.

Both control cardshave their own processors.As software upgradewithout disruptionto the
serviceis oneimportantapplicationof the protection,it mustbe assumedhat softwareversionscan
differ betweencontrol cards. Control cardsdo not have a commonprocessoiclock source,andall
clocking andtime-keepingis independent.Real-timeclocks are synchronizedusing NTP protocol.
Although NTP protocolprovidestheoreticalresolutionof 1.1 * 1010 s, poorlocal clock resolution,
available NTP senersandlarge NTP polling intenals degradethe actualtime keepingresolution.
It mustbe assumedhat the time differencebetweenthe active andthe passie card canbe several
milliseconds[19]

2.3 Line cards

Line cardscombineswitchinglogic andactualphysicalinterfacemodules. Physicalinterfacesvary
from gigabit ethernetto ATM connections. Line cardsare responsiblefor performing actualfor-
wardingandrelatedtasks,suchascollectingstatisticsfor the control card. Althoughline cardsare
dependenbn the existenceof the control cardfor routinginformationandsystemmaintenancéunc-
tions, they are autonomousomputerghat can performmary taskswithout the help of the control
card.

All forwardingand switchingis doneby dedicatedchardware on the line cards. This hardware
consistmainly of ASICsandnetwork processorsThe hardwarecanperformregular switching,filter-
ing, andbulk encryptionwithout the assistancef the processor The whole consistingof hardware
andsoftware participatingin the actualforwardingis calledasthe forwardingplane. In a basiccase
forwarding doesnot requirecontrol cardintervention— whenthe control card hasprogrammedhe
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forwardingtableto the forwardingplaneandsetup the ARP cache ho furtherinterventionis neces-
saryunlessthe routingtableneedso be changedr the ARP cacheneedsto be updated.Obviously
the control cardsdo collectvariousstatisticsfrom the line cards,but this hasno effect on the actual
forwarding.

Once programmedthe forwarding plane continuesrouting as long as there exist at leastone
functioning control card. Switchorer doesnot stop forwarding or resetthe forwarding tables. If
both control cardsmalfunction,the forwarding planeautomaticallyshutsdowvn. Reasoningoehind
this behaior is that whenthereis no managemeninterface, there should not be ary forwarding
— otherwisethere could be situationswhere forwarding plane would forward wildly and network
operatowould have to go on-siteto stopthe forwarding.

2.4 Software ervironment

AMX real-timeoperatingsystemis usedonall cards.AMX is manufcturedoy a Canadiarcompary
Kadak.Perhapshebestknowvn useof AMX is asthe baseof PalmOSusedon PalmPilots.PalmOSis
alsoagoodexampleof versatilityof AMX — PalmOSis actuallyAMX with statictaskconfiguration
andcustominterfacelibrary ontop of it.

AMX offersreal-timeschedulingmessag@assingservicessynchronizatiorprimitivesandver
satile memorymanagemenservices. AMX is very small, and all aspectsf it canbe configured.
AMX in noway limits whatis doneby the software.

All cardshave capabilityfor non-TCPbasedreliable internodecommunication.Suchcommu-
nicationcanbe directedalsoas multicastfor both control cards. This facility is hereon referredas
ITC.

2.5 TCP/IP stack

The TCP/IP stackis derived from a recentFreeBSDrelease.The TCP/IPimplementatioris single
threadedandis executedasa separatehread. The software stackis only usedfor connectiongermi-
natingon the cardwherethe stackis running.

Most of the communicatiorto the TCP/IP stackis throughmessagassing.The threepossible
inputsfor TCP stackare:

e TCPtick timer
o Network interfaces
e Socletcalls

TCP stackalwaysactsdeterministicallyfor theseinputs. Only initial TCP sequenc&umbersare
nondeterministic.First two of theseeventsare messagesndare processedy the dedicatedTCP
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thread.Soclet calls areperformedon caller’s thread. Only onethreadis allowedto be active on the
TCPstackcode.Multiple threadsmay be suspendedn variouscheckpointonthe TCP stack.

TCPtick timeris aperiodicmessagé¢hatinitiatesTCP stacks timer processingAs expiration of
timer is throughnormalmessag@assingnterface,expiredtimer will not pre-emptrunningprocess-
ing. TCPtimersarehandledasorderedists which will be inspectedvhenperiodictick messagés
receved.

Network interfaces suchasethernetrivers,sendnotificationsof incomingpacletsthroughmes-
sagepassing.This causesxecutionof properde-queuingprocedures.

This architecturaderivesfrom thefactthat FreeBSDhada singlethreadedstack.

2.6 BGP-4daemon

BGPdaemorperformsall BGP-4relatedroutingoperationsLike TCPstack,theBGP-4daemorhas
severaltypesof externalevents.Theseeventsare:

o BGP-4tick timer
e Socletevents
e Routingevents

e Managemenactions

BGP-4daemommaintainsinternaltimersas orderedlists. Thesetimersareinspectedvhenaer
BGP-4tick timer expires. Tick timer doesnot pre-emptexecutionof BGP-4daemon.BGP-4uses
timersfor sendingkeep-alve messagethat are usedto verify connectiity to peers. Expiration of
holdtimerwill causeconnectiorto peerto beterminated.

Routingdaemorusesnonblockingsoclet interface. Soclet eventsare usuallydetectedoy select
andmappedo afew internalevents,suchassoclet writable or readable.

Routingeventsinform BGP-4daemorof changedn routingtable. Thesesventsareusuallycaused
by otherconcurrentlyrunningrouting protocols. For exampleif OSPFrouting protocollearnssome
new route, BGP-4daemonwill receve route eventandwill thenimport the route found by OSPFE
BGP-4daemorsendgouting eventsto routedatabasabouttheroutesit haslearnedrom its peers.

Thereexist a proprietarymethodfor synchronizingylobalroutingdatabas@ndotherconnection-
lessroutingprotocols.No furtherinformationof the proprietarymethodis presentedh this papey but
it canbe assumedhat global routedatabasés alwaysup to date. It canalsobe assumedhat route
notificationswill occurroughlyin the sametime on bothcards.

Network managemenbperationgmay changeBGP-4daemors settings. Theseeventscould, for
example,beaddingor removing a newv BGP-4peeror creatinga routereflectorservice.

BGP-4daemordoesnot updatethe forwardingtable (routingtable). The responsibilityof updat-
ing forwardingtablesat IP stacksandat ASICsis or the otherrouting softwarethatrecevesrouting
eventsfrom routedatabase.
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2.7 Route database

Routedatabaseavill be automaticallysynchronizedup-to-datewhen a passie cardis bootedon a
nodethat alreadycontainsone active card. From the momentsoftwareis started,responsibilityof
maintainingup-to-dateBGP-4routing information (by sendingeventsaboutBGP-4 route changes)
becomesgesponsibilityof the BGP-4daemorrunningat the active card.

Implementatiorof the routedatabasés not discussedh this papey but we canassumehatroute
entriesfrom otherprotocolsarealwaysup-to-date.

2.8 Hardware protection

One of the control cardsis active, andthe protectingcardis passve. If failure is detectedon the
active card,actiity statusis passedo the protectingcardby a subsystenmot discussedh this paper
Thereis, however, amechanisnthatdecidesvhich of the cardsis active andinformsthe softwarein
questionof statechanges.

All traffic destinedor controlcardis duplicatedby dedicatechardwareandreliably deliveredto
boththeactive cardandthe passie card.

Althoughtheline cardsare sometimegrotectedthis paperwill not discussmechanismselated
to thatarea.Merely thefactof this possibilityis acknavledged.

2.9 Routing protocol protection

Main routing protocol for externalroutingis BGP-4. Due to the useof MPLS andrelatedvirtual
privatenetworks, a singleroutercancontainmultiple instance®f IGP daemon- all routingdaemons
are virtualisedfor eachVPN. Usually routershave a capability to act as a BGP-4 route reflector
Thesefactorsensurehatthe numberof simultaneou8GP-4connectiongan,andis likely to riseto
thousandsRoutingtablesareexpectedto consumeover 100 megabytesof memory

Therouterhasalsonon-BGP-4TCP traffic. This traffic mainly consistsof CLI (commandine
interface)managementodeintercommunicatiorandfile transfers.During developmentphasealso
heary load of dekug traffic with proprietaryTCP basedraceprotocolis transportedAs bothcontrol
cardsoriginatedifferenttracestreamsthesestreamsnustnot be protected.

A situationwhereactive card changeds called switch-over. Suchsituationcanbe expectedor
unexpected Expectedswitch-avershappenwhencontrolcardis rebootedbecaus®f softwareupdate
or cardis removed for otherreasons. Unexpectedswitch-overs occurif the active card becomes
inoperabledueto hardwareor softwarefailure.

To prevent BGP-4peersfrom noticing switch-oser, openTCP connectiongo BGP-4peersmust
remainopen,andall necessaryouting statemustbetransferedo the passie card.
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2.10 Summary of systemarchitecture

Therouterplatformis inherentlymodularand redundang hasbeenbuild in to the design. The ar
chitecturereliesheavily in useof massve ASICs. Advancedhardwareandsoftware capabilitiesexist
for building protection. Large amountsof CPU cycles, memoryand communicatiorbandwidthis
availablefor the protectionpurposes.



Chapter 3

TransmissionControl Protocol

This chapterpresentghe fundamentalof TCP. As TCP is a well knowvn protocol, only the parts
relevantfor the discussioron this paperarepresentedhoroughly A moredetaileddescriptionof the
TCP protocolis availableat RFC793andRFC1122[22, 4]

TransmissiorControl Protocol, TCR is a protocolthat providesreliable connectiorbasedrans-
port serviceover unreliablelP networks. Reliability meangshat TCP hasre-transmitmechanisnfor
lost segmentsandmechanisnior droppingduplicatesegments.Also mechanisnfor re-orderingout-
of-orderseggmentsexists. TCP alsoperformsrudimentaryflow control.

As the notion of connectionbetweencommunicatingpartiesplays majorrole in TCP protocol,
eachconnectiorhasa stateassociatedvith it. Eachconnectiormustbe createdandterminatedwith
specialhandshakingroceduresTCP connectiorcanbe seenastwo way pipe betweercommunicat-
ing parties— all dataputin to the pipeappearsooneror lateratthe otherend.Recordboundariesre
not presered on TCP connections All TCP segmentsbelongto someconnectionandonly certain
controlflagsarelegal. TCPalsoprovidesmultiplexing betweercommunicatindhosts—- eachmachine
hasseveral portsfor connectionsA connectionis identifiedby a 4-tuple(sourcelP, sourceport, des-
tination IP, destinationport). Individual TCP segmentsbelongingto a connectionare identified by
sequencaumbersA segmentwith incorrectsequenc@umberis dropped.

Although TCP is a connectionbasedprotocol, all staterelatedto the connectionresideson the
communicatingeers.Network is totally statelessNetwork is not evenawareof TCP sessionsasits
only responsibilityis to distribute IP paclets.

3.1 TCP header

TCP headercontainssourceanddestinatiorports,sequenc@umber acknavledgmentnumbey some
flags,window adwertisementchecksumurgentpointerandsomeoptions. The exactarrangemenof
thesefieldshasno relevancefor us.

Flagsof TCP headeihave following meanings:

9
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ACK Acknowledgmenffield is valid. Usedfor acknavledgingreceved sgments.
FIN Flagindicatinghalf-duple closureof connection.

PSH Flagfor forcing buffer flush.

RST Flagfor resetingconnection.

SYN SynchronizeUsedfor initiating new connections.

URG Flagindicatingout of banddata.

Optionsare not particularly relevant for the purposeof protection. The mostcommonoption
is MSS, which is usedto negotiatemaximumsegmentsize that both peerssupport. Othercommon
optionsare usedto enableselectve acknaviedgmentsand keepalve timers[18]. The only impact
theseoptionshave on protectionis to add somevariablesand buffers to the setof protectedstate
information.

3.2 TCP statemachine

The figure 3.1 shaws the TCP connectionstatemachineas presentedn RFC 793 with corrections
from RFC1122.Thereexist onestatemachinefor eachTCP connection[22, 4]

A statewhereconnectiordoesnotexistis representednthe connectiorstatemachineasthestate
CLOSED.Practicallythis meanghatthe TCP stackhasno stateat all for thoseconnections.

3.2.1 Embryonic states

Termembryonicis usedto referthe stateswvhereinitiation of connectioris in processbut connection
hasnot fully beenformed.
Thestatesare:

LISTEN The statein which hostacceptsactive connectionattempts. This stateis the resultof a
passie opencall (listencall of socletinterface).

SYN SENT The statein which a hostis, if it hasinitiated an active openattempt. This stateis the
directresultof aconnectcall of socletinterface.

SYN RCVD Thestatein whichthehostwaitstheconfirmationof establishmentf anewly negotiated
connection.The confirmationcomesn theform of a paclet acknavledgingthesentSYN,ACK
paclet.

Embryonicstatesaregenerallynot interestingirom the viewpoint of protection,asno connection
hasyet beencommitted.
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Figure3.1: TCPconnectiorstatemachine

The move from SYN SENT and SYN-RCVD stateto ESTABLISHED statedoesnot exist in
normal stackswith BSD traits. Insteada new connectionis createdin ESTABLISHED stateand
old statemachineis returnedto LISTEN state. This behaiour is consistentvith the protocolandis
normalfor stacksthatusesocletinterface.[25]

3.2.2 Connectedstates

Connectedtatescontainopencommunicatiorchannehtleastto onedirection. Connectedtatesare:

ESTABLISHED The normalstateof connection. Communicationchannelgo both directionsare
open.

FIN-WAIT -1 The statein which a hosthasrequestedhe transmitchannelfor this connectiorto be
closedandwaitsfor anacknavledgmentfrom theremotepeer

FIN-WAIT -2 A Hosthasclosedthe transmitchannelfor this connection. The receve channelre-
mainsopen.
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CLOSE WAIT A statein which theremotehosthasclosedits transmitchanneffor this connection.
Ourtransmitchannekemainopenuntill we closeit.

Usually peerclosesits transmitchannelwhenit hasnothingmoreto send. Thesesituationsare
commonin everydayprotocols,suchas FTP andHTTP. Thesesituationsdo not normally occurin
routing protocols suchasBGP-4.

3.3 Retransmit and flow control

TheTCPflow controlhastwo purposesto preventafastmachineoverwhelmingaslovy machineand
to preventcongestioron the network. TCP usessliding window protocol,andrecever adwertiseson
eachacknavledgmentpaclet, how muchdatait is willing to receve.

Thefirst goalis accomplisheceasily: recever only adwertisesasmuchwindow asit is willing to
receve. To avoid too small sggments(situationknown alsoasSilly Window Syndrome)therecever
will adwertisewindow only in largeincrements.

The secondgoalis accomplishedy having additionalcongestiorwindov. Whensegmentsare
lost, thiscongestiorwindow is halved. Whensegmentsaresuccessfullyacknavledged thecongestion
window is slowly increased.The transmitwindow is never larger than congestiorwindow, even if
recever had adwertisedlarger one. As congestionmanifestsitself as paclet loss, this mechanism
reactgto the effectsof congestiorandthereforemitigatesit.[21, 7]

TCP automaticallycalculatesoundtrip time estimatedrom sentpaclets. Roundtrip timesare
usedto calculateresentimers. This allows retransmitime to be appropriatdor all typesof networks
andnetwork loads. If segmentis lost, roundtrip estimateis increased.Usually Karn’s algorithmis
usedfor calculatingroundtrip estimates.[14

All dataandcontrolsggmentsarere-sentf noacknavledgmentsarereceved. Acknowledgments
areunnumbere@dndarenotacknavledged.

3.4 Segmentationand re-assembly

TCP stacksegmentsoutgoingstreambasedon the adwertisedwindow andthe congestionwindow.
TCPimplementatiortriesto collectdatato make sgmentsaslarge aspossiblewithin limits of MTU
andwindow.

TCP acknavledgmentindicatesthe sequenceaumberof the next unreceved octetof data. That
meanghatwhenTCPrecevespaclets,it acknavledgesonly continuousegments-if themiddleone
of threesegmentsis lost, only first is acknavledged. This behaior limits compleity of re-transmit
algorithm. This behaior canbe utilized in protectionasprotocolallows TCPimplementatiorwhere
re-assemblhbuffer never containsacknavledgeddata (all datacan be moved to applicationlevel
buffers beforesendingacknavledgment).



3.5. OPENINGCONNECTION 13

3.5 Openingconnection

TCP connectioncanbe openedwith two possibleways. First is the casewherea sener performsa
passie open(applications indicationfor stackof willingnessto acceptincoming connectionsiand
clientperformsanactive open.Theotherrarelyusedwayis simultaneousonnectiorwherebothcon-
nectionpartiesperformactive opensimultaneouslyBoth situationscanoccuron BGP-4connections,
asall routersareequal:every routeris bothclientandsener.

A connectionis openedvith athreeway handsha& Thenamecomedrom thefactthatthreeTCP
s@mentsaresentbetweemparties. Therespectie pacletscontainsflagsSYN, SYN-ACK andACK.
If the handsha& is successfulconnectionstatemachinemovesto state ESTABLISHED. During
the first two paclets of the handshak both partieschoosetheir initial sequencenumbers.Sequence
numbersarenowvadayschoserwith strongrandomnumbergenerators$o avoid easyTCP connection
hijacking[3J.

3.6 Closingconnection

A newly createdT CP connectionis alwaysfull-duplex. Eitherof communicatingpartiesmay at ary

time closeoutgoingchannejust by sendinga paclet with FIN flag on. The TCP connectioris main-
taineduntil bothpeershave closedtheirtransmitchannelsClosingconnectiorchannebnly affectsto
sendingdata— acknavledgmentsegmentsareunafected. Connections alsoterminatedjf acknavl-

edgments not receved despiteof repeatingretransmit. TCP is quite persistentandconnectiorhas
to bedown for several minutesto this timeoutoccur

3.7 Error behavior

If pacletwith RSTflagis recevedatary statewherea TCPconnections opento atleastonedirection
(statesESTABLISHED, FIN-WAIT-1, FIN-WAIT-2 andCLOSE-WAIT) andsequenc@umberof the
resetis in acceptableange theconnections terminatedmmediately Ontheotherstategsesetcancels
connectionopening. Whenpaclet with RST flag is receved, a responsés never send.RSTis used
only on errorsituationsandwhenfar endis notwilling to receve connections.

If anincoming segmentcontainsunacceptablsequencanumbey the TCP stackmust sendan
ACK paclet with the next expectedsequencenumber Nowadaysreasonabliimplementedstacks
avoid this behaior asthe specifiecbehaior cancauseACK storms,if maliciousattacler manages$o
desynchronizd CP connection.Commonlyobsered behaior is to terminateconnectionwith RST,
if asegmentwith too large sequenceumberis receved. Behavior exhibitedwhena TCP segmentis
receved with anunacceptablsequenceumbervariesbetweenT CPimplementationandtherefore
no generakule maybederived.

As mary stacksdo not closelyfollow the RFCs,or ary othercommonbehaior, this behaior can
notbetrustedto be consistent.



14 CHAPTER3. TRANSMISSIONCONTROL PROTOCOL

If incomingsegmentwith incorrectACK numberis receved, the sggmentis dropped.If acknavl-
edgmentefersto somethinghathasnot yet beensent,a paclet with ACK flag andcorrectsequence
numbemustbesent.

All sggmentswith incorrectsequencaumbersaredropped All segmentswith incorrectchecksum
areignored.

3.8 Summary

TCPis a complicatedprotocolthat hasa comple behaior. TCP offers reliable connectionbased
communicatiorservice. Although useof TCPis simplefor application,at network layerit involves
complicateddataexchangesMaintainingTCP connectiorrequiresdetailedknowvledgeof the stateof
the TCP connectiorstatemachineandassociatedariables.

The TCPconnectiorstatemachineutilizestimersandthereforestatetransitionscanoccurwithout
outsideinput.



Chapter 4

BGP-4

BorderGatavay Protocold4, BGP-4,is anexterior gatavay routing protocol. Its purposds to transmit
reachabilityinformationbetweerautonomousystemsBGP-4protocolis successoto EGPprotocol
andis widely usedfor routingin Internetbackbones24, 23]

BGP-4is alink stateprotocol. BGP-4usesTCP asits transportrotocol. BGP-4connectionsre
alwaysterminatedo port 179 on both ends.BGP-4supportsclasslessnter-domainrouting. BGP-4,
unlike its predecessorsallows arbitrarytopologies,and always producedoop free routes. Support
for comple topologiesis essentialsincenowadaysinternetcontainsseveral moreor lesscompeting
backbones.

Although BGP-4is mainly usedfor interAS routing, it canalsousedwithin single AS asIGP.
Internal BGP (IBGP) offers several advantagesover traditional IGPs. Most importantadwvantages
arepossibilityto controlexit pointfrom AS andalwaysconsistenpictureof AS for externalBGP-4
speakrs.

Autonomoussystemsareadministratie areasandcommonlyoneorganizatiorhasoneAS. Each
autonomousystemAS, is identifiedby anuniqueAS number AS numbersareassignedy regional
registratsof IANA.

EachBGP-4 router hasthree conseptualoute information bases: Adj-RIBs-In, Loc-RIB, and
Adj-RIBs-Out. Abbrevation adj is shorthandfor word adjacentandindicatesthat a RIB bearingit
containsinformation specificto a single neighbour Instancef both adjacentRIB exists for each
connectedBGP-4peer Adj-RIBs-In containsall routesreceved from otherrouters. The Loc-RIB
containsall theroutesthattherouterhasselectedrom Adj-RIBS-In for local use.Selectionof routes
is basedbnlocal routingpolicy, whichis usedto calculatedegreeof preferencdor eachof theroutes.
Local policy is usedto constructAdj-RIBs-Out from Loc-RIB andfrom routeslearnedfrom other
routing protocols suchasfrom OSPFE Routesin Adj-RIBs-Outaread\ertisedto otherpeers.

Policy routingis oneof themoreinterestingfeaturesof the BGP-4. The purposeof policy routing
is to bring real-life consideration$o routeselection.For examplepolicy routingcanbe usedto allow
all traffic to andfrom our AS, but only allow transittraffic for payingcustomersln similar fashion
onecouldusepolicy routingto avoid our traffic from goingthroughcompetitors AS.

15



16 CHAPTER4. BGP-4

BGP-4 useshop-by-hopparadigm: router may only adwertiseroutesit would use. Eachroute
adwertisementcontainslist of autonomoussystemsthe adwertisementhastraversed. The AS path
informationis usedfor avoiding routing loopsandfor policy routing. Eachrouteadwertisemenalso
containspath attributes associatedo the route. In additionto AS path thereare someother path
attributes,suchasnext hopaddressandthe origin of therouteprefiix. Someattributesaremandatory
but BGP-4alsoallows optionalpathattributes. Additional attributescanbe defined,andthereexists
definedbehaior for dealingwith unknawvn attributes.

BGP-4triesto minimizeroutingrelatednetwork traffic, asroutingtablesizesandnumberof peers
arehugeon the corerouters.To furtherthis end,BGP-4exchangesouting databasesenly once,and
afterthatsendsncrementalpdatesvhentopologychangesUnlike in OSPFor in RIP, routesarenot
periodicallyadwertised.Insteada speciakeep-alve messagés usedto testconnectiity. If keep-alve
messagearenotreceved at pre-determinedéhtenal, or if TCP connectiity is lost, all routeslearned
from themissingrouterareremoved. As rapidly changingopologiescouldcausemmenseamountof
routingtraffic, BGPalsoinstantiatedimits on minimaltime betweerrouteadwertisementgoncerning
routesto singledestinationsUsually routeflapping(rapid cycling betweenconnectiity andlack of
connectiity) hasa penaltydelayup to 30 minutesconfiguredio beimposedfor BGP-peerghatlose
connectrity. BGP-4 alsoreducesroute adwertisementsizeshy using route summarization.Route
summarizatiorreducesrouting table sizesby combining several routesas a single route with less
specificprefix.[12, 26]

BGP-4supportaserdefinedauthenticatioralgorithms.Authenticatiorfacilities offeredby BGP-
4 protocolare not supportedby large manufcturers(Cisco, Juniper Riverstone)andthereforethey
arerarelyusedn real-world. InsteadVID5 basedauthenticatiomf TCPseggmentss used.Themethod
is not strong,but is consideredobustenough[10]

4.1 Peerrelationships

Unlike mary IGPs,suchasOSPFandRIP, BGP-4doesnothave apeerdiscosery mechanisminstead
all BGP-peersnustbe manuallyconfiguredfor eachBGP-4speakr. Peerdiscorery is notvital, nor
alwaysfeasiblefor BGP-4protocol— connectiondbetweenASs arerarely multicastcapableLANs.
Implementingpeerdiscovery would alsorequirenon-TCPbasedsolution.

TCPis usedastransportprotocol,becauseeliabletransferof messagemuchlargerthanMTU
is often required. As TCP is used,peerrelationshipsalways containtwo parties. Neither of the
partiesis sener in the traditional senseof TCP application. Insteadboth partiestry to opena TCP
connectionto the otherand at the sametime acceptnewv connectiondrom peers. BGP-4 protocol
containsdeterministicdecisionprocesdor closingthe extra connectiorthatcanoccurif both parties
manageo openconnection.

When TCP connectionis opened both partiessendBGP OPEN message Openmessageden-
tifies AS of the sendervaluesof hold time, BGP identifier of the senderanda numberof optional
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parametersAs with all othermessagedylD5 authentications oftenusedto verify theintegrity and
theorigin of themessages.

The hold time indicatesthe maximumtime that may elapsebetweenpacletsreceved from the
peer Hold timescanbe differentto both directions. The purposeof the hold time is to allow con-
figurationaccurag of link statedetection- with smallhold time the peerhasto sendoftenkeepale
messagesyhereawith large hold time keepalve messagearesentrarely, if ever. Obviously quick-
nessof detectingfailedlinks depend®n how shorttheholdtimeis.

Optionalparametergan be usedto extendthe protocolin a mannerthatdoesnot causeincom-
patibilities with otherBGP-4 peers. RFC1771definesonly one option, authenticatiorinformation,
which canbeusedto selectauthenticatioralgorithm. Theoptionis rarelyused.

If parameterspecifiedin OPEN the paclets are acceptableor both peers,the connectionis
confirmedby both partiesby sendinga keepale message.Thereaftercontentof Adj-RIBs-Outis
transferedto the remotepeer Routeinformationis transferedn UPDATE message.After initial
synchronizationJPDATE messagesre only sentif route changesare detected. A route may be
withdravn at ary time, but frequeng of routechangeadvertisementss limited. Keepalve messages
aresent,if specifiechold time would elapsewnithout UPDATE messages.

4.2 Topology

Externalpeers(peersthat belongto different ASes) mustsharecommonnetwork or point-to-point
link. Traffic betweerexternalpeersmustnotdependn IGPs.SingleAS can,andusuallyhas,several
BGP-4speakrs. BGP-4requiresthatall BGP-4speakrswithin AS mustpresentonsistenpicture
of routesoffered by the AS. In practicethis meansthat BGP-4 spealkers mustwait until IGP routes
corveme beforesendingrouteadwertisement®f new routes.

4.3 Routereflection

InternalBGP-4hasarule thatnoroutelearnedby IBGP mustbedistributedto otherBGP spealersin
thesameAS. In practisethis rule meanghatIBGP speakrsmusthave fully connectedneshof peer
relations. Suchconnectiommeshis possiblefor small AS, but asthe numberof neededconnections
grows squarelyas a function of the numberof the IBGP spealers within AS, this presentsa huge
problemfor larger AS.

Routereflectoris a speciallBGP nodethatis allowedto distribute routeslearnedby IBGP. Route
reflectorhastwo kinds of peers:clientsandnon-clients.ClientsareBGP-peerghatareawareof the
routereflector andinsteadof full meshto otherclients, have connectiononly to the routereflector
Non-clientsareBGP spealersthatarenot awareof theroutereflectorandhave full meshbetweerall
othernon-clients.Non clientshave alsoconnectiorto theroutereflector Theroutereflectorforwards
routesfrom non-clientsto all of its client. Theroutereflectoralsoforwardsroutesfrom clientsto all
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otherclientsandnon-clients.In away aroutereflectorreplacesull meshof n(n — 1)/2 connection
with n — 1 connections.Although it meansthatthe numberof connectionger routeris small, the
numberof connectiongerroutereflectoris significant.

Although routing messagepassthroughthe route reflector normal IP traffic usually doesnot.
Routereflectorsdo not changenext hop pathattribute, andthereforeno next hop informationis lost
onroutereflection.

A groupof clientsanda routereflectoris calleda cluster AS canhave several clusters.When
multiple clustersexistsin single AS, peerrelationsbetweerroutereflectorsformsa fully connected
mesh. The arrangemenis analogougo the backboneareaof OSPFprotocol. A single clustermay
have morethanoneroutereflector

Routingloopsareavoidedby definingnew pathattributesORIGINATOR_IDandCLUSTER_LIST
RoutereflectoralwaysdefinesORIGINATOR _IDto berouterid of therouterthatoriginatedtheroute.
If arouterrecevesaroutewith ORIGINATOR_ID equalto its routerid, therouteis ignored. Route
reflectoralwaysaddsits clusterid to CLUSTER_LISTpathattribute. If areflectorrecevesaroutein
which CLUSTER_LISTattribute containsrouters clusterid, therouteis discarded[2]

4.4 BGP-4statemachine

BGP maintainssinglestatemachinefor eachpeer It shouldbe obseredthatalthoughtheremomen-
tarily canbetwo transportonnectiondetweerpeersthereis alwaysonestatemachineperpeer The
BGP-4statemachineis presentean figure 4.1. In the interestof clarity not all self-transitionhave
beendrawn.

4.4.1 Beforetransport session

Initially BGP-4connectiorstatemachinesareinitialized to bein stateidle. Connectiorstatemachine
is on theidle stateonly initially andafter seriousuncoverableerror. Whenmanagemenapplication
bringsconnectiorup, peerstatemachinemovesto stateconnect.Managemenapplicationdoespe-
riodically bring connectionaup from idle states. This periodic behaior restoresconnectiity after
seriouserrors.

Stateconnectis the statewhereBGP-4 daemonhasrequestedl CP stackto actively opencon-
nections. Also passie connectionsareaccepted.If eitherof active or passie connectionattempts
successpeersstatemachinemovesto the stateopensentlf connectiorattemptfails, peerstatema-
chinemovesto the stateactive. Connectiorattemptis repeatedvith predeterminedhtenals.

In the active stateBGP acceptsconnectionattemptsbut doesnot try to actively connect.When
predeterminethtenal haspassedvithoutconnectionpeerstatemachineassumestateconnectgain.
Purposef the active stateis to limit frequenyg of connectiorattempts.

If a TCP connectioris establishedn eitheractive or connectstate,BGP openmessagés sentto
theremotepeer The peerstatemachineassumeshe stateopensentlf the connectioris notfrom the
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Figure4.1: BGP4peerstatemachine

expectedaddressthe peerstatemachineis resetedo the stateactive.

Althoughin theorythis procedurealways guaranteegonnection,n reality thereappeardo be
problemswith severalimplementations.Slight incompatibilitiesin TCP and BGP-4 stacksand un-
fortunatetiming may causeunexpectediossof connections.It might take several tries and minutes
beforeconnectionsreestablishedbetweerroutersof differentbrands.

4.4.2 Negotiating BGP-4 connection

Duringthetransitionto the stateopensentthe BGP daemorsendsBGP openmessagever the newly
openedlCPconnection A BGPopenmessagédentifiesthe sendingpeerandtransmitsoptionsto be

negotiated.

If a notification messages receved from a remotepeeror a fatal TCP error occurs,the peer
statemachineassumeshe stateidle. If the openmessagés recevved with unknavn optionsor with
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incompatibleconnectiorparametersa notificationmessagés sentandthe statemachineassumeghe
stateidle. A widely usedBGP-4 extensionspecifiedin RFC2842allows adwertisemenif optional
capabilitieswithout droppingconnectiorwhenunknavn optionis encounteredb].

If transportis closed,the peerstatemachineassumeshe stateactive. Whenanopenmessagés
receved,therecever mustfirst checkif therealreadyexistsa connectiorto routerwith thesameBGP
identifier If suchconnectiorexists,andthe BGP identifierof thereceving routeris lessthansender
the existing connectionis closed. Otherwisethe new connectionis closed. The acceptablepenis
acknavledgedwith keepalve messageThe statemachineassumeshe openconfirnstate.

In theopenconfirnmstatethe BGP-4daemorwaitsfor the confirmationof theconnectiorfrom the
remotepeer A connectiorestablishmentanonly fail dueto anetwork erroror becaus@remotepeer
consideredur openmessagévalid.

4.4.3 Full BGP-4connection

Whenkeepalve messages receved in the openconfirmstate,connectionto the peeris considered
to be establishedIn the establishedtatethreetypesof messageare exchangedupdateskeepalve
messageandnotifications.

Updatemessagesansmitrouteinformationwith associateg@athattributes.Notificationsareused
to inform of fatalerrors.Keepalesareusedto testconnectiity wheneer thereis alongidle interval
in regularupdatetraffic.

4.5 Summary

Although BGP-4is a highly versatileandcomplex routing protocol,its connectiorrelatedportionis
simpledueto the useof the TCP asthetransportprotocol. BGP-4withdraws all routeslearnedfrom
aremotepeer if the TCP connectiorto the peerfails.

The BGP-4peerstatemachineutilizestimers. Statetransitionsaretriggeredby informationre-
ceived from otherIGPs, by BGP-4 pacletsreceved, by timersthat expire, andby TCP connection
statechanges.
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Socket interface

Socletinterfacewasoriginally developedfor BSD UNIX. Socletinterfaceoffershigh level abstrac-
tion of interfacesuitableto variousnetwork services.Soclet interfacewasoriginally conceved be-
causetraditional“everythingis afile” approactdid not fit very well with network communications
whereoperationsuchas“createconnection"arenecessarySoclet interfaceis basedon the concept
of a soclet, which is basicallya file descriptorwith the additional propertyof being able to exist
without associatiorio a specificfile. [25]

Soclet interfaceis fully protocolindependentSoclet interfaceis alsovery portableandall no-
tableTCP stackssupportit to someextent.

Thesoclet operationghatarediscussedn detailon this thesisareintroducedbelon. Only small
subsetof soclet functionsare introducedand specificationsare summarily written. In addition a
new interfaceis specifiedfor creatingsoclets for protectedTCP sessions. Excluding addition of
SOCK_PROTECTED_STREAMservicetype,interfacedescribedereis identicalto theregularBSD
soclets.

5.1 Creatingsockets

Callsocket of thesocletinterfacecreatesanew soclet. Thesocket call takesthreeparameters:
domain,typeandprotocol. A domainspecifieghe protocolfamily in which protocolbelongs.As our
productimplementsonly IPv4 andIPv6, thedomainis eitherPF_INETor PF_INET®6.

Parametetypespecifieghetypeof the servicerequestedAvailableservicetypesincludereliable
streamunreliabledatagranserviceandreliabledatagranservice.Not all of theseservicesarealways
available. For examplelP protocolfamily hasonly reliable streamservice(SOCK_STREAM)and
unreliabledatagranservice(SOCK_DGRAM).Protocoltypeexistin thisinterface becausé enables
anapplicationto selectaprotocolwith suitablecharacteristicsithout detailedknowledgeof protocol
family.

The protocolfield allows an applicationto specify the exact protocolto usewithin the family.
Usuallythis parameters left to zero,andthe default protocolfor therequestederviceis used.

21
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To facilitate creationof protectedsoclets,a new servicetypeis defined.A servicetype SOCK_-
PROTECTED_STREAMcreategrotectedsoclet. Theservicethatis offeredis sameaswith SOCK_-
STREAM, butin additiontheconnections protected. Thesamenterfacecouldalsobe usedfor other
protocols.

Callsocket returnsasocket numbeywhich for all practicalpurposess afile descriptor

Various parameter®f a soclet are configuredwith the functionsset sockopt , i octl and
f cnt | . Thesefunctionsaretheleastestablishegbartof thesocletinterface.

5.2 Establishing connections

Call connect of thesocletinterfacetriesto establishconnectiorto a remotepeer Connect call

is only necessaryor connectionbasedservicessuchas TCP. Connecttakesa soclet identifier and
aremotepeeraddressasparametersThe detailsof the remotepeeraddressarenot relevant for this

discussionbut it sufiicesto saythataddresss in protocolindependenform. Resultof theconnection
attemptis returned. By default connectfunction blocks until connectionis establishedr error is

receved.

A call | i st en is usedto inform the protocol stackthat an applicationis willing to respondo
active connectiomttempts. A connectioris acceptedvith call accept . Thesetwo callsareusedto
accomplishpassie TCP open.Semanticallyaccept for soclet listeningconnectionss identicalto
r ead from connectedsoclet. Accept call createsa new soclet, andthe original listening soclet
continuesat the statelisten.

5.3 Receving and transmitting

Callssend andr ecv areusedto transmitandreceve data. A specialversionof thesecalls, which
allows destinatiorto be specified existsfor connectionlesservices.

Callr ecv blocksuntil thereis the specifiedamountof datato bereceved, or a specialcondition
occurs.Blocking of send call is subjectto flow control.

5.4 Asynchronousl/O

Soclet calls supportasynchronou/O. If asynchronou$O is configuredfor a soclet with i oct |
function, all of soclet functionshandlingit returnimmeaditely Statusof socket operationcanbe
polledwith get sockopt .

As polling is not very efficient, the soclet interface offers two additionalchoices: signalsand
sel ect . A signalis basicallya call-backfunctionthatgetscalledpre-emptiely whenoperationhas
finished.Becausaisuallyreal-timeoperatingsystemsdo notimplementUNIX signals this facility is
notavailable.
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Sel ect callsallow athreadto wait for differentkinds of eventsfrom several soclets. As se-
| ect alsosupportgimeoutsiit is no surprisethatsel ect call is athe centerof eventloop in most
routingdaemonsSel ect canbeusedfor all soclet events,including for waiting new conenctions
anderrors.

5.5 Closingconnections

Network connectioris normallyterminatedoy closingthe soclet associatedavith it. Actual behaior
of terminationdependsnuchof protocolbelav socletlayer In connectionlesprotocolscall cl ose
justclosesdnterfacebetweertheapplicationandthestack whereasith connectiororientedprotocols
cl ose call usually initiates closing of the connection. With TCP connectioncl ose call closes
transmitside of the connectionput datacanstill be receved (datawill not reachthe application,as
soclet descriptoris not valid after close). TCP connectioncanbe terminatedmore selectvely with
methodshut down, which allows alsoterminationof both directionsof TCP connection.Whena
socletis closed,soclet descriptoris releasedandthe descriptorthenbere-usedoy the stack.

5.6 Inheritance of sockets

Socletsarealwaysassociatedavith tasks.Whena new taskis createdall opensocletsof the parent
processwill be inheritedby the new task. Due to peculiaritiesof the RTOS used,proprietarycall
existsthatallows unrelatedasksto duplicatesocletsto eachother

Whentwo taskssharea soclet, thereactuallyis only onesoclet andtwo pointersto it. Bothtasks
may performsoclet operations.A commonarrangemenis that onetask performsreadsthe soclet
andanothersendsto it. A referenceo the underlyingsoclet structureis locatedon file descriptor
tableof eachtaskthathasthe soclet open.
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Chapter 6

Curr ent solutionsfor high availability
routing

IP protocol family was originally designedfor networks that could withstanda full scalenuclear
strike. IP protocoltolerateserrorsvery well: in best-efort IP networks’ nodescontainno stateandit
is acceptable¢o losesomepacletshereandthere.

AlthoughIP network is stateles$rom the protocolperspectie, all routershave muchstateinfor-
mationin theform of routingtables.

If IP network is built in redundantopology suchasring or mesh,routeror link failuresdo not
preventoperatiorof therestof thenetwork. Thereis asmallcatch:to circumwentafault, routersmust
noticeit andreroutepacletsaroundit. [13]

Thenext five sectionsntroducevariouscurrentpracticesor achieving faulttolerantlP networks.
As shawn belaw, they provide sufiicient resiliencefor best-efort IP service. Thetechnologiedelow
areincapableof offering real carrierclassresilienceassociatedvith traditionaltelecomnetworks.

6.1 Routing protocols

Dynamicrouting protocols,suchasRIP, OSPFandBGP-4areusedfor distributing routinginforma-
tion on IP networks. All of theseprotocolshave a way of noticinginoperatve links androuters.RIP
requiresroutesto be refreshedconstantly OSPFand BGP-4usespecialmessageto verify connec-
tivity to neighboringnodes.Whena faulty link or nodeis detectedthe next bestrouteis used- as
soonasinformationof the brokenlink hasreachedthernodes.

By default OSPFwill considemeighbordowned,if no hellois detectedwithin 40 secondsCon-
vergenceis thenreachedalmostinstantaneously BGP-4 may take minutesto detectan error, but
cornvemgenceis almostinstantaneousRIP might take anything from 30 secondgo several hoursto
converge. During thetime betweeroccurrencef afaultandconvergenceof routinginformation,not
all of the routersin the network sharesameimpressionof the network topology During thattime
routingloopsanddeadendsmay occurin somepartsof the network. [20]
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An IP network runninga non-RIProuting protocolrecoversrelatively soonfrom link andnode
errors,assumingnetwork topologyis suficiently redundantMany vendors suchasCisco,offer also
routersthat can usedial-on-demandinks to replacefailed connectrity. Sucharrangementsanbe
usedto reduceneedfor redundang on smallnetworks.

As regular IP networks recover from errorswithin afew minutes they offer cheapandrelatively
robustsolutionfor non-criticaldatatransfer For mostpurposes few minutesof outages acceptable.
Sufficiently redundanthetwork topology andproperselectiorof routing protocolsis all thatis needed
to guaranteehis level of service [13]

6.2 HSRP

The TCP/IP protocol family is basedon the assumptiorthat hostsare simple and all intelligence
regardingroutingis on therouters. In practicethis philosophymeanghat mosthostshave a default

router that handlesforwarding of the paclets from the local network. Although this architecture
reducesmanagementverhead,it causesa single point of failure. If the default routerfails, hosts
within therouters network areunableto communicatavith therestof theworld.

Cisco Hot StandbyRouter Protocol, HSRP solves this problemby creatingcluster of default
routers.Whenoneof theroutersfails, anothewill stepin andtake careof thetasksthatbelongedo
thefailed router This solutionelegantly preseres original paradigmof dump hostwhile removing
thesinglepoint of failure.[17]

Eachnetwork hasoneor moreroutersthatbelongto oneor moreHSRPgroups.EachHSRPgroup
formsa singlevirtual router The virtual routerhasanuniquelP addressainda virtual network level
address.The HSRPprotocolallows routersto vote an active anda standbyrouter The selectionof
theroutersis basedn pre-configuredriority. After electiononly thesetwo routerstransmitHELLO
pacletswhile othersremainsilent. This behaior savesnetwork bandwidth.

Whenthe active routerfails, it stopssendingHELLO paclets. The standbyrouterassumeshe
dutiesof theactive router if noHELLO messagés receved within the pre-configuredntenal. Usu-
ally thisinterval is threesecondsWhenthe standbyrouterassumetherole of theactive router anew
standbyrouteris selected.

HSRPcanalsobe usedto protectupstreandinks — if the active routernoticesloss of upstream
links, it canrelinquishits positionto the standbyrouterwhich still hasworking uplink connections.

AlthoughHSRPis aworking solution,it hasseseredisadwantagesAlthoughthreesecondecor-
ery time is acceptabldor WEB browsing, it is hardly acceptabldor voice over IP traffic. HSRPis
alsoinsecureasonly simplepasswerd authentications used.Thekey conceptof HSRParepatented
by Cisco.
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6.3 Virtual Router RedundancyProtocol

Virtual RouterRedundang Protocol(VRRP)is anl|ETF standardhatis in purposeandin functional-
ity similarto HSRP Unlike HSRR VRRPis anopenstandard VRRP achie&zessamegoalsasHSRR
but doesit in moresecureandflexible manner

AlthoughVRRP andHSRPsharemostof the functionality therearesomeimportantdifferences.
Perhapshe mostimportantdifferenceis that VRRP supportsstrongauthenticatiormethodsvhereas
HSRPdoesnot. The strongauthenticatiorof VRRP usesAH headerto authenticatg@eerswhereas
HSRPcanonly useplaintext passverd.

Anotherinterestingdifferenceis that VRRP usesraw IP datagramswhile HSRPusesUDP data-
grams.VRRP protocolis alwaysusedto protectareal IP addres®f anactualinterface.As mentioned
in previouschapterHSRPcanonly beusedwith virtual IP addressThis differencehasafew practical
consequencebut presents significantdifferencein designprinciples.

A groupof routersparticipatingin theprotectionof asingleinterfaceof asinglerouteris identified
with virtual routerid (VRID). Onegroup protectsonly oneinterfaceidentifiedwith onelP address.
Oneroutercanparticipateo severaldifferentprotectiongroups.Thisarrangementnableswo routers
to protecteachother Sucharrangementanbe usedto protectloadbalancedcconnection.

Although VRRP is a good solutionfor the targetedproblem,it only solvesthe problemof the
failing routersat network’s edge [15]

6.4 Redundancy

Although no manufcturercurrentlyoffers fully protectedP routing solutions,somemanufcturers
offer systemswith partially redundanhardwvare.

Almost all manufcturersoffer bothredundanpower suppliesandredundantooling systemdor
their high endrouters. Thesecomponentarethe mosttrivial to protect,andarealsomostproneto
errorsasthey containmoving partsandhigh voltages.

Routersintendedto core networks, suchas devices manuficturedby JuniperNetworks, often
offer redundanforwardingplane.Deviceswith redundanforwardingplanearecapableof continuing
forwarding,evenif someof the switchinghardware breaksdovn. Thesecomponentare alsooften
hot swappable.Redundanforwarding planeis common,becausét is fairly simpleto implement—
all pacletsareforwardedaccordingto staticroutingtablethatis nonv andthenupdatecby the control
plane.

The mostadwancedrouterscontainalso a hot swappablecontrol card. Whena control cardis
removed, routing protocolconnectionsaredisrupted but in somedesignghe actualforwardingmay
still continue. Thesedesignsallow limited operation but only aslong asthe old forwardingtableis
valid and no otherrouter stopsforwarding. Inevitably after a while otherroutersnoticethe lack of
responsérom routedaemon®nthefailedrouter andno pacletsarearny moreforwardedto thefailed
router Hot swapablecontrol cardenabledast, but distrubtive replacemenbf the control card. For
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uninterruptedserviceredundanhot swappablecontrol cardis a must.

6.5 Resilienttransport

A commonway of ensuringconnectiity in IP networks is to run IP over anothermore resilient
network technology IP paclets are often run over SDH and ATM core networks. Both of these
technologie®ffer highly maturesolutionsfor resilience.

Although usingresilientnetwork technologiesunderlIP solvesthe problemwith link failures,it
alsointroducessomeotherproblems. Stackingprotocolsexcessiely reduceshandwidth,especially
if technologiediffer. For example ATM cell tax reducessuitability of ATM for transportinglP
datagramsThis wasteof bandwidthraisescostsassociatedavith the connectionsf11]

Anotherproblemis, thatresilientnetworks mustat somepoint interfacewith IP routers.Unless
theseroutersareprotectedthereis still the possibility of afailure.

6.6 Summary

Currentlyusedhigh availability routing solutionsare severly lacking. ProtocolssuchasHSRPand
VRRP allow primitive clusteringof routers.Someof the bestrouterhardwareis partially redundant.
Resilienttransfernetworks, suchas SDH rings enhanceeliability of links betweenrouters. These
solutionscannot protectcontrol planesof routerswithin network, andthereforefailuresarehandled
by slowly corverging routingprotocols.



Chapter 7

Protection

7.1 Concept

Protectionis atermthatis usedto referto a particulartype of high availability solutionsthatatebased
onanarchitecturavhereoneor moreadditionalcomponentganbe usedalmostinstantlyto take over
thefunctionality of thefailed component.

Protectioris commonlyusedin telecommunicationetworksto provide high availability telecom-
municationsservicesMostof PDH, SDHandATM devicesprovide atleastsomeprotectionfeatures.

Protectionis often divided to equipmeniprotectionandto line protection. Equipmentprotection
refersto the duplicationof the critical hardware componentsn nodes,suchasline cards,control
cardsandswitch cards. Line protectionon the otherhandmeansthat several pathsareresered for
the traffic to single destination. Usually pathsgo geographicallyseparataoutes,so that no single
localizedeventmay causeotal failure of communications.

Line protectioncanbeimplementedwvith seseral separatenechanismshatvary in bothcostand
switchover speed.

The1l+1protectionmeanghatthetraffic is sentwith two pathsandreceving nodeselectshebest
of the two signals. The 1+1 protectionoffers extremelyfastswitchover times,but is alsoexpensve,
asdoublecapacityis needed.

The1:1 protectionmeanghattherearetwo alternatve pathsfor thetraffic. Only oneis usedata
time andwhenthe connectionis disruptedthetraffic is directedto the alternatgpath. This protection
methodallows the secondarypathto be usedfor low priority traffic, suchasbest-efort IP, which is
droppedwhenswitchaver occurs.Unlike in 1+1 protection,the originatorof datamalkesswitchover
decision. The switchover decisionis basedon signalingtraffic. Obviously the relianceto signaling
traffic for the switchorer decisionmakes 1:1 protectionrelatively slow. This methodoffers slowver
switchover timesthan1+1 protection but is muchcheapeto use,asextra capacitycanbe utilized to
someextent.

A variationof 1:1 protectioncalledn:m protectionexists. The n:m refersto situationwherefor n
paththereexists m alternatve paths.The methodcanbe usedfor higherredundang (n < m) or for
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more costeffective protection(n. > m). Obviously in latercase,if all primary pathsfail, not all of
thetraffic canbetransferedo the alternatepaths. Usually telecommunicatioiindustrybasedailure
scenariogo probabilities,andthereforen:mis the prefferedprotectionmethod.

7.2 Applications

The obvious applicationof protectionis to guaranteecommunicationcapacitiesn the momentof

unusualevent, suchas equipmentor line failure. Line failure may easily occur for exampledue
to constructionwork. Equipmentfailuresoccur becauseof manugcturing errors, software errors,
and ervironmentalcatastrophesAs communicatiometworks consistof thousandof devices, it is

very likely that someof the devices becomeinoperablenon andthen. If network is large, these
probabilitiesadd up andit is probablethat thereexist one ore more active failureson the network.

In properly designednetwork thesefailureshave very minor effect to the serviceprovided by the
network.

Theothercommonusefor protectionis softwareupdatesandothermaintenancevork. Operators
updatesoftwareconfigurationquite often. They alsorestructureandexpandtheir networks. Although
changeis occuringoften, it is hardly acceptablehat traffic would be interruptedfor long periods
becausef it. Protectiorenablesnakingchangeso linesandequipmentvithoutinterruption,aslong
asatleastsingleprotectionpathfor eachdestinatiorremainsoperable.

Theincentive for telecommunicationperatordo ensurehighreliability comesrom bothbusiness
reasonandfrom legislation. Obviously companieshatneedreliableconnectiity for missioncritical
applicationsarepreparedo pay premiumfor the connectionsAs telecommunicatiofis acornerstone
of theinformationsociety mary countrieshave legislationsthatrequirecertainlevel of reliability for
thetelecommunicatiomfrastructurelt seemghatwhenthe ervironmentis mostharsh for example
duringaflood or fire, communicatiorconnectiongreneedednost.

Althoughmostof the telecommunicatiorquipmenisupportprotection,it is not always,or even
often used. Protectionis somavhat expensve technology andit is not usedfor everything. While
mostof trunk connectionareworth protecting,it would beforbiddingly expensve to protectthelast
milesof thePOTS lines.

7.3 Protectionin traditional environment

Protectionin traditionaltelecomtechnologiessuchasPDH, SDH andATM is relatively straightfor
ward,astraffic follows in pre-determineghathsandsignalingprotocolsarerelatively simple.
Equipmentprotectionis usuallyimplementedoy placingseveral identicalcomponentsanddis-
cardingoutputfrom passie ones.For examplea TDM nodecouldhave a systembuswhereall datais
sent,andtwo switch cardstake datafrom the bus, andperformthe switching. Outputfrom the other
switchcardis discardedandoutputfrom theotheris used.Similar arrangementanbeaccomplished
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for controlcards.
Line protectionis eveneasierasoneonly hasto programadditionalpathsto switchinghardware.
Main compleity of protectionwith traditionaltelecommunicatiorequipments relatedto man-
agementhow to managdwo protectedcardsin a meaningfulway.

7.4 Protectionin IP environment

Theactualroutingin IP networksis no harderto protectthanwith traditionaltechnologiesAs long as
routing tablesremainsynchronizedforwardingcaneasilybereplicated- the only thingsthataffects
wherea paclet is forwardedareforwardingtableandthe paclet itself. The IP protocolitself stores
no stateinformationin the network.

Protectionof IP routing protocolsis muchharderto implement: thereis a multitude of routing
protocolsto protect,andall of themhave state.Most routingprotocolshave severalinputsandtimers,
andit is not possibleto guaranteethatby giving sameinputsto two controlcardsthey would produce
the sameoutput. As a direct resultof this difficulty, thereare no protectedroutersavailable from
majorvendorsatthetime of writing.

7.5 Benefitsof protection

Protectionoffers unparalledswitchover timesto ary otheravailable technology Protectionoffers
switchover timesfrom almostzeroofferedby 1+1 protectionto a few millisecondsofferedby lesser
protectiontechnologies.Competitve methodsbasedon routing proceduresan offer timesvarying
from secondgo seseralminutes.

Protectionis in mostcaseghe mostcostefficientway to build high availability networks. Costof
acquiring,maintainingandmanagingedundanhodeswould be immense For non-criticalnetworks
protectionis often unnecessaryas propernetwork topology planningand routing techniquesoffer
sufficient level of servicefor muchcheapeprices.
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Chapter 8

Previouswork on TCP protection

The chaptershelow review the previous work concerningthe protectionof applicationsusing TCP
asthetransportprotocol. All work reviewed hereis orientedtowardsplatformswhereprotectedunit
rebootsandresume®perations Methodsbasedon this assumptiorareapplicable gvenif insteadof
reboot,switchover is performed.

8.1 Protocolextensions

Onewidely usedmethodfor solvingthe problemof protectionfor TCPbasedapplicationds to extend
the applicationlayer protocolto allow re-establishing CP sessions.Suchenhancementsave been
publishedfor Label Distribution Protocol(LDP) andfor BorderGatevay Protocol4 (BGP-4).In the
chapterdelav thesemethodsarepresentedhn detail.

8.1.1 Graceful restart mechanismfor BGP

A relatively recentlETF drafttitled “Graceful RestartMechanisnfor BGP” extendsBGP-4to allow
re-establishingonnectionsafter control planereboot. The draft is intendedfor architecturesvhere
actualforwardingcontinueswhile the control planecontainingrouting protocolsis booted [6]
Routerswith this protocolextensioncanform peerrelationswith regularrouters,but connection
re-establishmernis possibleonly if alsothe peersupportgyracefulrestartextension.

Theideaof the gracefulrestartis simple— while the control planeof arouterrebootstherouting
continuesunafected. When control planeis fully operational BGP-4 connectionsare re-opened.
TherestartingBGP spealkr waitsuntil all the otherroutershave transferedll routesto therestarting
speakr. The restartingBGP speakr will thenreplaceits existing routesin the forwarding plane.
Therestartingspealker will thenadertiseits routesto otherpeers. The chapterselon describethe
gracefulrestartextensionin moredetail.
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Graceful restart capability

A newv BGP capabilityis definedto indicatesupportfor gracefulrestart. A peeradertising grace-
ful restartcapabilityon the BGP openmessageagreego generatean end-of-RIBmarler. A BGP-
4 speakr adwertising gracefulrestartcapability may alsoin addition of generatinghe end-of-RIB
marker supportforwardingduringrebootsfor oneor moreaddres$amilies. Thecapabilityadertise-
mentcontainsalsothe following fields:

e Restarttime
o Restartflags
e Flagsfor addresgamilies

Therestarttime indicateshe maximumtime thattherestartingof the BGP-4daemommaytake in
theworstcasescenarioUsuallythis valueis aboutoneminute.

Oneof the bitsin therestartflagsfield is defineda the restartstatebit. The restartbit is usedto
indicatethatthe peerhasrestartedOtherbitsin therestartflagsfield arecurrentlyundefined.

Eachaddresgamily thatsupportdorwardingduring areboothasseparatdlag thataftera restart
canbe usedto indicatewhetheror not forwardingactuallytook placeduringthe restart. The flag is
calledasforwardingstatebit.

Gracefulrestartcapabilityis negotiatedper connectiorbasis. Thereis no requirementhatall of
connection®f aroutershouldsupportgracefulrestart— supportingandnon-supportingonnections
canbemixedfreely.

End-of-RIB marker

A BGP-4 speakr usesthe end-of-RIB marker to indicatethat it hasno more routesto adwertise.
Justificationfor the existenceof the end-of-RIBmarker is thatit allows a BGP-4speakr to indicate
thattheinitial routingupdateis over—thatis all routeshave converged.

For the traditional IPv4 addresgamily the end-of-RIBcomesin the form of minimal lengthup-
datemessageupdatemessagevith no new routeandno withdravn routes.For otheraddresgamilies
marker is anupdatemessagevith MP_UNREACH_NLRI pathattribute of thatfamily with no with-
drawn routes.

Initial connectionestablishment

Whena BGP-4speakr supportinggracefulrestartstartsnormally it will try to establishconnections
to oneor morepre-configuregpeers.Whenthe BGP-4speakr sendsopenmessaget will adwertise
gracefulrestartcapability Therestartstatebit onthegracefulrestartcapabilityadwertisements setto
1 to indicatethatthe routerhasno previousroutinginformation. Forwardingstatebits for all address
familiesaresetto zeroto indicatethatno forwardingtook placeduringthe boot.
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If theotherBGP-4speakerdoesnotadwertisegracefulrestartontheopenmessagé sendsneither
BGP-4speaker will useit.

The peeringroutersproceedo exchangeroute databasem the regular manner Whena BGP-4
speakrhassentall routesit is goingto adwertise,it sendgheend-of-RIBmarker to indicateit. When
an end-of-RIB marler is receved by a BGP-4 speakr, route selectionis performed,and selected
routesareadertisedto otherpeers.The useof the end-of-RIBenhance8GP-4performanceasno
additionalintermediataouteselectionor additionaladvertisementaresent.

Unlessa crashoccurs restof the sessioris identicalto regularnon-etendedBGP-4.

Rebootof BGP-4 spealer

Whenoneof BGP-4speakrsrebootst may continueforwardingof pacletsfor someaddresgami-
lies. WhentherestartedBGP-4spealker hasbooted,it marksall of its routeson the forwardingplane
asstale. The BGP-4spealr thentriesto re-establishts peerrelationships.

Thereceving speakr (remotepeer)may noticerebootbasedon errorinformationrecevved from
the TCP stack. Whenit noticesthe lossof the connectionjt will mark all routesreceved from the
restartingspealer as stale. Normal BGP-4 spealkr would in similar situationwithdrawv all routes
originatedby therestartingspeakr. Marking arouteasstalehasno effect ontheforwarding. A timer
is primedwith a periodof the previously adwertisedrestarttime.

If the receving BGP-4 speakr hasnot noticedthe loss of the TCP connection,it will actas
if previous connectionwas lost, whena new TCP connectionis openedby the restartingspealkr.
An obvious denialof serviceattack,droppinglegitimaterouting connection$y openingbogusTCP
sessionsis avoidedby usingthe optionalMD5 authenticationn all TCP segments.

WhentherestarteBGP-4speakr sendsanopenmessagedf will settherestartstatebit asl. The
receving BGP-4speakr will setthe restartstatebit in its openmessageasO, asit hasnot restarted.
The restartedspealker will only setforwarding statebit for thoseaddresfamiliesthat were really
forwardedduring the restart. The receving spealker withdraws all staleroutesfor addresfamilies
witch werenot forwardedduringtherestart.

BGP-4session$o peerghatdo notsupporigracefulrestartareestablishe@ccordingo traditional
BGP-4mechanism.

Re-establishingroute databases

All remotepeersof therestartedspealer adwertisetheir routesto therestartedspeakr. Therestarting
peerwaitsuntil it hasreceived end-of-RIBmarkersfrom all its peerghatsupportgracefulrestart.
Whenthe end-of-RIBmarkers arereceved, the restartingspealer performsthe route selection.
New routesareinstalledto the forwardingplane,andall routesmarked asstaleareremoved. If end-
of-RIB marleris notrecevedwithin reasonabléime from all connectionstherestartingspealker may
performrouteselectionwithout receving someof the expectedend-of-RIBmarlers.
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The restartingspealer proceedgo adwertise Adj-RIBs-Outto all of its peers. It thensendsthe
end-of-RIBmarker. Theremotepeerswill now performroute selectionandinstall refreshedoutes
to the forwardingplane.Remainingstaleroutesarewithdravn. Therestartingspealer hasnow fully
recoseredfrom therestart.

If IBGP is not usedasIGP within AS of the restartingspeakr, it is sensiblefor the restarting
speakr to delaytherouteselectionuntil IGP hasconverged.

Multiple reboots

Gracefulrecorery canonly beusedwhenBGP-4spealkrsareinitially in full operationIf therestart-
ing speakr rebootsduring re-establishmenrdf the sessionthereceving speakr withdraws all routes
originatedby it. Droppingis performedwith a simplerule: all staleroutesoriginatedby restarting
speakr arewithdrav, whenconnectioris re-established.

Both spealers reboot

It is possiblefor two peeringBGP-4spealkrsto rebootsimultaneouslyOn suchoccasiorbothspeak-
erswill setrestartbit to indicaterestartthat hashappened.The presenceof restartbit preventsa
deadlockwhereboth speakrswould wait for the otherto start.

This situationsdoesnot always prevent recovery, asit is unlikely that restof the BGP-4 peers
would have rebooted.

Timeout

If the restartingspealker doesnot re-establisha BGP-4 sessionto the receving speakr, all routes
originatedby therestartingspealker will be withdravn by thereceving spealkr. Thesessiorbetween
restartedandreceving spealkr canbere-establishethter, but traffic disruptionhasalreadyoccurred.

Connectionterminated by notification

If BGP-4speakr sendsotificationmessageatary point of sessionjt mustbe handledwith normal
BGP-4procedures.Gracefulrecovery is not possiblefor sessionghat have beenterminatedwith a
notificationmessage.

8.1.2 Fault tolerant LDP

LabelDistribution Protocol,LDP, is roughlythesamething for multiprotocollabelswitching(MPLS),
what BGP-4is for IPv4 routing. LDP is usedto distribute pathinformationbetweenMPLS nodes.
Like BGP-4,LDP usesTCPastransporiprotocol. Also rulesregardinglost connectionarethe same
—if connectiorto MPLS switchislost, all labelsrecevedfrom it arewithdravn. As MPLSis designed
for corenetworks, faulttolerancds of premiumimportance.
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Modificationsto LDP protocol are almostidentical to thoseintroducedby the gracefulrestart
mechanisnior BGP-4.Faulttolerang extensiondor LDP introducethefollowing additionsto regu-
lar LDP:

¢ An optionto negotiatefault tolerantconnectionsn backward compatiblemanner

e A rule: if aLDP sessiorhasbeenngyotiatedasfaulttolerant,labelstransportedverit arekept
in useevenif theunderlyingTCP connectiorfails.

e A rule: if TCPsessions notre-establishedithin shortperiodwith restoreoption,LSPsformed
with theconnectioraretorn down.

e A mechanisnio replaymessagethatwerenot sendbecaus®f TCP connectiorfailure.

Althoughgracefulrestartfor BGP-4seemsimilarto faulttolerany enhancement®r LDP, there
is alsoanimportantdifference— LDP hasmechanisnfor replayinglost messagesyhereagraceful
restartfor BGP-4is basedon rekuilding routedatabasesReasorfor differentapproachess olbvious:
LDP hasstrongATM rootsandis mostly a signalingprotocol,whereaBGP-4is a routing protocol.
LDP is muchmoredynamicin naturethanBGP-4.

Both approachesvould be applicablefor BGP-4. The approachLDP takesis fasterto converge,
but alsorequiresthat control planestateinformationis not lost. The slover BGP-4 approachonly
requiresthat the stateof the forwarding planeis retained. In this respectL.DP approachwould be
moresuitablefor redundanBGP-4routers [8]

8.2 Wrapping TCP stack

A new ideato protectTCP stackwaspresentedh IEEE Infocom2001. Theideais basednwrapping
TCP stackwith all sidesandusingthesewrappergo performswitchoversby tricking the TCP stack
to the correctstate.The methoddoesnotrequireary modificationgo the TCP stack,asall protection
functionalityis in theloggerandwrappers|[1]

The Infocom paperpresentsa simplified modelfor one applicationwith a TCP stackthat only
supportoneconnection.The methodpresentedn the paperis describedelow.

The Infocom papermakes the assumptiorthat the applicationover the TCP stackbehaes de-
terministically— ary executionhistory mustbe repeatabldy restartingthe applicationandensuring
thatr ead callsissuedby the applicationproduceidenticalresultswith the original execution. It is
assumedhateitherswitchoveris samething asbooting,or backupcardis connectedo the samelink
astheprimarycard.

Thebasicideaof this methodis to usewrapperdo log soclet callsissuedby the applicationand
datasentby theremotepeer During the possibleswitchorer wrappersareusedto fabricatepaclets
that will in practicereplay the TCP sessionprecedingswitchover. The replayis doneboth at the
socletinterfaceandatthe TCP-IPinterface.
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Wrappingmethodintroduceghreenen componentso the protocolstack: northsidewrap,south
sidewrap andlogger The north side wrap monitorsand modifiessoclet call betweenapplications
and TCP stack. The southsidewrap monitorsandmodifiescommunicationdetweerthe TCP stack
andtheIP stack.Theloggeris locatedon a separateard. Figure8.1 shavs how thesecomponentsit
in to the system.

Application

( Nort Side Wap

TCP Logger

( South Side Wap

Figure8.1: WrappingTCP stack

8.2.1 North sidewrap

North sidewrap monitorsandmodifiessoclet operationghatthe applicationissuegowardsthe TCP
stack.Thenorthsidewrapis locatedbetweerthe protectedapplicationandthe TCP stack.Responsi-
bilities of thesouthsidewrapare:

e Sendlengthsof all readoperationgo thelogger
¢ Ensurethatreplayedreadlengthsareidenticalto original ones.
e Discardall sentdataduring switchover.

Readengthsreferto lengthof datareturnedoy callsto socletinterfacefunctionr ead. Thenorth
sidewrapmonitorsonly lengthandorderof soclet operations- it doesnotinterpretor modify actual
data.Loggingreadlengthsis performedasynchronouslyo guarante¢he bestpossibleperformance.

8.2.2 Southsidewrap

Southsidewrapmonitorsandmodifiestraffic betweernthe TCPstackandthelP stack.Responsibilities
of the southsidewrapare:
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Sendcopy of all received pacletsto thelogger

Ensurethatno unloggeddatais acknavledgedto theremotepeer

Translatesequencaumbers.

GeneratgacletstowardsTCP stackduringthe switchover.

The southsidewrap sendsdatato be loggedto thelogger The southsidewrapperalsoreceves
informationaboutthe amountof loggeddatafrom thelogger To reducedelays,logging of receved
datais asynchronous.When necessaryhe southside wrap rewrites, discardsand generatesTCP
paclets.

8.2.3 Logger

Loggeris locatedon separatecard or processqrso thatfailurein the protectedcomponentoesnot
destry loggedinformation. Theloggeris responsibldor loggingreceveddataandreadlengths.The
loggeris alsoresponsibldor managingl CP connectiorduringthe switchover.

Theloggeris connectedvith boththe southsidewrap andthe north sidewrap with fastnetwork
connection.

8.2.4 Normal operation

Whenthe TCP connection(only oneconnectionis allowed by the modelpresentedy the paper)is
openedthe southsidewrap logsinitial sequenceumbersto thelogger The southdelaysoutgoing
acknavledgmentuntil the logger hasloggedinitial sequencenumbers. The north side wrap only
passeshroughthe connector listencalls.

When paclet is receved from the IP stack,the southside wrap forwardsit to the logger To
preventdelays the southsidewrapperalsoimmediatelysendghe paclet to the TCP stack.

Whenanacknavledgments receved from the TCP stack,the southsidewrap rewritesacknavl-
edgmennumbersothatonly datathattheloggerhasacknavliedgedasloggedwill beacknavledged
to the remotepeer Although this behaior enablessafeasynchronousogging, it preventsefficient
operationof TCP flow control. The problemmanifests,becausehe remotepeerbelieves that the
bytesnot acknavledgedby the southsidewrap are consumingl CP stackbuffer andthereforemust
bereducedrom sendwindow. Theflow control problemis avoided by rewriting windowv adwertise-
menton the acknavledgmentto includeasmary bytesof extra asthereis dataunacknavledgedby
thelogger Obviously IP checksurmeedsgo berecalculated.

Thenorthsidewraplogslengthof all readoperations Also this loggingis doneasynchronously
Write operationsare only allowed whenthe loggerhasacknavledgedall write operationghat had
precededhe readoperation. Write operationsare blocked until they are allowable. Ensuringlog
consisteng beforewritesis important,aswrites canalsoaffectlog contentfrom the southsidewrap.
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Loggeronly recevesreadlengthsfrom the north sidewrap andreceved pacletsform the south
sidewrap. Receved messageareimmediatelyacknavledgedto their senders.

8.2.5 Switchover

Whenloggernoticesswitchover, it will assumeaesponsibilityof the protectedT CP connection.The
loggerwill sendanacknaviedgmentswith zerowindow adwertisementaisanresponséo all incoming
paclets. Theacknavledgmenonly acknavledgeseceveddataup to the pointit haslogged.Sending
zerowindow acknavledgmentensureghatno furtherdatahasto be handled.

The control of TCP sessioris relinquishedto the southsidewrap of the protectingcard(in the
original paperto the southsidewrap of rebootedcard). The southsidewrap continuesgeneratiorof
zerowindow acknavledgments.

Theapplicationperformseitheraccept orconnect calltoestablistthelostconnectionln case
of theaccept thesouthsidewrappergenerateg CP sggmentcontainingSYN bit. Initial sequence
numberis sameas sequenceumberof the last successfullyreceved TCP segment. The sggment
is thendispatchedo the TCP stack. Responséo the SYN is dropped.Necessaracknaviedgment
is generatedor the SYN. If the applicationperformedconnect call, the TCP stacksendsTCP
sgmentthathasSYN bit set. Thesouthsidewrapdropsthe sgmentsandgenerateproperresponse.
The acknavledgmentfrom the TCP stackis dropped. In both caseshe initial sequence&umberof
connectionT CP stackwastrickedto openis saved.

The TCP stacknow believesit hasopenconnection.Althoughthe sequenceumbersarecorrect
for incomingtraffic, they arenot correctfor the outgoingtraffic.

Theapplicationwill now gothroughthe samesequencé did whenit first started.The northside
wrap ensureghat both length and dataof r ead operationsareidenticalto the original execution.
Thenorthsidewrapalsocatchesll writes,anddiscardghem. Discardingwritesis stoppedvhenthe
applicatiorhaswrittenasmary bytesastheprotectenedid. Theoriginalamountof datawrittencan
be calculatedrom loggedinitial sequenc@umbersandsequenc@umbersof lastsentpaclet before
theswitchorer. Whenall datahasbeenreadfrom thelog andall previously executedwriteshasbeen
performed,TCP stackandapplicationaresynchronizedThe northsidewrap stopsdiscardingwrites
andassumesegularoperation.

Thesouthsidewrapstopsgeneratingaicknaviedgmentzerowindow adwertisementsAs outgoing
sequencaumberdgiffer from theoriginal sessiontranslatioris needed Thesouthsidewrapperforms
thistranslatiorto sequencaumberf outgoingpaclketsandto acknaviedgmennumbersf sggments
thatareforwardedto the TCPstack.With thisexceptionthesouthsidewrapassumesormaloperating
mode.

8.2.6 Performance

Thelnfocompapempresentedhterestingopenchmarkingesults.Thebenchmarksvereperformedwith
450MHzPentiumil computemith 10 Mbps ethernetonnectiorto remotepeerand100Mbpsether
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netconnectiorto thelogger Thebenchmarlusedanapplicationthatbulk transferedlatafrom remote
peerto the fault tolerantpeer Dependingof the chosenacknavledgmentstrategy, fault tolerantim-
plementatiorhadthroughputof 92-99percentof the original TCPimplementationBenchmarkslso
shavedthatthebandwidthbetweerthefaulttolerantT CP stackandtheloggeris of majorimportance.
With 10 Mbpsconnectiorbetweerthefault tolerantTCP stackandthelogger performanceavasonly
23-72percentof originalimplementation.

The measuredverageswitchover time for connectiorthathadtransferenemegabytedatawas
22ms.

It canbe concludedhatthe methodoffers morethanadequat@erformancdor regularoperation.
Themostimportantfactorfor performanceppearso bethelink speedetweerthewrappersandthe
logger Theswitchover timer appeargo be long becausef time consumingog replay This method
is unlikely to scalewell for long lived TCP sessionsasboth log spacerequirementandlog replay
timeincreasewith long livedsessions.

8.2.7 Requirementsfor applications

Thewrappingmethodimposeshe requirementhatary applicationthat usesthe fault tolerantTCP
stackmustalways behae deterministicallywhen given sameinputs from soclet interface. If this
is not the case the recorery will fail, asthe methodrelieson this behaior. For exampleBGP-4is
not deterministicin suchway, asbehaior not only dependdrom inputsfrom soclets, but alsofrom
contentof the route databasetiming betweenreceved messageandtiming of messageseceved
from IGP protocols.

The wrappingmethodis also unableto handle TCP applicationsthat act both as a sener and
a client — not enoughinformationis logged. As presentecarlie; BGP-4daemondehae both as
clientsandseners.

Due to theserequirementdor the applicationBGP-4routing protocoldaemonsannot be pro-
tectedwith this method.This methodwould be suitablefor protectingHTTP senersthatsene static
content.Anything morecomplicatedhanthatwould violate oneof the above requirements.

8.2.8 Disadvantages

In additionto the unreasonableequirementsmposedfor the applicationsthe wrappingmethodhas
also somesignificantflaws. Perhapghe mostincorvenientflaw is thatloggerhasto storeall data
recevedonthe protectedl CP connectionWhile it mightbeacceptabléor ashortlived TCPsession,
it is definitely not acceptabldor long-lived routing connection.It is entirely possiblethat protected
BGP-4connectiorcouldlastyears,if notdecadesindcouldtransporigigabitsof data. The sheersize
of thelog would preventbothreasonablstorageandreplayin ary acceptabl@mountof time.

The wrappingmethodis unableto handlenow widely usedselectve acknaviedgmentoption.
Supportingselectve acknavledgmentwould in worst caserequire queuingpaclets on south side
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wrap,asmeremodificationof acknaviedgmenmnumberis notenoughto ensurehatloggerhaslogged
all incomingdata.

The otherproblemrelatedto acknavliedgmenthandlingis thatthe southsidewrapperin practice
delaysacknavledgmentauntil datathe acknaviedgmentrefershasbeenlogged: whenthe acknavl-
edgmennumberis rewritten by the southsidewrap, acknaviedgmentfor unloggeddatais generated
only whenthe TCP stacknext time sendsa segment. This delay manifeststself asincorrectround
trip estimateshy the remoteTCP peer andthereforeleadsto poor performance.The problemcan
be mitigatedby introducingadditionalacknavledgments:the southside wrap generatesdditional
acknavledgmentsvhendatahasbeenlogged.Severaloptimizationdor this strat@y is presentedhut
all of themincreaseoundtrip time estimateanduseextra bandwidthfor acknavledgments.

8.3 Transparentreplication

A methodwheregatavay or routerreplicatesTCP sessiorpacletsfor both primary andbackuphas
beensuggesteth arecentpapettitled “T ransparenT CP(IPbasedreplication”[9]. In themethodthe
primary TCP stackexecutesasit would without protection. The backupTCP stackon separatecard
recevesduplicatesf all pacletssentandrecevedby the primary TCP stack.

The backupTCP stackusesleadeffollower protocolto synchronisedtself with primary: when
thereareseveral possiblestatechangedor someinput, the statetransitionis deducedy paclet sent
by theprimary

Perhapghe mostcritical weaknes®f this methodis thatit createsa singlepoint of failure: the
replicatorbetweerotherroutersandandcontrol cards.Also determiningcorrectstatemachinetransi-
tionsonthebackupTCP connectiorstatemachineis hardandrequireshugeinstrumentatiorof TCP
stack.Dueto thesefailuresthis methodis unsuitablefor the carrierclassrouterplatform,andwill not
be discussednore. A methodsimilar to this one,but moresuitablefor carrierclassrouterplatform
will belaterintroducedonthisthesis[9]

8.4 Summary

Protocolextensionsfor BGP-4andfor LDP representlegantlightweight solutions. Both presented
protocolextensionsarelessthansix monthsold, andarenot currentlyin generaluse. Theseexten-
sionsavoid complex TCP connectiorswitchorver with a simplemodificationto the protocolbehaior.
Wrappingthe stackis inpracticalandis suitableonly asanacademiddea. Transparenteplicationis
workablemethod but it hasa singlepointof failure.



Chapter 9

Requirements

9.1 Goals

Protectionis usedon the carrier classrouter platform to malke it certainthat a predefinedevel of
serviceds availableregardlesof failuresandongoingmaintenanceFollowing requirementsareset
for choosinghe protectionmethod:

e Minimal interruptionto thetraffic.

Softwareversioncrosscompatibility

Compatibilitywith third partyrouters.

Suitability for otherTCP basedapplications.

Minimal changedo existing code.

Minimal overhead.

Thefirst requirementerivesfrom the very definition of protection— uninterruptedserviceis the
goalof thewholeprotection.Theform of thisrequirements purposelylimited —aroutingconnection
may beinterruptedjf andonly if it doesnot preventforwarding. This requirements the mostimpor
tantof the requirementsObviously the lesserthe interruptionto thetraffic is, the betterthe method
is.

Oneof theimportantapplicationsf the protectionis updatingthe softwarerunningon the control
cards. Regularrouters,suchasthe onesmadeby Cisco, have to be bootedwhenupdatedsoftware
is taken in use. With protectionone of the control cardscan be bootedwithout interruptingthe
service. Thereforeit is feasibleto assumehatthereare situationswherethe active andthe passie
cardhave differentsoftwareversions.This requirements not absolute- in specialoccasionst might
beacceptable¢hattwo softwareversionsdo notinteroperateaslong asmostof the softwareversions
arecompatible.

43



44 CHAPTERY9. REQUIREMENTS

We must not expectto be the only vendorthat provides IP networks. The protectionmethod
hasto thereforeinteroperatewith otherrouters. In practicethis meansthat the protectionis totally
transparento otherrouters. On the otherhandit meansthatif thereis a standarahat helpsother
routersto offer betterservice thenit mustbe supported.

Although this thesisinvestigategprotectiononly from the perspectie of protectingthe BGP-4
routingprotocol,it is probablethata needarisedaterto protectotherTCPbasedorotocols.Therefore
themethodshouldbe genericandapplicableto otherapplicationghatuseTCP astransporiprotocol.
Thisrequirements notabsoluteandif TCP protectioncanbe avoidedfor BGP-4,thereis no needto
disqualify a goodmethodbecausét doesnot supportotherapplications.On the otherhandif there
aretwo equallygoodmethodsthe moregenericof themshouldbe chosen.

DevelopingroutingdaemonsandIP stackrepresena seriousnvestmenof manpaever. Therefore
someof the software componentsreboughtor subcontractedTo easere-integration of softwareto
thesemodules,changeshouldbe keptasminimal aspossible.Minimally intrusive methodsshould
thereforebefavoredover otherprotectionmethods.

As thousand®f concurrentprotectedBGP-4 conenctionsare possible,it is importantthat only
little of extraoverheads causedyy the protectionmethod.The overheadncludesCPU usageon the
both cards,extramemoryusageandcommunicatiorbandwithusage.

In additionto the technicalrequirementsabaove, thereexists a minor political requirement:the
chosemrotectionmethodshouldnotbe patentedIf the methodis patenteda licensemustbe obtain-
ablewith fair andreasonabléerms.This aspecis notdiscussedurtherin this thesis.

9.2 Protectedinformation

This sectiondescribesvhatdatamustbe protectedn orderto achieve the goalsdescribedn the pre-
vious section.This sectiondoesnot specifythe exacttechnicalimplementation- althoughpresented
dataitemsmustbe protected protectionmethodcanachiere the protectionby usingcopying, inde-
pendentcalculationor even re-obtainprotecteddatafrom someotherentity. This sectiondoesnot
specifyary requirements.

9.2.1 TCP stateinformation

The stateof TCP stackhasof two main componentssoclet structuresand TCP connectionstates.
Soclet structuresontainactualbuffereddataandinformationof pendingcalls. This datamustalways
beprotectedr re-obtainedy somemeansafterswitchover. Re-obtainings only feasibleif protection
methodallows re-openingl CP connectiorandlosingall buffereddata.

Minimum setof TCP connectionstatevariablesto protectcontainsnegotiatedMSS, currentse-
guencenumberdgo bothdirections sendwindow, receve window, andTCPrelatedtimers. TheMSS
(maximumsegmentsize)hasto beknown for properoperationof the TCPflow control. Thesequence
numbersnustbe corrector otherwisethe remotepeerwill notacceptfurthersggments.Sendandre-
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ceive windows are necessaryor smoothoperation,althoughwindow sizeinformationis not vital.
Timersneedto bereplicatedto facilitateproperretransmission.

Obviously alsotheindicationof the currentconnectionstateshouldbe protectedior eachactive
connection. Thereis no point of protectingTCP connectionghat are not in the establishedtate—
BGP-4doesnot utilize half-duplex states(statesFIN-WAIT-1 and CLOSING), and half-openstate
canalwaysbere-nayotiatedwithout lesseningervicelevel.

9.2.2 BGP-4stateinformation

Thefirst of the threeroute informationbasesof BGP-4 (Adj-RIBs-In, LocRIB and Adj-RIBs-Out)
mustbe protected.Two otherscanbe re-constructedvith expensve calculationfrom thefirst route
databasend from the systemroute database As this calculationis very expensve, in practiceall
threeRIBs shouldbe protected It shouldbe notedthatRIBs arelogical structuredefinedto facilitate
understandingf BGP-4protocol,andthereforeanactualimplementatiommaydiffer from this model.

Stateinformation of peerstatemachinesmustbe replicated. This statecontainsprotocol state
machinestate active timersandvariousneyotiatedoptionsandcapabilities.

9.2.3 Other protectedinformation

Routingprotocolfilters, policiesandconfigurationhave to be protected.Also systemroutedatabase
mustbe protected.Protectinonof theseelementds handledby systemsoftware. This thesismakes
theassumptiorthatthesecomponentsrealwaysup-to-dateon bothcards.

9.2.4 Summary

Proposedsolutionsshallbe comparedwvith severalwell definedcriteria. The mostimportantcriteria
is minimal interruptionto the traffic. Also businesseasonssuchasrequiredchangeso third party
codeareconsidered.

A sizablesetof protectedlatacanbederivedfrom theserequirementsTheprotectedatacontains
TCPandBGP-4stateandconfigurationinformation.
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Chapter 10

Bulk transfer methods

All protectionmethodsneedto transfersomedatabetweenthe active andthe passie card— at the
minimum whenperforminginitial synchronization.Somemethodmight be otherwiseindependent,
but othersmight keepcopying stateinformationcontinuously Therearetwo distinctly differentways
of copying stateinformationfrom the active cardto the passie card: memorycopying andencoding
of data.

10.1 Memory copying

Thememorycopy methodis basedntheideathatall protecteddatais placedon a separatenemory
areathatis copiedto thepassie cardwheneer bulk transfemeedso beperformed.Therelocationis
relatively easyto perform,ason RTOSthatis used,all moduleshave separatelyelocatablenemory
allocationpools.

Thereareseveralissuesthat needto be ensuredvhenimplementingthis type of copying. First
thingis thatthewholestateof memoryallocatormustbelocatedonthememoryareathatis replicated.
Thatis the casewith our RTOS of choice. Anotherobvious issueis that synchronizatiormustbe
performedto guarante¢hatcopiesareconsistenandbulk transferdoesnotinterruptmemoryaccess
operation.

Thereceving endof the transfermustnot receve the replicatedmemoryareaover the previous
copy, asit is possiblethattheactive cardmightfail in themiddle of thebulk transfer This presentsio
problem,asourhardwarehasMMU thatcanbeusedo re-maprecevedmemoryareato its destination
locationwhenthebulk transferhasbeensuccessfullyperformed.Thesideeffect of this methodis that
the protectedpartition of the memoryconsumesloublethe spaceonthe passie card.

For thoseprotectionmethodgshat performmorethanonecopy operationthereexist anintuitive
optimization— MMU canbe usedto keepbook of changeddirty) pagesandfurther copiescanbe
doneincrementally

On the carrier classrouter architectureit is possibleto perform actualbulk transferby using
proprietaryfeaturesf the backplananterfaceandprogrammablecatter&gathecapableDMA unit.
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This leaves CPU free andthe only penaltyis consumptiorof someof the bandwidthof the memory
bus. It shouldbenotedthatthereis bandwidthof seseralgigabitspersecondavailablefor bulk transfer
onthebusbetweercards,but thereis nottoo muchof extra capacityon the memorybus.

As slowestpart of the chainfrom memoryof the active cardto the memoryof the passie card
is PCl businterfaceto ASIC, it is easyto estimatethat maximumtransferrateis 132 megabytesper
second.Bufferson ASIC andon the memorycontrollerreducethis estimateslightly. To accountfor
otherPCl bustraffic, we canreducethe bandwidthestimateo half. At this speedlO0OMB worstcase
initial synchronizatiowould take 1.52 s anda changeof 32 kB would take 0.42 ms.

To guarantesoftwareversioncompatibility all datastructuresmustbe generalizedo,thatsmall
changesrelaterpossiblewithout breakingcompatibility to older softwareversions.

This methodhasseveral advantages.The mostimportantof themis thatmodificationsto under
layingapplicationareminimal. Thisfeaturecomedrom thefactthatthismethoddoesnotunderstand
datait is copying. Also this methodis very fastanddoesnot consumepreciousCPUtime.

The mostimportantdisadantageof this methodis thatonly minor changesrepossiblebetween
software versions. For exampleversionl useslinked lists for somethingandversion2 usesarrays,
thereis no way that bulk transferis possiblebetweentheseversions. Other disadwantageis that if
MMU optimizationis not usedfor selectingonly changedpages,copying might take a while and
hindermemoryaccesseby the processor

10.2 Encodingdata

The secondmethodfor bulk transferusesprotocolspecificencodingroutinesthattraverseall neces-
sarydatastructuresandserializeprotecteddata. Serializeddatais thentransferedo the passie card
wheredatais deserializechinddatastructuresarere-createdRe-createdlata-structuresontainsame
informationasin the passie card,but possiblyin differentform or containment.

Obviously this methodproducesninimal size setto copy with costof additionalprocessorcon-
sumption. The major disadwantageassociatedvith this methodis that encodersare neededor all
structuregpresentin protecteddata. Thereforethis methodrequiresheary instrumentatiorof third
partycode.

Advantageof this methodis that asthe form of the stateinformationis standardizedsoftware
compatibility betweerthe active andthe passie cardis mucheasierto obtain.

10.3 Conclusions

Memory basedmethodshouldbe used,asit is superiorin mostaspectscomparedo the encoding
basedmethod. The decisve factoragainsthe encodingbasedmethodis thatheary instrumentation
of third partycodeis unacceptable.

The issuebetweensoftware incompatibilietscan be solved whenit raises— corversionroutines
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canbewritten. As corversionroutineswould be executedon the passie card,load would be more
evenly distributed,asmostof thetime the passie cardis morelightly loadedthanthe active card.
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Chapter 11

Protection methods

11.1 Method 1: logical synchronization of TCP and BGP

As boththe active cardandthe passie cardreceve the samepaclets, it is possibleto run TCP and
BGP-4statemachinesndependentlyn bothcards.The outputrelatedto protectedl CP connections
from the passie cardis discardedintil switchover.

If this approacltis used,initial sequenceumbergor new connectiormustbe choseridentically
in both cards. As randomnumbersare producedby a strongrandomnumbergeneratqridentical
sequencaumbergnustbeaccomplisheavith meansof messag@assing.

11.1.1 The needfor synchronization

As the active cardhasmoretasksto performthanthe passie card, it is likely that programson the
passie cardhave betterresponsdime. It is alsolikely thatcardshave differentsoftwareversionsin
use. Executionson both cardsarein no way synchronizedf statemachinesareexecutedindepen-
dently on both cards,thereis a high probability that their executionhistorieswill diverge sooneror
later. This divergencecanbe causedy seseralreasons.

Themostlikely reasorfor divergenceis thatacceptablacknavledgmentangedor someprotec-
tectedconnectiordiffer betweercards.If TCPtransmitoperationsareasynchronoughefirst cardto
sendthe datagramhaslarger acceptablecknavledgmentrangethanother If the active cardsends
datafirst andacknavledgmentis receved from remotepeerbeforethe passie cardhastransmitted
the sgmentreferredby the acknavledgment, TCP statemachineswill diverge: the passie cardwill
forever try to retransmitandthe active cardcontinuesnormally

Divergencecanalsooccurbecausef timers. If thelink to a remotepeerhasbeenunavailable
for a while and TCP stackon both cardsare aboutto drop the connection following eventscould
occur:remotepeersendsacknaviedgmentthelightly loadedpassie cardprocesseacknavledgment
immediatelyandkeepsthe connectionwhile on the highly loadedactive carda timer expiresbefore
theacknavledgments processed.
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The timers on BGP-4 can also causesimilar situation. Furtheron differenceson BGP-4 state
can easily lead TCP differencesas routing daemonswould try to senddiffering traffic over TCP
connections.

11.1.2 Logical synchronization

One possibility is to synchronizeboth TCP and BGP-4 states. This is not feasible,asthe cardsdo
not have a commontiming source andit is likely that software versionsdiffer. Anotherpossibility
is to performsynchronizatioriogically: eventhoughclock timing of eventsdiffer, their orderis the
same.lt shouldbe notedthat synchronizatior{ordering)for TCP mustbe doneon connectiorbasis,
asotherwisetherequiredbuffer spacevould beimmenseandperformancempactmight be huge.
Logical synchronizations accomplishedor TCP stackwith a simplearrangementalwayswhen
the active cardis aboutto performan operationon protectedconnectionjt will sendmessagéo the
passie cardwhich will only thenperformthe sameoperation. This guaranteeshat operationsare
performedin the sameorderon both cards. The chapterdelonv describethe exactbehaior of each
participatingcomponentPicturell.1shavs generaloverviewn of this method.

Active card Passi ve card

BGP-4 |&f---- SY.NC....i>  BGP-4

TP (- SYyNL....I>  TCP

| P I P
HW HW
| ﬁ\\X / ﬂ
Line Card Li ne Card

Figurell1.1: Overvien of methodl

Protectecconnectionsanbeidentifiedon FreeBSDbasedstackeasily— if aflag indicatingpro-
tectionstatusis addedto TCP control block of the connection(TCB), the flag canbe accessedoth
basednsocletnumberandin tcp_inputfunction. Identificationandsynchronizatiorof the protected
TCPsgmentanusthapperin tcp_inputfunctionimmeaditelyafterthe TCPcontrolblockis identified
basedn sourceanddestinatiorlP addresseandports.
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It shouldbe notedthathashtablesindexing both protectecandnon-protectediatastructuresieed
to besplit to preventcorruptionduringinitial replication.

TCP synchronization

Following operationsvithin TCPstackmustbelogically synchronizedor eachprotectecconnection:
e Timers
e Transmitof TCP segmentto network
e Receve of TCPsagmentfrom network

All operationsfor non-protectedconnectionsare asynchronouso avoid imposingunnecessary
overhead.

Timersof a protectecconnectiormustbe preventedfrom expiring unlesshey have expiredonthe
active card. This canbe accomplishedy addinga flag to the timer structure andexpiring the timer
only in two occasions:

e We areactive cardandit is time to expire thetimer.
¢ WhenITC messagdérom active cardssaysthattimer hasexpired.

As all previous eventsare ordered therenever is a situationwheretimer referredby expiration an-
nouncementoesnot yet exist in the passie card.

Transmitof TCP sggmentmustbe synchronizedIt caneasilybeaccomplishedby queuingtrans-
mit operationauntil messagés receved from the active card. Transmitoperationsare definedto be
sendingsomepartof thesoclet buffer or sendinganacknaviedgment.

Also received TCP sggmentsmustbe queuedandprocesseanly whenthe active cardis starting
to procesghem. Somesanitycheckscouldbe performedio dropolviously incorrectpacletswithout
needof synchronization.

Themessagethatactivateoperationsnustbein theform: (connectionpperationjd), wherecon-
nectionis a uniqueconnectioridentifier operationidentifieswhich type of eventhasbeenperformed
on the active cardandid is uniqueidentifier for the operationto be performed. Identifierscanbe
chosensequentiallyassynchronizatiorguaranteethat both cardswill choosesameidentifiers. The
operationdescribedy synchronizationmessagenustbe performedassoonaspossiblg(immediately
if it hasalreadybeenissued)sothateventsoccurin order

Socket synchronization

Soclet operationsare conceptuallyseparatdrom TCP stack,but sharesamemary datastructures.
Soclet operationorderingaffectsdirectly to synchronizatiorof the TCP stack,andcaremustbeused
with definingtheir synchronizatiorbehaior to avoid paradoes. Soclet calls mustbe synchronized
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becausenuchof TCP behaior depend®n the stateof the soclet buffers. Synchronizations shared
betweersocletsandTCR soin otherwordsbothsoclket andTCP operationsaarequeuednthe same
gueueanddequeuedh sameorderasin the active card.

Most of the calls on soclet interface may block. Unblocking of blocked soclet calls requires
no additionalsynchronizationas unblockingis direct resultof statechangesn synchronizedrCP
connectiorstatemachines.

Proceduresocket is usedon socletinterfaceto createnew soclets. A specialversionof soclet
procedureis provided for creatingprotectedsoclets. This proceduredoesnot changeTCP state
machineandis thereforenot synchronizedTo avoid soclet descriptorcollisionswith non-protected
soclets,differentname-spaceustbe used:large numberscanbe usedfor protectedsocletswhereas
soclet handlesfor regular soclets are small integers. Somemechanismmustbe usedto guarantee
thatsameapplicationggetsamesocletidentifierson bothcards.Sockethandlecould,for example,be
specifiedasthe parameteof the procedure.

Pr ocedur e closeis the oppositeof proceduresocket —it closesTCP connectionandfrees
socletidentifier Only requiredmodificationfor thecl ose is the synchronizationSynchronization
canbe performedon perconnectiorbasis.

Procedure&onnect is usedfor creatingnen TCPconnectionsAs connect is associatedvith
connectiorit mustbe synchronizedvith openingof the sameconnectioron the passie card.

Proceduresend is usedfor sendingdatato TCP stream. In our implementatiorthereexist no
separatew i t e procedurdor soclets— callstowr i t e aremappedo send. Usualperconnection
synchronizatiorsufiices.

Recv proceduranustalsobesynchronizegerconnectiorbasis.No separate ead proceduras
implementedasusedRTOShasno centralizedile managemeniCallstor ead aremappedor ecv.
Recv proceduremustbe synchronizedasthe amountof free spaceon the soclet buffer directly
affectsto TCPflow control.

Although proceduresel ect changesiothingon the TCP statemachine,it hasto be synchro-
nizedto guaranteghatall operationsbeforeit have beencompleted.If synchronizatiorwould not
be performed applicationon the active and passie cardscould get differentresultswith sel ect s
on multiple soclet descriptors. This is especiallyvital, as BGP-4 daemonrelies heavily on select
procedure.

AsynchronousO with signalsis notrequiredandthereforewe avoid consideringsynchronizingt.
The supportfunctionsf cnt | andi oct | mustbe synchronizedassomeof their parametersffect
directly to TCPstatemachine.

BGP-4 synchronization

BGP-4 routing daemonscan be synchronizedwith similar arrangemento TCP. The eventsto be
synchronizedare:

e BGP-4hold andkeep-alve timers
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e Socletoperations
e Routingevents
e Network managemerdctions

BGP-4hold timerscancausdaerminationof connection.Thesetimersmustbe synchronizedvith
the othercontrol cardto ensurethat the statemachinesdo not diverge. Keep-alve timershave to be
synchronizedasmanagemenactionsmay terminateconnectiorandexpiring keep-alve timer could
causedifferentsendoperationgo be performedat the passie andthe active cards. Sametechnique
usedfor TCPtimersappliesalsohere.

Soclet operationslsohave to besynchronizedtthe BGP-4daemon Althoughprotectedsoclets
will by synchronizedat soclet level, r ecv operationshave to be synchronizedo guaranteerdering
with timers. Synchronizingwrite operationsis not so vital, but shouldbe doneto guarantedhat
managementperationsvon’t causestrangesituationswithin TCP/IPstack.

Routingeventshasto be synchronizedo guarante®rderingof otherevents.

Network managemeractionsthatcanaffect orderingof othereventsmustbe synchronizedlt is
mostlikely easiesto synchronizeall managemerdctions.

11.1.3 Switchover

At the momentof switchover the passie cardbecomesactive. As TCP statemachinedor protected
connectiongrein correctstate therole of active cardcaneasilybeassumedTheonly thingthatTCP
needgo dois to executeary eventspendingsynchronizatiorfrom the old active card.

TheBGP-4statemachinemustalsoto executeall eventspendingsynchronizatiorirom theactive
card.

The switchover is instantaneousyithin limits of hardware fail-over, exceptin a single special
case.Thespecialcasds, if theactive unit failsin themiddle of transmitandthe passie cardis alsoat
themiddle of transmit.In this situationno sgmentgetssenteventhoughthe new active cardbelieves
it hassentone. Thiswill notcausealongstandingroblem,asTCPretransmitmechanisnwill correct
thesituation.

Onemighttry to changesituationby modifying synchronizatiorstratgy to suchthatthe passie
card executescorrespondingvent only after the active card hasfinishedthe event. Although such
stratgy would be possibleamorecomple definitionfor blockingsoclet operationsvould be neces-
sary— soclet operationsancauseothereventsin TCP stack.For examplesoclet operationsendcan
causeransmissiorof TCP segment,an operationthat canfinish beforethe blocking sendcall does.
Resultof thisis thatpassie cardis instructedirst to performthe TCPsggmenttransmitoperatiorand
only afterthatthe soclet sendoperation.This combinationis oftenimpossible aswhenthetransmit
buffersareempty soclet sendoperatiormustoccurbeforeTCP segmenttransmission.
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11.1.4 Insertion of newcontrol card

Therearefour scenariogor controlcardinsertion/boot:
¢ Nodeis bootedwith only onecontrolcard.
e Nodealreadyhasanactive card
o Nodeis bootedwith two controlcards
e Nodethathasno controlcards.

In first scenarionoreplicationis necessarfor successfuboot. As hardwareautomaticallyselects
active cardwhentwo control cardsare presentthird scenarigpracticallyis the sameassecondone.
Both of thesescenariosequireinitial replication.If nodehasno controlcards,noactionis necessary
asnodeis shutdowvn whenthelastcontrol cardis taken off-line.

Whena new passie control cardis inserted pboththe BGP-4routingdaemorandprotectedTCP
statemachineshave to be initialized in that card. One of the bulk copy methodspresenteckarlier
couldbe usedto replicatenecessargatastructures As no call stacksarereplicated the softwareon
theactive cardmustperformthereplicationin suchstatethatall protectedstateinformationresidesn
replicateddatastructures.

It is importantto guaranteghat the BGP-4 routing daemonand and TCP statemachineswill
remainsynchronizedywhenboth daemonsreenabled.This canbe accomplisheavith the following
sequence:

1. Disableemittingary new (routignandtimer) eventsontheactive card.Drop all incomingTCP
pacletson bothcards.

2. Performsynchronization.

3. Enablethe TCP stackon the passie card.
4. Enablethe BGP-4stackonthepassie card.
5. Enablethe TCP stackon the active card.

6. Enablethe BGP-4stackontheactive card.
7. Enableemittingeventson bothcards.

8. Whenfirst synchronizatiormessag@®f TCP receve eventis receved by the passie card,the
passie carddropsall TCP pacletsthat have beenqueuedbeforethe paclets which the syn-
chronizatiormessagevasfor.
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Theroutedatabasenustnot emit ary eventsduringthe synchronizationlf routedatabasevould
emit eventsand BGP daemonsvould just queuethem, it is possiblethatthe active card might have
moreeventson thequeuethanthe passie card.

TCPstackis enabledbnthe passie cardbeforeit is enabledbn theactive card. This arrangement
guaranteethatthepassie cardhasatleastall thedatatheactive onehas.Thestep8 of above sequence
dropsunnecessarilgueuediata. This somavhatcomple arrangemenis necessarbecausehereis
no way to startTCP stacksat exactythe samemomenton bothcards.

11.1.5 Signalingdiagrams
Insertion of control card

Figure11.2shows the signalingdiagramof theinsertionof new passie control card. In thediagram
controlentity presentsystemsoftwarewithin the cards.

Whenthepassve cardis booted thecardsendsnessagéo theactive oneandrequessynchroniza-
tion. Whenthe passie cardis booted boththe protectedl CP stackandBGP-4stacksaresuspended
right aftercompletingtheirinitialisations. Theactve cardsuspendgeneratiorof new eventsfrom the
routedatabaseThis mustbe doneto guaranteghatboth BGP-4statemachineswill getsameevents
after synchronizations complete. Thenboth BGP-4and TCP stacksaresuspendedBGP-4stackis
suspendefirst to preventadditionaldatato bewritten to soclket buffersduringthe synchronization.

BGP-4 and TCP stacksare synchronizedusing one of the methodspresentedearlier Route
databasesynchronizatioris handledby other subsystem&ut conseptuallyhappensat at sametime
asTCPandBGP-4synchronization.

After synchronizatiorthe active cardadviseshe passie cardto enableBGP-4and TCP stacks.
The passie card informs the active card when stacksare enabled. It is vital that the passie card
enablesT CPstackbeforetheactive card,sothatits TCPreceve queuecontainsatleastall the paclets
thattheactive cardhas.

The active cardthenenablesT CP andBGP-4stacks.Eventsfrom routedatabaseanbe enabled
asynchronousjfyasthey will besynchronizecaindBGP-4stack.

Not drawvn in thesignalingdiagram:whenthe active cardprocesseaext incomingTCP segment,
the passie cardwill discardall TCP pacletsbeforeit andwill atthatmomentbe synchronizedvith
theactive card.

Sendand receve

Figurell.3shavs ascenariovhereBGP-4timer initiatessendingof TCP paclet (eg keep-alve) and
soonafterapaclet from the sameTCP connectionis receved.

Timer TIC messagdrom operatingsystemtimer is receved by bothBGP-4stacks BGP-4inter
nal timersareevaluatedon the active cardandthe passie card. As the passie cardgot tick message
beforethe active card, it flagstimersasqueued.As timer x expires,synchronizatioomessagés sent
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Figure11.2:Insertionof anew card(methodl)

to the passie card. Both passie andactive card executethe pendingtimer. More thanonetimer
couldexpire in real-world situation,andthe passie cardwould performthemin the orderit receves
the synchronizatioomessagefom the active card.

Expiring timer indicatesghatBGP-4daemomeedgo senda keep-alve messageA synchroniza-
tion messagés sentto the passie card. Both BGP-4daemongerformsoclet sendcall. TCP stack
synchronizeshe processingf the sendrequesin a similar manner The passie carddelayssending
of the paclet until theactive cardis readyto sendit.

A pacletis receved from the remotepeer Processinghe receved paclet is alsosynchronized
with the helpof amessageUsually BGP-4daemorusesselectfunctionto getnotificationsof incom-
ing octets.Emitting selecteventis alsosynchronizedvith a messagelt is possible thatthe passie
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Figure11.3: Sendandreceve (methodl)

cardcanprocesgheeventfirst, asschedulingnight causedelayson the active card. The BGP-4dae-
monwill delayprocessingelecteventuntil theactive cardinformsit is goingto processt. As BGP-4
andTCP daemonsaresynchronizedseparatelyit is possibleandlik ely thateventsbetweerthemoc-
curin differentorder asis the casewith sendingACK in TCP stackand processingselecteventon
BGP-4stack. Although eventscanoccurin differentorder orderingwithin protocol(TCP/BGP)is
alwaysthesame.

Switchover

Figurell.4shavs ascenariovheretheactive cardcrashesn the middle of aBGP-4timer execution.
Similar scenaridor TCPtimer is analogousndis thereforenot shawvn.
In thescenarigresentedby thediagramBGP-4daemongn bothcardsrecevetimer TIC message
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Figurel1.4: Switchover (methodl)

from the systemtimer. The passie card queuegimer andwaits for synchronizatiormessageThe
active cardcrashedeforeit hasa changeo sendthe synchronizatiormessagéo thetimer. Crashis
detectedalmostinstantlyby the hardwareandBGP-4and TCP stacksarenotified of the switchover.

As theresultof the switchover, BGP-4daemonexecuteshe pendingtimers. All operationghat
follow areasynchronouguntil new passie cardis insertedor original active cardrecorers). In this
exampletimer processingausedendsoclet call. Restof sendcall is notrelevant for the protection
andis notshawvn in thediagram.

In thefigure 11.5is shawvn ascenariavheretheactive cardis in themiddleof TCPsendoperation
andthe passie cardhasalreadysentits paclet. It is the only scenariowherere-transmithasto be
usedto synchronizethe stateat swithover. It is alsothe only casewhereswitchover is not nearly
instantaneous.

As operationsare synchronizecbeforethey are executed,passie card sendsthe TCP segment
to be transmittedbeforethe active card crashes. Output of the passie cardis discarded. As the
active cardcrashesno segmentgetssent. Sometime afterthe switchover retransmitimer expireson
the passie card. As switchorer hashappenedno synchronizatioris performedfor thetimer. The
retransmitis performedaccordingto normal TCP retransmitoehaior. As theformerpassie cardis
now active, retransmitis not discardedy the hardware.

11.1.6 Advantagesand disadvantages

This methodis relatively easyto implementandmaintain,asmodificationsareonly requiredto rela-

tively few event passingpoints. Requiredcommunicatiorbetweerthe active andthe passve cardis

minimal. Themethodseemso bevery suitablefor our hardwarearchitectureasit utilizesautomatic
paclet replicationserviceof incomingpaclets. Switchoveris alsovery fast.
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Figure11.5: Switchover while sending(method)

Solutionis genericandis notlimited only to BGP-4. Thecatchis thatprotectedapplicationgnust
beawareof the protection- protectechpplicationsonbothcardsmustperformsamesoclet operations
in the very sameorder In practicethis meansthat protectedapplicationshave to be synchronized.
This requirementcausesa seriouslimitation — behaiour of BGP-4 daemonmust be identical on
both cards.If softwarewould be updatedn a suchway that soclet operationsvould differ, upgrade
utilizing protectionwould not be possiblewithout specialconsiderationsProtectedapplicationmust
notuseary unprotectedoclets,asotherwiseswitchoser would fail.

To guarantedinding betweentask andits soclet descriptorsthis approachrequiresthat tasks
have sametaskidentifierson both cards. Taskidentifierscould change,if creationorder of tasks
changes. This requirementimits how much changescan be doneto software while maintaining

softwareupdatecapability This limitation canbe avoidedby usingpre-definedaskids for protected
tasks.

A disadantageis that the initial synchronizationrmight be comple. Someof the compleity
of theinitial synchronizatiorcanbe avoided,if memorycopying is usedasthe initial synchroniza-
tion method. On the otherhandno additionalreplicationafter initial synchronizatioris necessary
Constansynchronizatioralsolimits maximumpossibleperformance.
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11.2 Method 2: replicating TCP state

In this method the TCP statemachineis executedonly on the active card. Relevant TCP connection
andsoclet statestructuresarereplicatedto the passie card. The BGP-4daemoris executedon both
cards.Non-protectegartition of the TCP stackis of courseexecutedalsoon the passie card. Simi-
larly to methodl, this methoddoesnot toleratesharechashtablesbetweerprotectedandunprotected
partsof the stack.

Replicationhasto be performedon suchgranularity thatif the active cardfails, the passie card
hasenoughinformationto continueTCP sessions.In practicethis meansthat TCP connectionand
soclet statestructureshave to bereplicated:

e Beforecompletionof mostsoclet calls
e Beforesendingdata
o Beforesendingacknavledgment

Call stacksandtask scopevariablesare not replicated,andthereforereplicationpoints mustbe
chosenso that all necessarynformationfor maintainingTCP connectionds on replicateddataset.
In practicethis meanglimiting replicationpointsto eventloopsand carefully selectedocationson
socletinterface.

As the protectedT CP stackis not executedon the passie card,all the response$o soclet oper
ationsfor protectedconnectionsare receved from the active card. In practicethis meansthat most
soclet operationson the passie cardare put to hold, and during the replicationprocessa message
from the active cardtells whatshouldbereturnedwith whatsoclet operation.

The replicationof protectedTCP connectionstatestructuresand soclet structurescan be per
formedwith oneof thebulk transfermethodspresenteaarlieronthis paper

The BGP-4daemonon the passie card mustbe synchronizedvith the active cardto guarantee
thatsoclet operationsareperformedin the sameorder BGP-4daemoris synchroniseavith method
presentean chapterl1.1.2,but othermethodscould alsobe used,aslong assoclet operationsare
guaranteedo bein thesameorder

Thepicture11.6shavs agenerabverview of this method.

If the passie cardcrashesthe TCP connectionstatemachineson the passie cardareeitherin
correctstates,or can be broughtto the correctstateby executingall pendingsoclet operationsor
waiting for retransmissionfom remoteTCP peers.

11.2.1 Transmitting TCP segments

SendinglTCPsegmentschange®necritical elemenif TCPconnectiorstate theacceptablacknavl-
edgmentange.Thereforereplicationhasto be performedwvhenaer TCPstackis aboutto sendanew
segment.
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Figurel11.6: Overview of method2

The replicationhasto be performedin suchorder that the acceptableacknavliedgmentrange
includesdatato be sent,andthe datais sentonly afterreplication. This orderguaranteeshatif the
active cardcrashesftertransmit,the passie cardis in the positionto acceptheacknaviedgment.

Re-sendingsggmentsdoesnot requirereplication,becausdahe passie card may perform addi-
tional re-sendsafter swithover. The only harmcauseddy usingre-transmitin this way is the minute
amountof network bandwithusedduring switchover.

11.2.2 Receving TCP segments

Thereis no needto performsynchronizatiorimmediatelywhendatais receved — unacknevledged
datawill beresentoy theremotepeer if theactive cardcrashesandthereforedoesnot acknaviedge
thereceved TCP segment.

Whentheacknavledgmenis sent,normaltransmissiorsynchronizatiompresentedh the previous
sectionis usedto replicatethe new stateto the passie card. Synchronizatiorhasto be performed
beforesendinganacknavledgmentbecausavhenacknaviedgmentis sent,our nodehascommitted
to keepthedataon local buffers,andthereis no way we canre-receve it.

11.2.3 Socketinterface

All operationdor unprotectedgsocletsareexecutednormally by the passie card. All operationsor
the protectedsocletsarequeuednthepassie card,andresultsreceved by messageom theactive
cardarereturnedo the caller The messagenustcontainoperationidentifier soclet numbey process
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id of processvheresocletid is meaningful andthereturnvaluesof the operation.If socletoperation
referredby a messagdrom the active card hasno yet happenedthe messages queueduntil the
BGP-4daemoronthe passie cardissueghe samesoclet operation.

Thesocletoperatiors end mustperformthereplicationof the TCPconnectiorstatestructuresas
it addsdatato transmitbuffer. If theflow controldoesnotblockthecall ontheactive card,replication
is performedmmediatelyafterthecall. As partof thereplicationamessagés sentto thepassie card,
indicatingthereturnvalueof thecall. If thesend callis blocked by theflow control, TCPconnection
stateis replicated.During replicationa messagés sentto the passie cardindicatingthatthe send
call blocks. Whensend call is ableto return,anothereplicationis performedandthe active card
sendsmessagéndicatingthereturnvalueof the call. The passie cardkeepdog of the stateof send
call, sothatif the active cardcrashesn the middle of a blocking soclet operation the passie card
doesnotreplaythewhole soclet operation.

Thereis an additionalcomplicationfor send operation— often large sggmentsare transmitted
immediatelywithout buffering. In suchcaseareplicationis performedbeforethe TCPsegmenttrans-
mission. During this replicationthe passie cardmustflag the queuedsend call, sothatin eventof
switchoreronly the partof send call following thetransmissiowill beexecuted Anotherpossibility
would beto eliminatepossibledoublereplicationby forcing all transmitteddatato be buffered. Op-
tion to synchronizeonly onceat soclet level would not work, asacceptablecknaviedgmentranges
would differ duringthetime intenal of transmissiorandreplication.

Ther ead function performsreplication,becausédt remosesdatafrom the receve buffers. The
replicationmustbe performedjust beforear ead call would return,asit is the momentwhendata
is removed from the buffers. At that momentalsomessagéndicatingthe returnvalueis sentto the
passie card. The messageontainsalsothe datathatther ead call will putto the memoryregion
pointedby thecaller Callr ead mayblockwhenlessthanrequeste@mountof datais availableatthe
receve buffers. Blocking requiresno specialhandling,asr ead calls requirereplicationonly upon
completionof thecall. It is possibleto optimizer ead call so,thatinsteadof the active cardsending
thedatareturnedoy ther ead call, only pointersto receve buffersaretransmitted Suchoptimization
meanghatreplicationbecomesnorecomple, asthereplicationwould normallyremove r ead data
from soclet buffers.

Socletfunctionsel ect almostalwaysblocks.Thesel ect calldoesnotmodify statestructures
andthereforedoesnot requiresynchronizationlnsteadsel ect call is queuedon the passie card.
Whenthe active carddetectschange®n soclets monitoredby thesel ect call, it sendsthe return
value of sel ect call andthe correctbit masksof the file descriptorsto the passie card. Then
both the active andthe passie cardwake the calling process.Becausaunprotectedsoclets are not
replicatedsel ect call mayonly operateon purely protectedor unprotectedoclet descriptorsets.
Callingsel ect for setcontainingboth protectecandunprotectedgoclet would causeunpredictable
behaior.

Call socket requiresreplicationto guaranteghat identical soclets are createdon both sides.
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Thecall socket neverblocksandreplicationis alwaysperformedbeforereturnat the active card.

Calll i st en never blocks. Replicationhasto be doneto updatethe passve cardof changesn
the TCPconnectiorstatemachine.Thereturnvalueof thecall is sentbeforereturnby theactive card.

Socletfunctionaccept blocksalmostalways.Astheaccept callis semanticallysimilarto the
readcall, blocking behaior is identical— passie cardqueuegheaccept call until messagdrom
the active cardis received. Whentheaccept call would return, replicationis performedto copy
new soclet to the passie card. Messages thensentby the active cardindicatingthe returnvalue of
theaccept call. Unlessaccept returnedwith error, thisreturnvalueis the soclet identifier of the
newly createdsoclet.

Functionconnect blocksuntil aonnectiorhasbeenestablishedThe passie cardqueueson-
nect call until thereturnvaluefrom theactive cardis receved. As connect involvesstatechanges
to the TCP connectiorstatemachine replicationhasto be performedbeforeblockingtheconnect
call. A messagenustalsobe sentto the passie cardbeforethe blocking,asafter potentialswithover
the passie card mustbe ableto distinguishbetweenconnect callsin processaandconnect calls
thatarewaiting for response.

As mostroutingdaemonsnly useasynchronousoclet I/O, it would befeasibleto limit theim-
plementatiorto supportonly asynchronouehaior on the protectedsoclets. Suchdecisionwould
greatlyreducecompleity of the soclet interfacemaodifications,asthe behaior for eachsoclet in-
terfacecall would alwaysbethe same:replicationis performed.andthe active cardsendghereturn
valuein messageo the passie card.

11.2.4 BGP-4synchronization

The synchronizatiorof BGP-4 eventson this medhodis identicalto onethatis presentedn chap-
ter 11.1.2for methodl. Also thereasorfor synchronisings thesame.

11.2.5 Replication

Oneof the bulk copy methodspresenteckarlieris usedto transferthe stateinformation. Probably
the bestmethodwould be MMU assistednemorycopying, asit would causeminimal overheadand
almostno instrumentatiorof the TCP stackcode.

Duringthecopy operatiorthe TCP stackon theactive cardmustqueueall incoming TCP paclets
andsocletoperationsMostlikely copying canbeperformedsoswiftly thatit is acceptabléo prevent
schedulingduringthereplicationandby thatguaranteeonsisteng of thereplica.

If transmittingthe returnvalueis performedwith the soclet operation the returnvalue mustbe
transmittedn the sameoperation- boththe returnvalueandthereplicationmustsucceedr neither
may Thisrule guaranteethatrestartedsoclet operationsstartfrom consistenstate.
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11.2.6 Switchover

In thetrivial casethe passie cardhascurrentstateinformationfor protectedconnectionsand TCP
cantake over asif nothingwould hadhappenedTherearefour specialtasksthatusuallyhave to be
taken careof atthe momentof the switchover:

¢ Interruptedre-sendsnustbe handled

Unacknavledgedunreplicatedlatahasto be waitedfor

Expiredtimershave to be executed

Interruptedsoclet callshave to beassumed

If the switchover happenswvhile the active cardis transmitting the transmissiomustbe re-done.
Thatwill beaccomplisheavithout additionalcode,aswhenno acknavledgmentis receved, retrans-
missionwill bedoneby thenormal TCP retransmissiomechanism.

As receved datais not replicateduntil it is acknavledged,it may getlost during the switchover.
No additionallogic is requiredfor it, astheremotepeerwill automaticallyretransmitunacknavledged
seggments.

Usingthe TCP retransmissionmechanision the abore casedo reducethe needfor replication
hasoneslight disadwantage— someconnectionsnay be terminatedif a switchover occursduring a
link failure. If alink hasfailed, the remotepeerwill try to retransmitperiodically Whenthe failed
link recovers, it is possiblethata switchover coincideswith anretransmissiorfirom the remotepeer
Theretransmissiois lost. If theretransmissiomvasthelastto besent,TCP connectioris droppedby
theremotepeer As onsuchsituationconnectioris likely to breakaryway (TCPcontinuegetransmits
for approximatelytwo minutes) thisis only aminorinelegance nota problem.

As expiring timersdo not necessarily}causereplication,all timersthat shouldhave expired after
the lastreplicationmustbe executed. This caneasilybe accomplishedy saving time-stampof the
lastreplicationandcomparingijt to the currenttime. It would be possibleto optimizethis stepaway,
asall externally visible eventscausereplicationandthe TCP timersdo not have to bevery exact—a
timer canbedelayedafew secondsvithout significantconsequences.

Thereexist two separatescenariogfor switchover that interrupt soclet calls: soclet call is in
executionor soclet call is blocking.

In the first scenariothe active cardis executingsoclet operation,but no replicationhasbeen
performedto the passie (or replicationwasinterruptedby the switchorer) cardwhenthe switchover
occurs.In this scenarigdhe passie cardjust hasto executeby itself the queuedsoclet operation.

In the secondscenariccall blocksandthe replicationbeforeblocking hasbeensuccessfullyper
formed. On suchcaseno additionallogic is necessatyasthe waiting call will be wakenedby the
eventit is waiting from the stack.The soclet operationdoesnot have to bere-issued.
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11.2.7 Insertion of newcontrol card

Whenbootingwith singlecontrol card,thereis no needfor replication. Whena new passie control
cardis insertedn runningnodethatalreadyhasa control cardor the nodeis bootedwith two control
cards boththe BGP-4routingdaemorandthe protectedl CP statemachinesave to beinitialized in
thatcard. As with methodone,the bulk copy methodspresenteaarlierareapplicable.Replicating
theTCPconnectiorstatemachinesequiresno additionallogic, asreplicatingdoesnot differ from the
regularreplication.

It isimportantto guarante¢hatthe BGP-4routingdaemonsemainsynchronizedwhendaemons
at both cardsareactivated. As stacksareimplicitly synchronizedthey requireno specialattention.
This canbeaccomplishedaith thefollowing sequence:

1. Disableemittingary new eventsontheactie card.
2. Performreplication.

3. Enablethe BGP-4stackonthe passie card.

4. Enablethe BGP-4stackontheactive card.

5. Enableemittingeventson bothcards.

Emitting eventsfrom the route databasenustbe disabledto guarantee¢hat BGP-4input queues
areidenticalin boththeactive andthe passie card.

11.2.8 Signalingdiagrams
Insertion of control card

Figurell.7shawvsthesignalingdiagramof theinsertionof anew passie controlcardto anodewhere
only onecontrolcardis originally present.

Whenthe passie cardboots,it first initializes both TCP and BGP-4 stacks. UnprotectedT CP
connectionsnay proceed.BGP-4daemonis suspendedno processings startedon the first hand).
Thepassie cardrequestsynchronisatiofirom theactive card.

The active cardsuspendsventsfrom the route databaseThe BGP-4daemornis suspenedasis
the protectedportition of the TCP stack. Replicationis performedfor the TCP stackandthe BGP-4
daemon.Systemsoftwarewill synchronisehe routedatabase The active cardinformsthe passie
thatsynchronisatiotis finished.

The passie cardstartsthe BGP-4stackandinformsthe active cardthatit is finished.This stepis
to guranteghatthe BGP-4daemonrhason passie cardall the eventsthatthe daemonon the active
cardhas. Dependingon the route databasémplementatiorit might be possiblethatthereis no need
to performenablingeventssynchronously The passie cardthenasynchronouslgnableghe events
from theroutedatabase.
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Figurell.7:Insertionof anew card(method2)

The active cardenableghe protectedoortition of the TCP stack,the BGP-4daemonandfinally
BGP-4relatedeventsfrom theroutedatabase.

The sequencés similar with the similar situationon the method1. The maindifferenceis that
thisis somevhatsimplerandthe eventsin this signalingchartcould quite freely bere-ordered.

Nonblocking send

Figure 11.8 shaws a scenarionherea BGP-4timer initiates sendingof a TCP segment(e.g. keep-
alive). In this scenariol CP buffers have enoughspaceandno blockingis necessaty
BGP-4daemonseceve timer tic on both cards. Processindimer is synchronizedvith message
passing.The timer causesa paclet to be sent. The BGP-4daemonsynchronizesend call with a
message.
On the passie cardthe TCP stackrecognizeghat soclet identifier refersto a soclet that is as-
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Figure11.8: Nonblockingsend(method2)

sociatedwith protectedT CP connection.Thesend call is queued.On the active cardthe TCP flow
controlis consultedandasenoughbuffer spaces detecteddatais put to the sendqueue. Typically
TCP stackwould transmitlarge sgmentsout immediately but on this scenariotransmithasbeen
delayedo make its independencef the soclet interfacemoreobvious.

Whenthe send call is aboutto return, replicationis performed. The returnvalue of the soclet
operationis transmittedrom the active cardto the passie card.

Beforethe actualTCP segmenttransmitis performedthe new soclet stateis thereplicatedto the
passie card. If transmitwould have beenexecutedwithin soclet operation replicationwould have
hadto flagthe sendcall sothatit would nothave beenmistalenly executedwice, if switchoverwould
have occurred.

Blocking recv

Thefigure11.9shavs a scenariovherethe BGP-4daemorissuegeceve call thatblocks.

The BGP-4daemorusesmessag@assingo synchronizehe startingof the soclet receve opera-
tion. The passie cardonly queuegherecv call anddoesnothingelse. The TCP stackon the active
cardconsultsreceve buffers, anddetectshemempty The TCP stacksuspendshe BGP-4process
until datais recevved from the network.

Whena TCP sggmentbelongingto the connectioris receved, the TCP stackdecidego sendim-
mediateacknavledgmentimmediateacknavledgmentsareonly sentwhenthereis in transmitbuffers
datato piggy bagwith acknavledgment.Usually acknavledgmentsaresentwith a delayor with the
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Figure11.9:Blocking receve (method2)

next datasegment. Replicationis performedto securedatathatwe areaboutto acknavledge. If no
acknavledgmentwould be sent,this additionalreplicationwould not be executed.Acknovledgment
is transmittedby the active card.

Properreturnvaluesandbuffers are preparedor returningfrom the receve call. Replicationis
performedo updatethe stateandto transmitreturnvalueto the passie card.Both TCP stacksreturn
thereceveddata.

Switchover

A scenariovhereswitchorer occursin themiddle of asoclet call send is shavn atfigure11.10.

In this scenariche BGP-4daemorwishesfor somereasorto transmitdataon a TCP connection.
The startof the soclet call send is synchronizedvith a messageandthe BGP-4daemonsn both
cardsissuea sendcall to the TCP stack.

The TCP stackon the passie cardqueueghe sendrequest.The active cardperformsprocessing
relatedto sending,but crashedeforehaving an opportunityto transmitthe actualpaclet or before
returningfrom the soclet interfacecall.

Systemsoftware issuesswitchover notificationsto the BGP-4 daemonandto the TCP stackon
the passie card. The TCP stackrestartsthe queuedsend call, and performsprocessinghecessary
for send.Thesend call thenreturnsandat somelatermomentthe TCP stackdecidegto sendactual
TCPsaggment.

A morecomple switchover scenarids presente@dnthefigure11.11.In it sendcall is interrupted
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Figure11.10: Switchoverin middle of send(method2)

in themiddle of the TCP segmenttransmission.

The startof the scenarids identicalto the previous scenario.For somereasonsuchasthatsend
requests large, the TCP stackon the active card decidesto transmita TCP segmentimmediately
Before transmittingthe TCP segment, replicationis performedto updatethe passie card on the
acceptablacknaviedgmentange.At the sametime thequeuedsendcall is flaggedbeingin process.

While transmittingthe TCP segment,the active card crashes.In the example presentedy the
diagramthe sggmentdid not transmitfully, andis thereforeignoredby theremotepeer

Switchover occurs,but asthe queuedsend call is flaggedasbeingin processthe only thing
thatis done,is to returnfrom the call asif it had completedcorrectly Whenno acknavledgment
is receved from the remotepeer normal TCP retransmitmechanisncausesa retransmissioro be
performed.ThenormalTCPretransmissiomechanisntoversthe datalost oninterruptedtransmit.

A scenariavheretheactive cardcrashesn themiddle of replicationis shavn onthefigure11.12.

In the scenarioa nev TCP sggmentfrom a remotepeeris receved. The actve card performs
normalTCPprocessindor thesegment. TheTCPstackwaitsfor awhile, andasnodatais pendingfor
sendingjt decidedo sendazerolengthTCPseggmentwith acknavledgment.Beforeacknavledgment
is transmittedreplicationis necessary

The active card crashegduring the replication. Switchover is performedand the passie card
discardgheincompletereplicaandrevertsto previousreplicaof the TCP state.No pendingtimersor
soclet operationsaredetectedsonothingis donefor awhile.
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Figure11.11:Switchoverin middle of transmit(method?2)

The remoteTCP peerdoesnot receie acknavledgmentandthereforeretransmitshe TCP sey-
mentagain. Thisretransmissiois causedy theregular TCPretransmissioprocessTCPprocessing
is carriedin normalfashionon the protectingcard. After a while an acknavledgmentis sentto the

remotepeer The TCP stackis now identicalto what it would have been,if no crashwould have
occurred.

11.2.9 Advantagesand disadvantages

Oneof thekey advantage®f this methodis, thatmodificationsto the actualTCPimplementatiorare
relatively few, althoughprobablylargerthanwith methodl. Theassociatedisadwantagds thatlarge
modificationgto socletimplementatiorarenecessary

Anotheradwantagefor this methodis thatthe methodis easyto understandind simple. As the
initial synchronizations identical(exceptfor size)to theregularsynchronizationno additionallogic
is necessaryor it.

This methodrequireslesssynchronizatiorandthereforeit could be maiginally fasterthanmore
synchronizednethods.

Themethoddoesnot utilize hardwarebasedaclet duplicationfacility onthenode,andtherefore
replicationseemssomeavhatredundant. Althoughthe link betweencontrol cardshasplenty of extra
bandwidth the memorybandwidthof the nodesis limited. The memorybus bandwidthmaybecome
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Figure11.12:Switchoverin middle of replication(method2)

performanceéottleneck.

Thismethods applicablefor otherTCPapplicationsaslong asall protectechpplicationgerform
soclet operationsin the sameorder As with method1l, this requirementimits applicationsof the
protectionin thefield of softwareupgrade.

As the soclet structuresareidenticalon both cards taskidentifiersmustbe synchronizedor the
taskusingprotectedl CP connections.

11.3 Method 3: replicating TCP and BGP-4 state

In this methodneitherthe protectedpartition of the TCP stacknor the BGP-4daemonare executed
onthepassie card. The stateinformationof both stackss replicatedfrom the active card.

Thepicture11.13shavs ageneraloverview of this method.

As canbe seenfrom the picture,this methoddoesnot differentiatebetweeninitial andfollowing
replications- all protectionis performedwith replication. This methodis very lightweight, if MMU
assistedopying is usedasthebulk transfemmethod.

Only externalinterfaceof theprotectedsystemaretheinterfacetowardsthesystenroutedatabase
andtowardsthe [P stack.Thereforeruleswhento replicatearerelatively simple. Thereplicationmust
be performed:

o Beforea TCP seggmentis sent.
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Figure11.13:Overview of method3

e Beforeaneventrecevedfrom the systenroutedatabasés acknavledged.
o Beforeaneventis sentto theroutedatabase.

Theseaulesarebasedntheprinciplethatnon-protecte@ntitiesmustnotnoticepossibleswitchover.
This methodconsiderghe BGP-4daemonandthe protectedl CP stackasa singlewhole andrepli-
cationis alwaysperformedfor both. If replicationwereonly performedfor oneof thosetwo compo-
nents therewould be needfor comple rulesto ensureconsisteng at socletinterface.

11.3.1 Transmitting TCP segments

Whena TCPsegmentis sent thesendemlsocommitsto acceptacknavledgmentdor the sentpaclet.
Thereforethe replicationhasto be performedafter the TCP stackhasperformedprocessingor the
send,but beforethe actualbuffer is passedo the IP stacksendqueue. This arrangemenguaran-
teesthatif switchover happensafter transmittingthe segment,the passie cardis willing to accept
acknavledgmentfor it. As with method?2, this model utilizes the normal TCP retransmission$o
recover pacletslostin switchover thatoccurbetweerthereplicationandactualtransmit.

Replicationmustnot be skippedbeforesendingzerolength TCP segments. This behaior guar
anteeghatreplicationis always performedbeforesendinga TCP segmentwith ACK bit set(same
appliesto acknavledgmentby the selectve acknaviedgmentoption). Replicationbeforesendingan
acknavledgmentss vital, assendingthe acknavledgmentswill causethe sendetto remove acknavl-
edgedsegmentsfrom the transmitbuffers andthereforeremovesthe possibility of re-obtainingdata
later.
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11.3.2 Receving TCP segments

No specialbehaior is necessaryor receving TCP segments.As presentedn the previous chapter
replicationis performedbeforesendingan acknavledgmentfor the receved segment. Normal TCP
retransmissionare usedto recover pacletslostin theinterval betweenrthe last synchronizatiorand
theactivation of the passie card.

11.3.3 Socketinterface

No modificationsarenecessaryo the socletinterface,asit is containedwithin the protectedsystem.
This assumptiorsetsthe limitation that all protectedTCP applicationsmustbe protectedwith this
samemethod.

11.3.4 Routing databaseinterface

This protectionmethodsetsa specialrequirementor the systemroute databaseprotection: route
databas®n the passie cardconsidersan eventto be sentonly afterthe routedatabasen the active
cardhasreceved acknavledgmentfor the sentevent. Basicallythis meanghatall eventsfor BGP-4
daemonssentby the systemroute databaseavait for an acknavliedgmentmessage.Purposeof this
extensionis to ensurehatreplicatedcopiesof BGP-4statealwaysmatchwith the stateof the system
routedatabasandno eventgetslost duringthe switchover.
Replicationis alwaysperformedwhenan eventis receved from the systemroute databaseThe
eventis acknavledgedwhenreplicationhasbeenperformedandthe eventis processediormally
Replicationis also performedbeforesendingan eventto the systemroute database Purposeof
thisreplicationis to guarante¢hatno eventsentby the BGP-4daemoris lost duringthe switchover.
BothBGP-4daemorandsystenroutedatabas@ave to ensurghatnoduplicateeventis processed.
The replicationstratgy itself guaranteeshat no messages lost, but it doesnot guaranteeagainst
duplicatescausedyy the factthatthe systemroute databasés not necessarilyeplicatedat the same
time asis the BGP-4daemon Avoiding doubleeventsis easilyaccomplishedy numberingevents.
An easieralternatve would beto specifythattheroutedatabas@andotherrouting protocolsmust
be synchronizedat the sametime as the BGP-4 daemon. This approachwould be the easiestto
implementbut is not presentedn this thesis,asno detailedinformationof the systenroutedatabase
isassumed.

11.3.5 Replication

Replicationis performedwith oneof the bulk transfermethodspresentedarlier As replicationsare
frequent,DMA baseddifferential memorytransferis the bestsuitedbulk transfermethodfor this
protectionmethod.It shouldbenotedthatthis methodis feasibleonly becaus®f theconsenientextra
bandwidthavailablebetweercontrol cards.
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Thereis noinherentdifferencebetweennitial andsubsequemnteplications althoughit is possible
to transferonly changedtructureon the subsequermnteplications.Obviously processingncoming|P
pacletsbelongingto protectedconnectiongvaluationof timersandreceving eventsfrom therouting
databaséave to be suspendeduringthe actualcopying.

Someform of mutualexclusionmustbe utilized to guarante¢hatreplicationis performedat such
time thatthe stateof boththe TCP stackandthe BGP-4 stackcanberecovered. If no modifications
are doneto the stacks,the rule is that whenreplicationis performed,the stackthat did not cause
replicationmustbe in the mainloop. For exampleif the TCP stackrequestseplication,replication
may begin only afterthe BGP-4daemorhasenteredo the mainloop. In mostimplementationshe
rule canberelaxed, astheonly thing thatis really requiredis thatthe otherstackis in suchstatethat
canbe expressedwith the replicateddata. With modificationsto the stack,it might be possibleto
remove this requiremenaltogetherObviously the stackthatinitiatesreplicationmustbein suchstate
thatthe replicacanrecover itself. Theserequirementsre obvious whenoneconsiderghe factthat
althoughthe protocolstatemachinesarereplicated actualprogramcountersandcall stacksarenot.

The rules above have an interestingconsequencethe BGP-4 daemonmust use non-blocking
soclet calls. Thisis not a problem,asmostof BGP-4implementationsiseasynchronou$O. Asyn-
chronoudO is oftenused asblocking O is notfeasiblewhenpeercountfor singleroutercanbeeven
thousand Althoughasynchronou$O doesnotblock,sel ect call does.Thereforeselectcalls must
becheckpointedothatreplicationcansafelybe performedevenif the BGP-4daemonis blockingat
selectcall.

BGP-4 routing traffic is bursty by its nature— althoughHELLO messagesre periodic, other
messageareonly exchangediuringinitial databassynchronizatiormandwhenthe network topology
changes.Whentopology of the network changespr initial databasesynchronizatioris performed,
hugeamountsof oneway traffic is transfered.An ohbvious optimizationis to adwertisea large TCP
window, anddelaysendingacknavledgment.Suchadditionaldelaywould causeall traffic in single
burstto be processedvith two replications. First replicationwould of coursebe beforesendingan
acknavledgmentandsecondwvould be beforeinforming systenroutedatabasef changes.

11.3.6 Switchover

As replicationis only performedwhenan externalinput is receved or outputis emitted,the replica
is likely to containmary pendingtimers. At the momentof switchover all of thesetimershave to be
evaluatedat hasteneghase.Hastenedvaluationsenestwo purposesit ensureghatall eventsare
performedwhenthey shouldbe andon the otherhandthey causeretransmissiotwf pacletsthatmay
or may not have beencorrectlytransmittecbeforethe switchorver.

The systemroutedatabas@eeddo re-emitall unacknavledgedrouting events. Both the system
routedatabasandthe BGP-4daemorhave to discardall duplicateeventsthey receve.

No otheractionis necessaryandpossibldost pacletsarehandledby the normalTCPretransmis-
sionmechanism.
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11.3.7 Signalingdiagrams
Insertion of control card

Insertionof an additionalcontrol cardto a nodeis shawvn in figure 11.14. Beforeinsertionthe node
alreadyhadonecontrolcard,andthe nenly insertedcardis in therole of the passie card.
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boot ed
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synchroni ze
I | >1 I
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|_enabley, |
engble >

enable BGP-4 eyents >

Figure11.14:Insertionof anew card(method3)

Whenthe passie cardboots,it initializesboththe BGP-4stackandthe TCP stack.In thenormal
casethe purposeof theseinitializationsis to allocateand initialize unprotecteddatastructuresand
enableunprotected CP connectionslf a switchoser would occurduringtheinitial synchronization,
thesebarebonesnemoryimageswvould betakenin useinsteadf thehalf-completémagedransfered
from thefailedactive card.

Wheninitialization hasbeenperformed the passie cardrequestsnitial replication. The active
cardsuspendgprocessingf eventsfrom the systenroutedatabasegvaluationof timersin both TCP
andBGP-4stacks,andfinally processingf incoming TCP segments. The replicationis performed
with ary of thebulk transfermethods.

Whenreplicationhasbeenperformedtheactive cardenablesll previously suspendegrocessing.
Unlike the previous methods synchronizatiorwith the passie cardis necessarybecausaothingis
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enabledon the passie card. The nodeis now capableof performingswitchover without disrupting
thelevel of service.
Send

Thefigure 11.15shawvs a scenariowherea routelearnedby andIGP is adwertisedfurther with pro-
tectedBGP-4connection.
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Figure11.15:SendingT CP sggment(method3)

In thisscenaricomelGP daemonrearnsagoodrouteto somedestination Whenthesystenroute
databaseecevesinformationaboutthis new route,it sendsandeventto BGP-4daemorontheactive
card.Ontheactive cardtheroutedatabassendsaneventto the BGP-4daemon Onthe passie card
no eventis sent.

The BGP-4daemonraddsthe routeto its RIBs andperformsreplicationto the passie card. The
eventis thenacknavledged.The BGP-4daemorperformsrouteselectiornto calculatewhetheror not
this new routeshouldbe adwertised.In this scenariahe new routeis adwertisedto singlepeer anda
BGP-4pacletis constructecandsend soclet call is executed.

The TCP stackperformsnecessaryprocessingor the paclet, enqueuedt, andreturnsfrom the
socletcall. Laterthe TCPstackdecidego senda TCP sggmentcontainingsomeof the buffereddata.
The segmentis createdand properheadersare attachedo it. Replicationis performedbeforethe
actualsendis commencedThenthe nev TCP segmentis transmittedo the network.
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Receve

A typical TCP segmentreceve scenariois shavn on figure 11.16. This scenariopresentsa typical
situationwherethe BGP-4daemonwaitsfor incomingBGP-4paclets.
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Figure1l1.16:Receving TCP segment(method3)

TheBGP-4daemorwishesto beinformedaboutreceved pacletsandfor thatendissuessel ect
call. A TCPsamentis receved from the network. The segmentcontainsnew datathatis addedto
receve buffers. Acknowledgmentfor the sggmentis hold backin the hopeof piggybackingt with a
datasggment.

The BGP-4taskis wokenandthe selectcall returnsindicatingthata new datais readable.

As thereis no datato piggybackacknavledgmentwith, the TCP stackdecidesto sendan ac-
knowledgmentfor the receved data. Beforethe acknavledgmentis sent,repplicationis performed.
Thentheacknavledgmentis sent.

The BGP-4daemorissuesnonblockingr ecv call to retrieve receved datafrom the TCP stack.
The receved BGP-4 paclet containedinformation that forcesthe route selectionprocedureto be
performed.As aresultof routeselectionthe systenroutedatabas@eedso be updated.

Beforeaneventis sentto thesystenroutedatabaseageplicationis performedo bothguarante¢hat
no eventis lostandto reducepossibility thatthe expensve routeselectiorwould have to be executed
at switchover situation. In theorythis replicationis unnecessaryout in practiceit makesswitchover
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mucheasier Theeventis thensentto the systenroutedatabase.

Switchover

This protectionmethodhastwo specialcasesof switchover that merit further examination. These

specialcasesoccurwhena switchover occursduring processingf a routedatabas&vent or during
transmittinglP paclets.

Thefigure11.17shows a scenariovhereswitchover occursduring aroutedatabasevent.
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Figure11.17:Switchover during processingf routedatabasevent(method3)

The systemroute databasen the active card sendsa routing eventto the BGP-4daemon.The
daemonaddsevent informationto the local databaseand performsreplicationto the passie card.
Due to a hardwarefailure the active card crashegluring the replication. The incompletereplicais
discardedandthe previous oneis used. The previous replicais the replicathat was createdby the
previousreplicationcausedy ary eventor if thecrashoccurredatthefirst event,thereplicathatwas
createdduringtheinitial replication.

Switchover is performedandthe passie cardbecomeghe active one. A switchover notification
is sentto the BGP-4daemonto the systemroute databasendto the TCP stack. The orderof these
notificationsdoesnot matter asreplicationrulesabove do notallow soclet callsto beinterrupted.

The systemroute databasaoticesan unacknavledgedevent and re-emitsit immediately The
BGP-4daemonhasold stateinformationandis thereforenot aware of the previous instanceof the
samerouting event. Thereforethe routing event is processesiormally The routing event is then

acknavledged. No replicationis performed,asthereis no protectingcard whenthe other cardis
down.
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The BGP-4daemorthenperformsrouteselection.The changendicatedby theroutingeventhas
not causedary changedgo theadertisedroutesandthereforeno pacletsaresentto thepeers.
Theotherspecialcaseof switchoveris presenteanthefigure 11.18.
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Figure11.18:Switchover duringtransmissiorimethod3)

The scenariostartssimilarly with the sendscenarigpresentedbore — an event from the system
route databaseausesa changeto routesto be adwertised. The changein adwertisedroutesaffects
oneBGP-4peer andthe BGP-4daemorissuessend call to the TCP stack.The TCP stackperforms
necessarprocessindor thesend.Beforethetransmissiorof a TCPsegment replicationis performed
to protectchangedstateon the soclet interface.

During the actualtransmissiorthe active card crashes. The TCP segmentwas only partially
transmittedandthereforehasincorrectchecksumThe partial TCP segmentwill bediscardedy the
remotepeer

Switchover occurs,andall component®n the passie cardarenotified of it. The orderof notifi-
cationsmakesno difference.ln actualimplementatiorit is likely thatcheckpointmechanismsvould
requirethe BGP-4stackto be enabledirst. Dependingon theimplementatiorthe interruptedtrans-
missionof the TCP sggmentis eithercontinuedmmediatelyof whena retransmissiotimer expires.
Thediagramassumeshattransmissions performedmmediately
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If switchorerwouldhave occurredduringthereplicationbeforethetransmissionthereplicamade
during the route event processingvould have beenused. In that casesoclet call to the TCP stack
would have beenre-issued.If switchover would have occurredright after the transmissionunnec-
essaryretransmissionvould have beenperformedby the passie card. As the remotepeerignores
unnecessargetransmitno harmwould have occurred.

Whenthe TCPsegmenthasbeentransmittedthe passie cardis in the statetheactive shouldhave
beenafter successfullyperformingthetransmission.

11.3.8 Advantagesand disadvantages

The mostimportantadvantageof this protectionmethodis that modificationsto the BGP-4daemon
andto the TCPstackarerelatively few. If only non-blockinglO is necessaryeplicationcallsto afew
selectedbositionsareall thatis necessaryOn the otherhandif blocking soclet calls are necessary
fine grainedcheckpointingof the BGP-4daemoris necessaryOf coursethememoryallocatorhasto
be modified,but in practicemodificationsareminimal.

An adwantagethatthis methodshareswith the method2 is thatit is easyto understandThereis
no comple initial replication,asall replicationsarethe same.

As this methoddoesnot requiresynchronizationpnly replication,it is feasibleto expecthigher
performanceghanwith methodsoneandtwo. This expectationis basedon the fact that replicated
datasetsrerelatively small while the bandwidthof the link betweenthe control cardsis huge. A
limiting factorfor theperformancés how fine grainedsynchronizatioris necessarpetweertheBGP-
4 daemonandthe TCP stack. If morefine grainedsynchronizatioris usedfor selectingreplication
time, performancas better but on the otherhandmodificationsto the BGP-4codearelarger

Hardware basedpaclet replicationis not utilized, andthereforethis methodseemso be a poor
fit for our environment. On the other handthe link betweenthe control cardsis utilized asmuch
aspossible. Thereis somerisk that memorybandwidthutilization of the active card might reduce
performancealrasticallywhencertaintraffic level is reached.

Theuseof thismethodtendsto createsituationwerework loadis unevenly distributedbetweerthe
active andthepassie card.Unevenloaddistributionis good,if theactive cardhasenoughCPUpower
to performall of its task— the passie cardis mostly idle andthat saves powver andthereforeeases
problemsrelatedwith the cooling. On the otherhandif the CPU of the active cardis not powerful
enoughmoreevenloaddistribution is necessary

Althoughthis methodcanbeusedfor all typesof TCP applicationsthelack of supportfor block-
ing socletshindersgeneralusability of this method.

11.4 Method 4: graceful restart mechanismfor BGP

Thegracefulrestartmechanisnior the BGP-4introducedn chapter8.1.1maybecomeanternetstan-
dard,andthereforeshouldbe seriouslyconsidered.
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Althoughthe gracefulrestartmechanismss intendedfor single control cardenvironment,there
is no needto abstainfrom usingit in two control cardenvironment. In two control cardervironment
no synchronizatioror replicationis necessarpetweenthe control cards. Insteadwhen switchover
occurs,the BGP-4 daemonon the protectingcard re-establishesll connectionsand re-obtainsall
BGP-4routing information. As the stateof forwarding planeis retainedduring the switchover, the
protectingcardcanpretendo betheformeractive cardrestarting.

Thegracefulrestartextensionis unableto provide protectionin situationsvhereswitchover occurs
in middleof forwardingplaneupdate.On suchsituationtheforwardingplanewould goto inconsistent
state.As theforwardingplaneconsistf line cardswith separatgrocessorst is easyto arrangethe
updateto happenatomically— modificationsaretransmittedto line cardandactivation commands
sendasmulticast.Thisarrangemenguaranteethatthegracefulrestartextensionworksin every case.

As the gracefulrestartextensionis extensvely introducedin chapter8.1.1,it is not describedn
detailhere.

11.4.1 Switchover

The switchover procedures always the same,regardlessof what the active card was doing at the
momentof the switchover. Figure11.19shaws the switchover in a situationwherethereis originally
only oneBGP-4peer Switchover with multiple BGP-4peerss identicalto this simplecaseput in it
multiple connectionsrere-establishedimultaneously

Whentheswitchorer occurs the BGP-4daemorandthe systenroutedatabasearenotified of it.
The TCP stackneedsotto be notified,asit containsno protectionlogic. The systemroutedatabase
marksall BGP-4routesasstale. The BGP-4daemorperformsstart-upproceduresindrequests CP
stackto establisha connectionto the peer In thefigure the connectiorattemptsucceedslt is also
possiblethattheremotepeermanagedirst to connecto us. In both of theabose casegheresultis a
full duplex TCP connection.

TheBGP-4peersexchangeDPENpaclets. Thepassie cardusegestartflagin thegracefulrestart
capabilityoptionto indicatethattherouterrestarted- switchover is restartfrom the perspectie of the
gracefulrestartextension. The forwardingbits are setto indicatethattherewasno disruptionto the
forwarding.

Theremotepeersendsts databas¢o the passie card. Whenthe end-of-RIBmarlker is receved,
therouteselectionis performed.Resultingroutesare sentto the systemroutedatabaseThe system
routedatabaseemovesstaleroutesandinstantiateshesenew routesto theforwardingplane.In stable
networks no routechangesapperduringthe switchover andthereforethis procedurenften produces
no changedgo theforwardingplane.

The passie cardthenadwertisesits routesto theremoteBGP-4speakr. Whenthe passie card
sendsend-of-RIB,switchover hasbeenfinished.
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Figure11.19:Switchover (method4)

11.4.2 Advantagesand disadvantages

This methodis the easiesbf all protectionmethodsto implementand understand No changesare
necessaryo the TCP stackand modificationsto the BGP-4daemonarelimited to a clearly defined
protocolextension.

The methodcauseso additionalprocessingr bandwidthrequirementsandit doesnot affectthe
normalroutingperformanceAs nodatais transfereetweerBGPandTCP stackof theactive andof
thepassie card,thereis no needto worry aboutsoftwareversionincompatibilities.Softwareversions
justneedto be compatiblewith theforwardingplaneinterface.

During the databaseeobtainingproceduredollowing the switchover the router is unableto
changeforwardingthatis basedon the routeslearnedby the BGP or adwertisingchangesn routes
to otherBGP-4peers.This limitation may causetransientrouting loopsanderrorsduringtherecor-
ery.

This methoddoesnot work with BGP-4nodesthatdo not supportthe gracefulrestartcapability
It remainsto be seenwhetheror notthisis a problem-the big playerssuchasCiscoandJuniperare
originatorsof the gracefulrestartdraft andthereforeit is likely thatthey will implementit. On the
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otherhandit is possiblethatthedraft will be abandone@ndmostrouterswon't supportthe graceful
restartmechanism.ln ary case,mplementatiorof this methoddoesnot causeincompatibilities,as
useof the protectionis negotiatedseparatelyor eachconnection.

Theuseof this protectionrmethodcanturnto beasanadwantageor adisadwantage-if thismethod
becomesa widely used,useof it enablegrotectedservicein multi vendornetworks. On the other
handif this methodis abandonedjseof it is possibleonly in singlevendornetworks.

The methodis not applicablefor protectingother TCP applications,as protectionis achieed
with modifying the BGP-4protocolitself. Thetrendseemsgo beto specifysimilar enhancement®
protocols.Thelabeldistribution protocol(LDP) alreadyhassuchextensions.

11.5 Method 5: terminating TCP sessionat line cards

The obvious methodfor solving problemwith TCP sessionss to terminatethemat line cards. The
TCP statemachinesare executedon the line cardsand datais transferedwith ITC multi caststo
the both control cards. The situationremindsSOCKS seners usedwith somefirewalls [16]. The
arrangemernits shavn in figure 11.20.

As canbeobseredfrom theoverview picture,theline cardterminatingthe TCP sessiorbecomes
asinglepoint of failure for the connectiorthatit is protecting.Line cardprotectionbecomesmpos-
sible,asuseof it would requiresimilar TCP protectionmethodsetweertheline cards.

Loadbalancings impossibleunlessT CP pacletsbelongingto agiven TCPsessiorareforwarded
to adedicatedine cardthathandlegshe TCPsessionterminationfor thatconnectionIn suchsituation
failure of oneline cardwould causealisruptionto the all sessionfiandlecdby thefailing card.

Although this methodhasseveredisadwantagesit alsohasan appealingadvantage:it is simple
to implement. Most likely a modified SOCKSsener andlibrary could be usedfor implementation.
Modificationsto the SOCKSprotocolwould be necessaryor implementinglTC multi castsupport
and supportfor multiple SOCKSseners (multiple line cards). Line cardscorresponcbne or more
network interfacesfrom the point of view of the SOCKSsener. The correct SOCKS sener for
particularsoclet operationwould have to be selectedbasedon destinationlP address. Accepting
connectionsvould have to beperformedon all SOCKSseners.[16]

This methodis unsuitablefor hardware architectureghat hasseveralline cards,ason sucharchi-
tectureit only movesthe protectionproblemto anotherlocationor createsa single point of failure.
As backplands passie it cannot be usedinsteadof line cards.

This methodwaspresenteanly for the sale of completenessAlthoughthe methodis excellent
for certainarchitecturesit is uselesdor highly redundanarchitecturessuchasthe oneusedin the
carrierclassrouterplatform. This methodmustnotbe used.
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Chapter 12

Comparison of the protection methods

As describedabore, protectingall BGP-4 connectionds vital. If BGP-4 connectionsarelost, no
pacletsaresentto the routerandall otherprotectionmeasuresirein vain. Below, the mostsuitable
protectionmethodis selectedrom the methodspresentedn previouschapter

12.1 Selectionof protection method

The methodspresentedn the previous chaptergresenfour differentapproacheso protection:pro-
tocol modification,replication,synchronizatiorandcombinationof replicationandsynchronization.
The methodfive is discardedfrom the selectionprocess,as on our hardware architecturethe
methodaccomplishesothing.
Thechapterdelov evaluatethe remainingfour methodsagainstherequirementsve setforth in
chapte9 andconsidemtherimportantaspectshataffectthe selection.Table12.1shavs summaryof
evaluationof the protectionmethods.

Criteria Method 1 | Method 2 | Method 3 Method 4
Minimal interruptionto thetraffic none none none some
Softwareversioncrosscompatibility partial partial partial full
Compatibilitywith third partyrouters full full full circumstantial
Suitability for otherTCP applications| partial partial partial none
Changedo existing code huge large large minimal
Overhead some some some none

Table12.1: Summaryof protectionmethods.

Thedetaileddescriptionof themethodsl, 2, 3, and4 is availableat pages1, 62, 73,and82.

12.1.1 Minimal interruption to the traffic

As forwardingis performedon separatdardware, the switchover in itself doesnot causdnterruption
totheforwardingof paclets. Possiblénterruptionoccurseitherbecaus¢heforwardingplanecontains
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outdatedroutesor otherrouterschoosenotto forward datato the protectedouter

Methodsone,two andthreearecapableof performingthe switchover in lesstime thatit takesto
process singleBGP-4paclet. Therefore thesemethodsaretotally transparento bothBGP-4peers
andto theforwardingplane.

Methodfour may causedransientforwardingloops,andthereforethe passingraffic maybetem-
porarilyinterrupted Althoughtheloopsoccuronly if network topologychangebeforetheswitchover
is complete,someinterruptionto the forwardedtraffic is possible. The methodfour doesnot fulfill
thisrequiremenfully, but providesadequateservicefor mostapplications.

12.1.2 Software version crosscompatibility

As methodfour transferso databetweerthe TCP stacksor the BGP-4stacksthereis no questiorof
the suitability of the methodfor softwareupdatepurposes.

The three other methodstransfervarying amountof databetweencontrol cards. As in initial
replicationwholestateinformationis transferedincompatiblesoftwareversionscanbreakthesethree
protectionmechanismsAlthough someincompatibilitiescanbe restrictedwith corversionroutines,
corversionfrom the newer versionto an older oneis not necessarilyalwayspossible. Also, if new
BGP-4capabilitiesareaddedit is entirelypossiblethatswitchorer cannotbe performedrom anewer
versionto olderversions.If anew BGP-4capabilityis negotiatedwith aremotepeer a cardrunning
old softwareversionthatdoesnot supportthe nen capabilitycanin noway succesfullytalk to remote
peeronthe connectionthathasthe new capabilityenabled.Theseproblemscanof coursebe limited
by enablingonly thoseBGP-4featureghatboth controlcardscansupport.

Partial compatibility for softwareupdatesxistsin thefirst threemethods.This compatibility can
be enhancedwith the costof extracodeandCPU consumption.

12.1.3 Compatibility with third party routers

Thefirst threemethodsaretransparento otherroutersandthereforethey do notrequiresupportfrom
othervendors Althoughthesehreemethodgprotecttherouter they offer noservicedor otherrouters
to implementprotectionservices.

Methodfour requiressupportfrom third party routers. The flip side of this requirementis that
animplementatiorof methodfour offersserviceghatthird partyrouterscanusefor protectingthem-
sehes. In otherwordstherouterrequireshelpfor successfuprotection,andin returnit canalsohelp
otherroutersto protectthemseles.

Usually the whole network needsto be protectionaware,andthereforeit is vital that protection
supportis offered to otherrouterswheneer it is needed. At the momentit is impossibleto say
whetheror not methodfour takeswind underits wings,andthereforeit canonly beconcludedhatall
of thesefour approachebhave equalmeritsin thisarea.All of thesemethodgpossessarisk of possible
incompatibilitiespendinghow the standardizatiomvork proceeds.
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BGP-4is oftenusedto exchangeroutinginformationacrossadministratire domains.Theoperator
cannot dictatewhat equipmentother operatorsand clients use. Thereforeit is likely that even if
method4 would becomean internetstandardyoutersthat do not supportit would be arounda long
time.

12.1.4 Suitability for other TCP basedapplications

Thefirst threemethodsare suitablefor other TCP basedapplications.Methodsoneandtwo require
enhancementto protectedapplicationsto ensureidentical ordering of eventsin both cards. The
first three methodsrequirethat the protectedapplicationsare deterministic. Modificationsfor the
replicationarenecessaryor the applicationghatareprotectedwith ary of thesethreemethods.

Methodfour is only suitablefor protectingBGP-4protocol. Similar enhancementsanof course
be specifiedfor otherprotocols.The conceptis re-usabléout theimplementatioris not.

12.1.5 Minimal changego existingcode

Of thesdour methodsmethodfour requiredeastchangeso existing codebase. Thechangesequired

by methodfour aresmallandlimited to a smallsectionof thewhole code.
Methodonerequirescomplicatecchangeso boththe BGP-4daemorandto the TCPstack.Meth-

odstwo andthreerequirelesseramountof changesbut still muchmorethanmethodfour.
Methodfour is clearwinneronthis cateory.

12.1.6 Minimal overhead

Methodfour imposesalmostno overheacat all comparedo unprotectedBGP-4.

Method one useshardware basedpaclet duplicationserviceand causesonly little overheadin
a form of synchronizatiorcode. Although the overheadis minimal, the constantsynchronization
imposesdelaysto applicationandthereforereducesmaximumpossibleperformanceof the BGP-4
routingdaemon.Thesynchronizatiorpenaltydoesnot affect to otherprocessingn the cards.

Methodstwo andthreeimposesomeoverheadn form of replicationandsynchronisation With
properimplementatioranduseof agoodbulk copy methodtheoverheads relatively smallandshavs
mostly on the memorybusse<f control cards. Thesemethodshave betterperformanceéhanmethod
one.

Methodfour is beston this cateyory.

12.2 Selectedmethod

Methodstwo andthreeappeato be usable but arenotasgoodasothermethods As hardwarebased
paclet replicationis not utilized by thesetwo methods,someof hardware resourcesrein a sense
wasted.
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Methodfour is superiorto the othermethodsdn all but two areas- atthe speedf switchover and
atcompatibilityto thethird party hardware.

Method one appeargo be a solid methodthat can supporttelecomlevel protection. The only
problemwith methodoneis thatsoftwareupgradesnaycauseproblemswith it, if functionality of the
routingdaemondgliffer betweersoftwareversions.

The selectedsolutionis to implementboth methodoneand methodfour. Methodsoneandfour
can co-&ist on sameTCP connectionand thereforetrying to negotiate methodfour never causes
ary harm. Shouldthe remoterouterneedthe methodfour serviceso recover from a crash,they are
available. Methodfour canalsobe usedto updateincompatiblesoftware versions.Methodonecan
be usedin combinationwith methodfour, if the remotepeerdoesnot supportmethodfour or if the
servicelevel agreementequiresfasterswitchosersthanmethodfour canoffer.

Togethemethodsneandfour canoffer unparallelederformanceindcompatibility Combining
thesetwo methodsvirtually removesall the defectsof thesetwo methods. The inconveniencewith
this approachs thatimplementatioreffort is quitelarge, asbothmethodsshouldbeimplemented.



Chapter 13

Adaptation to the carrier classrouter
environment

BGP-4routing daemonis a part of a off-the-selfrouting toolkit available from a third party vendor
This daemonwill be extendedto supportthe gracefulrestartmechanismBy default all connections
shallbe negotiatedwith the gracefulrestartcapability

As our routersare end-to-endmnanagednetworks often containcontinuoussegmentsof our de-
vices. Thereforegracefulrestartextensionis guaranteedo be supportedn mostBGP-4connection.
Interfacesto third party devicesareat the network edgeandat the network coreedge.lt is likely that
third partyroutersareonly encountereattheseedges Thisreducegherisk causedy the possibility
thatthegracefulrestartmechanisnior BGP-4is notwidely adopted- it canstill beusedbetweerour
equipments.

Whenaremoterouterdoesnot negotiatethe gracefulrestartcapability the underlyingTCP con-
nectionis protectedusing methodl. As methodl was specifically designedfor the carrier class
routerenvironment, it requiresno specificadaptation.TCP connectioncanalsobe protectedf net-
work managedecideghat switchover timesofferedby the gracefulrestartextensionfor BGP-4are
insuficient.

The use of method1 requiresthat protecteddatastructuresare compatible. If software with
incompatibledatastructuresis updatedto either control card, methodl protectionis lost from all
protectedconnections Connectionghemseleswould be interruptedduring the next switchover. To
minimize interruption,the routing software alwaystries to negotiatethe gracefulrestartextension,
regardlesof the usedof methodl protection.

Purposeof method1 protectionis to offer protectionfor connectiongo legag/ devicesthat do
not supportthe gracefulrestartmechanism.Method 1 is also usedfor mostimportantconnections
to provide enhancedswitchover performance. The graceful restartmechanismis usedto provide
lightweight protectionandtransparensoftwareupdatecapabilities.
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Chapter 14

Conclusions

Thiswork investigatedseveral possibilitiesfor protectingBGP-4routingconnectionsEarly chapters
of thisthesisintroducedhe carrierclassrouterarchitectureandprotocolsandinterfacesrelatedto this
work.

Chapter6 presentedurrentsolutionsfor high availability routing. It wasobsened that noneof
theintroducedmethodsofferedlevel of availability requiredby the carrierclassrouter

Chapter7 introducedthe conceptof protection. The benefitsof the protectionwere notedand
commonlyusedimplementatiorstratgieswerediscussedlt wasobsered thatprotectionis hardto
implementon IP baseddevices. Chapter8 introducedprevious work on areaof protectingrouting
connectionsExistingmethodshasedn protectingTCP connectionappearedo belackingin oneor
moreways,whereasxtensiongo routing protocolsappearedo be quite promising.

Chapter9 setforth requirementshat were usedfor evaluatingdifferentprotectionmechanisms.
Therequirementsvereusedto derive the minimum setof datathatmustbe protectedo ensuresuc-
cessfulfulfillment of therequirements.

Chapterl0 proposedwo methoddor performingreplicationnecessarfor mary protectionrmeth-
ods. It wasobsered thatMMU assistedDMA transferis superiorto traditional serializationbased
bulk transferapproach.

Chapterll proposedseveral methodsfor protectingTCP basedrouting connections.Methods
weredescribedn detailandtheirgoodandbadsideswerediscussedlt becamepparenthatalthough
severalmethodsaremoreor lesssuitable implementingmostof themis difficult.

In chapterl?2 the requirementsiefinedin chapter9 were usedto compareproposedprotection
methods. None of the proposedmethodsalonecould fulfill all the requirements.Combinationof
protectingTCP statemachineswith logical synchronizatior{methodl) andof gracefulrestartmech-
anismfor BGP-4 (method4) was chosenasthe protectionmethodfor BGP-4 routing connections.
This combinationdoesfulfill all the requirements Adaptationof thesemethoddgfor the carrierclass
routerevironmentwasdescribedn chapterl3.

Onthe chosersolutiona new BGP-4capabilityis negotiatedwith remotepeers.This capability
allows re-establishmeraf broken TCP connections Whensuchcapabilitycannot be negotiated,or
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betterresponsdéime is necessaryl CP statemachinesanbeexecutedon bothcontrolcards.To avoid
statemachinedivergence,TCP eventson bothcontrolcardsareperformedon the sameorder

To summarizethis thesishasintroduceda methodfor protectingTCP statemachinesandcom-
binedit with arelatively nev BGP-4extensionto allow protectionof BGP-4routing connectionslf
thegracefulrestartmechanisnibecomesvidely implementedthe needfor protectingunderlyingTCP
connectionsvill diminish.
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